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ABSTRACT. S-boz is the unique nonlinear operation in Rijndael, and it plays a key role
in ensuring AES security. In this paper, according to the principle of AES S-box and the
Big Encryption System (BES) cryptography, an improved equation system over GF(28)
s proposed to describe Rijndael S-box. By comparing with other existing systems, this
equation system has weaker resistance against algebraic attacks. So it has a lower com-
plexity while applying algebraic attacks. This is helpful for the implementation of alge-
braic cryptanalysis.
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1. Introduction. Since Rijndael [1, 2], the substitution-permutation network (SPN)
structure block cipher algorithm designed by Vincent Rijmen and Joan Danmen, was
chosen by NIST as the Advanced Encryption Standard (AES) on October 2, 2000, many
schemes have been proposed to attack it [3, 4, 5]. It has been proved that Rijndael has
the security against differential attack and linear attack which are the most well known
attacks on block ciphers. Because of the simple algebraic structure of Rijndael S-box,
many cryptanalysts focus on the algebraic attack, which may be an efficient method. As
the only nonlinear component of Rijndael, S-box is a crucial element and it determines
the performance of Rijndael [6].

S-box is the unique nonlinear operation in Rijndael, and it determines the performance
of Rijndael, so much work has concentrated on Rijndael S-box. Many researchers devote
time to design and improve the algebraic cryptanalysis scheme [1, 7, 8, 9]. Algebraic
cryptanalysis consists of two steps. First, one must convert the cipher into a system of
polynomial equations, usually over GF'(2), but sometimes over other rings. Second, one
must solve the system of equations and obtain from the solution the secret key of the
cipher. Many researchers focus on these two steps. Courtois and Pieprzyk [10] analyzed
the overdefined system and proposed XSL (eXtended Sparse Linearization) attack on
Rijndael. There exists too many assumptions in XSL attack technology, so its effectiveness
has been questioned. Ling-Guo Cui [11] analyzed the algebraic structure of Rijndael S-
box and proposed a new S-box structure. This further indicates that there exists security
problems in AES S-box, and it is feasible to implement algebraic attack on AES. Murphy
and Robshaw [12] defined a new block cipher, the BES (Big Encryption System), that
uses only simple algebraic operations in GF(28). The emergence of BES cryptography is
helpful to optimize the system of equations, and then to provide a guideline for designing
efficient algebraic cryptanalysis scheme. Because a key step of algebraic cryptanalysis
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is optimizing the equation system, many researchers perform some particular studies on
the equation system optimization technology. N. Li and W. Chen [13] proposed a new
system of multivariate quadratic equations over GF(2%) to describe completely Rijndael
in 2004. H. Xiao and G. Zhang [14] proposed an improvement on algebraic system of
multivariate quadratic equations for Rijndael in 2008. The improved equation system
had a lower complexity while applying the XSL technique. There have been few research
results of the equation system optimization in recent years. The main work of this paper
is to further optimize the equation system of AES S-box.

In this paper the BES cipher is analyzed, and an improved equation system over G F(28)
is proposed to describe Rijndael S-box. This paper is organized into sections: principle
of AES S-box, the Big Encryption System, the improvement on equation system of AES
S-box, and conclusion.

2. Principle of AES S-box. Looking upon 8-bit bytes as elements in GF(2%), Rijndael
S-box is a combination of an inverse function I(z) which is the multiplicative inverse
modulo the irreducible polynomial z® + 2* 4+ 23 + 2 + 1, and an affine transformation
function A(x). The I(z) and A(x) are as follows.

(1) The inverse function I(x) is defined as:

o ={ G 12}

(2) The affine transformation function A(z)is defined as:

1 1 1 1 100 077 27 [0 7]

01111100 Tg 1
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where z;(¢ = 0,...,7) are the bits of the byte z, and x7 is the most significant bit.
Therefore, Rijndael S-box can be denoted by

S(x)=Aol =A(I(x))

From the construction principle of Rijndael S-box, the algebraic expression of Rijndael
S-box can be derived as follow:

S(z) = 0521 4+ 092FP + FOxtB + 25287 + F4xPr 4
012PF + B5xPF + 8Fx™ + 63

3. The Big Encryption System. The cipher AES has a 16-byte message and key space.
The cipher BES has a 128-byte key space and message. There is a restriction of the BES
spaces to a subset of size 2'?® that corresponds to the AES. We denote these three sets
(i.e. three message and key spaces) by A, B and By respectively, and the state spaces of
the AES and the BES are shown in Table 1.

Both the BES and the AES use a state vector of bytes, which is transformed by the
basic operations in a round. In both cases, the plaintext is the input state vector while
the ciphertext is the output state vector. We now describe the basic techniques required
to establish the relationship between the BES and the AES.
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TABLE 1. The State spaces of the AES and the BES

Notation | Meanings Vector space
A State space of the AES F6

B State space of the BES F128

Ba Subset of B corresponding to A | Subset of F'?

A —— B,

l

k — | AES BES | «— ¢(k)

! !

A —— B,

¢—1

FIGURE 1. The relationship between the AES and the BES

(1) Inversion. For b € F, it is identical to standard field inversion for non-zero field

elements with 0C-1) = 0. For an n-dimensional vector a=(ay, . . . ,a,—1) € F", the inversion
can be viewed as a componentwise operation and set
-1 —1 —1
al=b = (a((] ). ,asl_l)).

(2) Vector conjugates. For any element a € F we can define the vector conjugate of a,
a, as the vector of the eight GF'(2)-conjugates of a, so

~ 0 1 2 3 4 5 6 7
a=(a*,a*,a*,a*,a* ,a*,a* ,a*)

We use a vector conjugate mapping ¢ from F” to a subset of F*". For n =1 and a € F,
we have

a= 90(@) = (CLQO, CL21, CL227 CL23, CL247 (l25, a267 CL27).
This definition extends in the obvious way to a vector conjugate mapping ¢ from F" to a
subset of F®". The n-dimensional vector a=(ag, - . .,a,-1) € F" is mapped to

5= () = (9lan), .. p(an 1)),

The vector conjugate mapping ¢ has desirable algebraic properties, namely that it is
additive and preserves inverse, so

pla+d) = pla) +¢(a’)
and
pla) = pla)™.
When each successive set of eight components in a € F* form an ordered set of GF(2)-
conjugates, we say that a has the conjugacy property. Based on this, it is easy to define
o~ ! as an extraction mapping which recovers the basic vector from a vector conjugate.
(3) Embedding the AES state space in the BES state space. Any plaintext, ciphertext,

intermediate text, or subkey for the AES is an element of the state space A. Similarly,
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any plaintext, ciphertext, intermediate text, or subkey for the BES is an element of the
state space B.

We can use the vector conjugate map ¢ to embed any element of the AES state space
A into the BES state space B. We define By = ¢(A) C B to be the AES subset of BES,
that is the embedded image of the AES state space in the BES state space. Elements
of By, that is embedded image of AES states or subkeys, have the vector conjugacy
property. Furthermore, B 5 is an additively closed set that also preserves inverses. Figure
1 describes the relationship between the AES and the BES.

4. The New AES S-box Equation System and Its Performance Analysis.

4.1. The Improvement on Equation System of AES S-box. The important feature
of the BES is that it is defined exclusively using simple operations in one field, GF(2%).
After embedding AES into BES, we get B , so we can easily use the system of polynomial
equations to describe the AES. If the equation system can be solved, we can obtain the
encryption key, so we can crack the AES. As the only nonlinear component of the AES,
S-box is a crucial element and it determines the security of the AES. Therefore, the
generation and improvement of AES S-box equation system is a key step of algebraic
attack on the AES. The tool of embedding AES into BES is conjugate mapping, and each
byte is mapped to 8 consecutive 2-power form. The selection of this mapping approach is
to solve the inconsistent problem of the space of the two transformations (multiplicative
inverse and affine transformation).

AES S-box is invertible and is constructed by the composition of two transformations:

(1) Taking the multiplicative inverse in GF'(28);

(2) Applying the affine transformation in GF(2).

In order to solve the inconsistent problem of the space of the two transformations, we
need apply conjugate mapping to both multiplicative inverse and affine transformation.
Next we detail the conjugate mapping and construct the equation system of AES S-box.

Affine transformation matrix L, : F — F can be expressed as a polynomial function
f:F—F

7
fla) = Z Awa?’
k=0
where (Ag, A1, A2, Az, Ag, As, Ag, A7) = (05,09,F9,25 F4,01,B5,8F). Here we construct the

affine transformation matrix of B o . It is easy to get Lp(a) = ¢(La(a)) = (f¥(a),..., ¥ (a)),
where the solution of each component is based on equation (1).

7 2 7
(o)) — (z A) e 0

Then we can obtain equation (2) from equation (1).

7
fa) =3 Na" (0<i<T) (2)
k=0

The affine transformation matrix of B can be denoted by Lp : F® — F®  let Lp =
[lij}; j—o,..7+ the following equation (3) can be obtained by the undetermined coefficient
method from equation (2).

lij =X, mod 8 (3)
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We can further obtain equation (4) by computing.

()\0)2‘; ()\1)2(1] (>\2)2? (A3)2? ()\4)2(1) (>\5)2? (AG)QT (>\7)2(1)
()\7)22 (>\0)22 ()\1)22 ()\2)22 (/\3)22 (>\4)22 ()\5)22 ()\6)22
()\6)23 ()\7)23 (>\0)23 (>\1)23 (/\2)23 ()\3)23 (>\4)23 ()\5)23
Ly = ()\5)24 (/\6)24 (/\7)2;l (/\0)24 (/\1)24 ()\2)24 (>\3)24 (>\4)2‘4
(>\4)25 (>\5)25 ()\6)25 ()\7)25 (/\0)25 (>\1)25 (>\2)25 (>\3)25
()\3)26 (/\4)26 ()\5)26 ()\6)26 (/\7)26 (>\0)26 ()\1)26 ()\2)26
()\2)27 (/\3)27 ()\4)27 (>\5)27 (/\6)27 ()\7)27 (>\0)27 ()\1)27
(A2 ()P () ()P ()2 (M) (M) (No)? (4)

05 09 f9 25 f4 01 b5 8f
cf 11 41 07 7d 56 01 fc
16 64 la aa 15 8d a4 01
01 0f d7 5f b2 Oa ch €6
49 01 55 3f eb €9 44 74
cc ea 01 al 22 4c lc bb
a8 61 19 01 f7 68 fo 4b
ee b6 c6 ba 01 53 87 03

The global affine transformation matrix Ling : F'® s F128 in B is easily obtained from
Lg, where Ling is a block diagonal matrix with 16 identical blocks Lg. Then we can get
Lp
Ling = ke
Lp

The constant used in constant addition transformation of Rijndael S-box is ¢4 =" 63’ €
F'. Making the conjugate mapping of c4, we can get

plea) = ((63)7,(63), (63),
(63)*", (63), (63)*", (63)", (63)*") -
= (63,02,35,66,D3,2F,39,36)

The corresponding constant vector used in BES is cg = ¢(ca,...,ca) = (¢(ca), ..., d(ca)),

that is
[enli = [d(ca)li moa s 0 < i <127
For the AES-128, the intermediate state of each round encryption can be denoted as

S00 So1 S02 So03
510 S11 S12 S13

S =

S20 S21 S22 S23

530 531 S32  S33
_ T
= (8007"-753073017'"75317"'7333)

After embedding AES-128 into BES, the corresponding intermediate state of each round
encryption can be denoted as
8" = (8000s - -+ 0075 100+ - - -+ 1075+ - - 1 53305 « - - 73537)T

For S-box transformation of each round, the input, the intermediate variables (i.e. the
result of taking multiplicative inverse) and the output are denoted by z; j x, i jx and z; ;&
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respectively, where 0 < 4,7 < 3,0 < k < 7. The S-box transformation of each round can
be expressed as

- - -1 A - - - -

2000 9‘7000 Y000 Yooo
3
2007 950017 Yoor Yoo
2100 Z100 Y100 Y100
3 Lg
Z107 T1o7 Y107 Lg Yio7
: = Ling - : = Ling - . = . :
Lp
-1
2330 T30 Y330 Y330
-1
| #337 | L T337 | | Y337 | L Y337 |
The above equation can be abbreviated as
Zijo ] Yi,j.0
ol =Le- |t | sie zige = 9(Yig0 Yigs o Vi)
ZENG Yij7

where 0 <i,7 < 3,0 <k <7, the function g(-) is a linear combination function.
Therefore, the equation system of the each round S-box transformation is as follow.
Tijk - Yige =1 ,(0<4,7 <3,0<k<7)
Yijk+1 = Wijn)”(0<4,5 <3,0< k< 7T)
Zijarr = (zige)?,(0<4,5 < 3,0 S <7)
Zijk = 9(Wijo, - Yigr) (0<14,5 <3,0 <
where the addition in k£ 4 1 is modulo 8 plus.

k<)

4.2. Comparisons of Equation Systems of Rijndael S-box.

Definition 4.1. [1] For r equations in tterms over GF(2"), the resistance of algebraic
attacks (RAA) is denoted by T' and is defined as follow:

L= (¢ = r)/m) 000

The resistance of algebraic attacks reflects a difficulty of solving multivariate equations.
Thus we will use this quantity to measure the resistance of algebraic attacks in this paper.

In the above equation system in Section 4.1, the first three lines are quadratic equa-
tions, and the last line are linear equations. The S-box transformation of each round can
therefore be described as a multivariate quadratic system using 512 equations, of which
384 are quadratic equations and 128 are linear equations. In the 384 quadratic equations,
there exist 384 variables: x;jr, Vijk, Zijr and 641 terms: 1, y;jx, Zijks Tijk * Yijks
(yijx)? and (z; k)% In the 128 linear equations, there exist 256 variables: v, x, Zijk
and 256 terms: ¥y jx, Zijk Where 0 <4,7 <3,0<k <7,

According to the definition 1, the resistance of algebraic attacks I reflects the difficulty
of solving the multivariate equation. The comparison results are shown in table 2. It can
be seen that our equation system has a smaller I' than other existing equation systems,
so it can decrease the complexity of algebraic cryptanalysis of Rijndael. That is, the new
equation system has weaker resistance against algebraic attacks.
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TABLE 2. The State spaces of the AES and the BES

Nota- The The Our
Parameter . . . .
tion equation equation | equation
system [13] | system [14] | system
Number of quadratic equations of each r 272 256 384

round S-box transformation

Number of variables of quadratic equa- m 256 176 384
tions in each round S-box transforma-

tion

Number of terms of quadratic equations t 544 448 641
in each round S-box transformation

Number of linear equations of each r! 16 16 128
round S-box transformation

Number of variables of linear equations m’ 144 144 256
in each round S-box transformation

Number of terms of linear equations in t/ 144 144 256
each round S-box transformation

Size of the S-box n 8 3 8
Resistance of algebraic attacks of the r 2173 2384 2165
S-box based on the quadratic equation

system

Resistance of algebraic attacks of the S- I 264 2233 264

box based on the linear equation system

5. Conclusions. In this paper, an improved equation system over GF(2%) is proposed to
describe Rijndael S-boxand it is helpful to decrease the complexity of algebraic cryptanal-
ysis. Firstly, the construction principle and the algebraic expression of Rijndael S-box are
described. Secondly, the Big Encryption System is introduced, and the conjugate map
between AES and BES is analyzed. Finally, an improved equation system over GF(28)
is proposed to decrease the complexity of algebraic cryptanalysis. The new equation sys-
tem has weaker resistance against algebraic attacks, so it has a lower complexity while
applying algebraic attacks.
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