Journal of Information Hiding and Multimedia Signal Processing (©2017 ISSN 2073-4212
Ubiquitous International Volume 8, Number 3, May 2017

A Robust Blind Watermarking Scheme Based On
Stationary Wavelet Transform

Zahra Shokrollahi

Department of Electrical and Computer Engineering
Shiraz University
Zand St., Shiraz, Iran
shokrollahi89@gmail.com

Mehran Yazdi

Department of Electrical and Computer Engineering
Shiraz University
Zand St., Shiraz, Iran
yazdi@shirazu.ac.ir

Received July, 2016; revised February, 2017

ABSTRACT. Image watermarking is being used for proving the authenticity of images and
videos. Concerning web applications, image watermarking is increasingly used to attest
the ownership of images distributed on the web, however, it needs lightweight and robust
watermarking methods for inserting and extracting watermarks. Recently, the stationary
wavelet transform (SWT) which is linear, shift-invariant, redundant and undecimated
shows a better performance in image watermarking. This paper presents a robust water-
marking algorithm based on SWT which uses all subband decompositions of the image to
embed the watermark and creates the key. In the extracting process, the key is used to
extract the watermark from all subbands. The proposed algorithm has been compared with
the more recent algorithm which uses SWT for image watermarking and the results using
NCC and PSNR as evaluation metrics show a significant improvement in the presence
of various attacks.

Keywords: Stationary wavelet transform; Blind watermarking; Robustness; PSNR and
NCC.

1. Introduction. With rapid growth of technology and increase in use of internet, it is
so easy to transfer digital data such as image, audio and video, but there are still many
challenges in this issue. Some people do not consider copyright and they transfer the
data without any license from the owner, creator or distributor. Therefore, there is an
increasing demand for using better secure techniques to protect copyright and prevent
illegal copying and distributing.

Fortunately, watermarking can be used as an alternative for many previous techniques
in this field. A digital watermark is a kind of mark covertly embedded in a noise-tolerant
signal such as an audio, video or image data. It is typically used to identify ownership of
the copyright of such signal. ”Watermarking” is the process of hiding digital information
in a carrier signal; the hidden information should, but does not need to, contain a relation
to the carrier signal.

Watermarking has been around for several centuries, in the form of watermarks found
initially in plain paper and subsequently in paper bills. However, the field of digital
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watermarking was only developed during the last 15 years and it is now being used for
many different applications [8].

Digital watermarks may be used to verify the authenticity or integrity of the carrier
signal or to show the identity of its owners. It is prominently used for tracing copyright
infringements and banknote authentication. So Watermarking is a process of secure data
from threats of piracy and copyright, in which owner identification (watermark) is merged
with the digital media at the sender end, and at the receiver end this owner identification
is used to recognize the authentication of data [2].

The important technical issue is to design a highly robust digital watermarking tech-
nique, which discourages copyright infringement by making the process of watermarking
removal tedious and costly [6].

The process of watermarking can be divided into two parts:

a) Embedding of watermark into host image

The process of image watermarking is done at the source end. In this process watermark
is embedded in the host image by using any watermarking algorithm. The whole process
is shown in Fig. 1, [2].

Watermark
Original | Embedding | Watermarked
Image | Procedure ! Image

FiGURE 1. Embedding process of image watermarking

b) Extraction of watermark from image
This is the process of extracting watermark from the watermarked image by reverse the
embedding algorithm. The whole process is shown in Fig. 2, [2].

Watermarked | Extraction | Original
Image Procedure Image
Watermark

F1GURE 2. Extraction process of watermark

1.1. Watermark Classification. Digital watermarking techniques are classified into dif-
ferent types. This classification is based on several criteria which are: Watermark Type
(noise, image); Robustness (fragile, semi-fragile, robust); Domain (spatial, frequency);
Perceptivity (visible watermarking, invisible watermarking); Host Data (image, text, au-
dio, video); Data Extraction (blind, semi-blind, non-blind).

Requirements for image watermarking contain imperceptibility, robustness to common
signal processing operations, and capacity. Common signal processing operations which
the watermark should survive include compression (such as JPEG), filtering, rescaling,
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cropping, A/D and D/A conversion, geometric distortions, and additive noise [7]. Capac-
ity refers to the amount of information (or payload) that can be hidden in the host image
and detected reliably under ordinary operating circumstances [7].

1.2. Related Work. Watermarking can be done in the spatial domain and frequency
domain. Some techniques in spatial domain are LSB method, PV D method, GLM
method and Parity Checker method [8]. In frequency domain there are a number of
transforms including DCT, DFT, DW'T and SWT.

A robust blind digital image watermarking method is proposed in [11] based on SV D
in wavelet domain. First, the DW'T is applied to the host image. Then, the SV D
transform is applied to each sub-band of the transformed image and the singular values
of each sub-band and the singular values of the watermark image are converted to semi-
binary arrays. Finally, the bits of the singular values of the watermark image are inserted
into the selected bits of the singular values of decomposed host image’s sub-bands. The
experimental results show that the proposed method is robust against different geometric
and non-geometric attacks and the watermarked image looks visually identical to the
original one.

The proposed method in [12] is implemented using DWT and DCT. Watermark image
is inserted in the LL sub-band of the host image by dividing it using DWT. 8 x 8 block
DC'T is applied to LL sub-band and watermark is embedded into the last pixel of each
block. On the basis of watermark pixel value, the pixel value of host image is affected.
Finally the reverse process of embedding is applied to extract exact watermark image.

In [13], an optimal watermarking scheme based DWT and QR decomposition is pre-
sented. Before embedding the watermark, information was firstly encrypted to enhance
the security and robustness. Then LL subband is blocked 8 x 8 after DW'T' transfor-
mation. When each of them is QR decomposed, the watermark is embedded in the first
row elements of R matrix. The experimental results show that the algorithm has high
robustness, invisibility and high embedding capacity.

Thongkor et al. [14] proposes a digital image watermarking based on DWT. In the
embedding process, the blue component of the original host image is decomposed by the
Discrete Wavelet Transform (DWT) to obtain the coefficients in LL subband, and some
of them are used to carry the watermark signal. In the extraction process, an original
coefficients prediction in the LL sub-band based on mean filter is employed to extract
the embedded watermark. The experimental results show that the performance of their
proposed method in term of average NC'is superior to the previous ones.

In [9] a kind of watermark inserting and extracting algorithm based on stationary
wavelet transform was proposed. At first, the digital watermark was transformed ran-
domly (Arnold transformation), then encrypted by logistic. The coded watermark was
transformed to one-dimensional row vector, and the pixel value was sorted. The coeffi-
cient of one-dimensional of original image of stationary wavelet transformation was sorted
too, then inserted sorted watermark to the sorted low frequency, and turned it to two di-
mensional data. Then the image is reconstructed with coefficients of high-frequency. The
process of watermark detection is the inversion of the process of watermark embedding.
Experimental results indicate that this algorithm not only enables the watermarking to
have the good invisibility, but also makes the watermarking have the strong robustness
to the general image attacks, such as noise, filter, rotation, compression and so on.

A digital watermarking method is proposed in [10] basing on the stationary wavelet
transform to embed the digital watermark in the original DEM images and withdraw
the watermark from the watermarked DEM images. Considering the characteristic of
the DEM images, the embedding position is chosen in the relatively gentle terrains by
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analyzing the slope of the DEM image. The embedding intensity is optimized by an
optimization model, of which the objective function is defined as the similarity between
the original watermark and the extracted watermark. The optimization model is then
resolved with ant colony optimization algorithm, by which the robustness are guaranteed.
Simultaneously, the disturbance of the image is unnoticeable by human eyesight and the
hiding of the watermark is also guaranteed.

In this paper the proposed method is based on Stationary Wavelet Transform (STWT')
as introduced by [1], with some modifications in watermarking algorithm that is led to
better results against various attacks such as signal and non-signal processing attacks.

In the next section a brief introduction to SWT' is presented. In section 3, the em-
bedding and extraction parts of the proposed method are explained, and in section 4 the
results between proposed method and the reference paper method are compared. Section
5 is dedicated to conclusion.

2. Stationary Wavelet Transform. The Discrete Wavelet Transform is not a time in-
variant transform. The way to restore the translation invariance is to average some slightly
different DW'T', called un-decimated DW'T', to define the stationary wavelet transform
(SWT). It does so by suppressing the down-sampling step of the decimated algorithm
and instead up-sampling the filters by inserting zeros between the filter coefficients. Al-
gorithms in which the filter is up-sampled are called “a trous ”, meaning “with holes
[4].

The stationary wavelet transform is linear, shift-invariant, redundant and undecimated.
It has been discovered independently several times for divergent purposes and under
different titles such as shift /translation invariant wavelet transform, undecimated wavelet
transform or redundant wavelet transform. The main point is that it is redundant, shift
invariant, and it contributes a denser approximation to the continuous wavelet transform
than the approximation provided by the orthonormal discrete wavelet transform.

As matrix point of view, the stationary wavelet transform can be considered as a matrix
multiplication.

Y =Wy (1)

Where y is a 1 x N input vector, W is an (L + 1)N x N matrix, L is the number of
decomposition levels, and Y is the (L + 1) N x 1 output vector.

W = (Wi, Wa, ..., W, Wrq]" (2)

Where W; is an N x N matrix, and the columns of W; are circularly shifted versions of
a single vector W;, which is the ordinary discrete wavelet transform (DWT) basis at i,
scale, and Wy, is the scaling function at the largest scale.

There are many inverse transforms, and one of them, which is balanced is given by:

1 1 1 1
M = [§W1,§W2, -‘-72_LWL7 2_LWL+1] (3)
Where, the factors, (%, 2%, s 2%, 2%), are needed to offset the rising redundancy of the

SW'T when the scale becomes larger.
In short, besides its advantages, there are some drawbacks which are the lack of or-
thogonality, the increased computational complexity, and the large size of the outputs

3]-
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3. Proposed Method. The proposed method is based on stationary wavelet transform
(SWT) or undecimated wavelet transform. Moreover, discrete wavelet transform is also
used in order to digest necessary information for extraction. In this approach, SWT is
applied to host image to obtain LL, LH, HL and HH subbands. Then parameter T is
calculated for each subband according to equation 4. This is followed up by obtaining
a pattern for each subband using equation 5. By applying inverse of discrete wavelet
transform on patterns, a key is achieved. This key is used in extraction process in order
to extract watermark.

Stationary Wavelet Transform has a better performance because of its special property,
which is shift invariant. This property causes more resistivity against different kinds of
attacks.

3.1. Embedding Procedure.

1. The image is decomposed into four sub-bands after applying the SWT.
. All four subbands are considered for embedding the watermark.
. Compute the mean value of each subband as follow.

T % Z a(i) (4)

Where a(i) is the SWT coefficients of the original image. k indicates a specific
subband which can be LL, LH, HL or HH.

. Compare the SWT coefﬁcients a(i) and value T for each subband.

W N

W

N RS if ap(i) >T
p’“(z)_{o, it ag(i) <T (5)

pr is a determiner for obtained and appropriate pattern. Consider the watermark
w(i) with size of 64 x 64.
5. Perform XOR operation for pg(i) and w(i),

(
i () @ w(i (6)
(

Hereby, Spr(i), Spu (i), Sur(i) and Sgy(i) are achieved. (€D is the XOR sign.)
. Apply IDWT on Srp(i), Spu(i), Sur(i) and Sym(i) to obtain S(i) (see Fig. 3).
This key is used in the extraction process.

=2

©
}
-Ir?-b-h-h
)

FiGure 3. Embedding Diagram
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3.2. Extraction Procedure.

1.
2.

Apply SWT to decompose the watermarked image into four subbands.
Take each subband and compute its mean value separately.

c I
Tk = N i_zla,k(Z) (7)

Where dy () are frequency coefficients of watermarked image in each of four subbands.

. Compare SWT coefficients dy (i) and Tj.

L. 1, if dk(l) > Tk
= , 8

. Perform DWT on S to get SLL, SLH, SHL and SHH
. Apply XOR operation on p (i) and Sk(7).

(i) = Pr(i) €D Se(i) 9)

Where 0, is the extracted watermark from each subband.

. Add Wy, , Wpy , Wy and Wy to obtain the watermark (see Fig. 4).

FIGURE 4. Extraction Diagram

4. Results. The proposed method was simulated on MATLAB 8.2.0 platform using two
original images, Lena and Baboon which are shown in Fig. 5.

FIGURE 5. Host images: (a) Lena image as a low detailed image. (b)
Baboon image as a high detailed image.
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The watermark used in our work is a binary image shown in Fig. 6.

F1GURE 6. The watermark used for embedding procedure

The attacks which have been applied in our work are: Rotation, Scaling, Gaussian
Noise, Jpeg2000 Compression, Shot Noise, Salt & Pepper Noise, Crop and Speckle Noise.

To compare the results, PSNR (Peak Signal to Noise Ratio) and NCC' (Normalized
Cross Correlation) are used as evaluation metrics as follows:

PSNR = 20 * log ( ) (10)

1
VMSE

W * W
Vi ()

In fact, NCC shows similarity between embedded watermark and extracted watermark
after applying a specific attack.

Table 1 and 2 show the results of method introduced in [1] and our proposed method
for the image of Lena and Baboon respectively. Furthermore, the extracted watermarks
for Lena image are shown in table 3 for both methods. Table 4 is dedicated to show such
results for Baboon image.

Based on the obtained results, we can conclude that much higher NCC' and PSNR are
obtained by proposed method. As can be also seen, visual quality of extracted watermarks
is acceptable, however the extracted watermarks of our method show better performance
compared to the method introduced in [1].

In order to illustrate the robustness of the proposed method, we compared our work
with two recent works proposed by Singh et al. [15] and Xueyi et al. [16] who used
different strategies for watermarking. Singh et al. [15] use the features of Discrete Cosine
Transform (DCT') for the embedding of the watermark coefficients and use a pseudo-
random sequence for selection of the DCT coefficients to embed the watermark. In [16],
DWT, SVD and Zernike Moments are used in watermarking process. The comparisons
have been performed based on NCC' and applying different attacks.

Table 5 shows the results of Baboon image and the NCC' values obtained by applying
our proposed method and the method proposed by [15]. Table 6 shows the results of
Lena image for our method and the method used in [16]. According to the NC'C metric
obtained in different cases, our algorithm demonstrates a better performance.

NCC =

5. Conclusion. In this paper, we proposed a watermarking scheme based on stationary
wavelet transform. In the proposed method, all subbands after wavelet decomposition
were used to embed the watermark which makes the watermarking algorithm more robust
against attacks. Indeed, some attacks can affect high frequency bands and some of them
influence just low frequency bands, therefore when the watermark is extracted from all
subbands, it has less sensitivity to way that an attack affect the host image. To prove
this claim, various attacks have been implemented and applied in watermarked images
and the results have been studied. Based on the experimental results, our proposed
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TABLE 1. The simulation results of Lena image for both methods of [1]
and our proposed method.

Results of [1] Results of Our Algorithm

Type of Attack NCC PSNR NCC PSNR
Rotation, Degree=10 | 0.4472 0.9688 0.9541 10.4769
Rotation, Degree=20 | 0.3160 0.4569 0.9409 9.4026
Rotation, Degree=30 | 0.2786 0.3510 0.9436 9.6011
Scaling, Ratio=2 0.9998 33.1133 1 inf
82)8%1?“ Noise, M=0, 1 9595 14.6007 | 0.9983 24.6623
gi%szlgn Roise. M=0.1 9701 12.3034 | 0.9960 | 20-9385
Si%s‘gl;“ Noise, M=0, 1 9594 10.3143 | 0.9945 19.5915
gi%fsgjn Noise, M=0, 1 9413 9.4211 0.9931 18.6417
S}i%szi?n Noise, M=0, 1 9195 8.1233 0.9941 19.3112
gileGQOOO Compres- | ) 9999 36.1236 1 inf
Shot Noise 0.9147 7.8693 0.9918 17.8629
Salt & Pepper Noise | 0.9724 12.6406 0.9966 21.6520
Crop 0.9784 13.6932 1 inf
Speckle Noise 0.9801 14.0553 0.9974 22.9014

method illustrated generally a better performance against different attacks compared to
the previous method used SWT and other recent methods used different strategies.
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TABLE 3. The simulation results for Lena image. Extracted watermarks

for both methods of [1] and our proposed method.

Extracted watermark for the method in [1]

Extracted watermark for our method

Rotation Attack,
30 Degrees

Scaling Attack
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Scaling Attack

Gaussian  Noise
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Attack, V=0.04

Gaussian  Noise

Jpeg2000 Com-

pression

Gaussian  Noise
Attack, V=0.05

Jpeg2000 Com-

pression

Attack, V=0.05

Salt & Pepper

Salt & Pepper

Shot Noise . Shot Noise .
Noise Noise
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o 8 8 o
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Crop Speckle Noise Crop Speckle Noise
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TABLE 4. The simulation results for Baboon image. Extracted watermarks
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for both methods of [1] and our proposed method.

Extracted watermark for the method in [1]

Extracted watermark for our method

Rotation Attack,
30 Degrees

Scaling Attack

Rotation Attack,
30 Degrees

Scaling Attack
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Gaussian  Noise

Gaussian  Noise

Gaussian  Noise

Attack, V=0.01

Gaussian  Noise

Attack, V=0.02

Attack, V=0.01

Attack, V=0.02

Gaussian  Noise

Gaussian  Noise

Gaussian  Noise

Attack, V=0.03

Gaussian  Noise

Attack, V=0.04

Attack, V=0.03

Attack, V=0.04

Gaussian  Noise

Jpeg2000

pression

Gaussian  Noise

Attack, V=0.05

Jpeg2000 Com-

pression

Attack, V=0.05

Salt & Pepper

Noise

Shot Noise

Salt & Pepper

Noise

—
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TABLE 5. Comparison between our proposed method and the method in
[15] on Baboon image (Note that the min and max values were obtained by
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Jpeg Compression 1 0.9189
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[16] on Lena image (Note that the min and max values were obtained by
variation of free parameters in each attack)

Type of Attack Our Algorithm Xueyi et al. [16]
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Jpeg Compression 1 0.7268-1.0000
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