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Abstract—Many small-to-medium sized enterprises are finding
it extremely difficult to implement proper information security
governance due to cost implications. Due to this lack of resources,
small enterprises are experiencing challenges in drafting informa-
tion security policies as well as monitoring their implementation
and compliance levels. This problem can be alleviated by means
of a cost effective ”dashboard system” and automated policy gen-
eration tool. This paper will critically evaluate an existing policy
generation tool, known as the Information Security Management
Toolbox, and will propose improvements to this existing system
based on changes in both information security standards and
business needs, since the development of the original system.

Index Terms—computer security, automation, computer soft-
ware, information security, corporate governance, enterprise
security, IT governance, managing information security, method-
ologies for securing small/medium size enterprises, security policy
and procedures.

I. INTRODUCTION

Information has become a critical business asset to any
organization whether small, medium or large, and forms the
life-blood of most organizations [1, p. 408], [2, p. 174].
Information today offers many benefits to an organization
such as providing a competitive edge, allowing for economic
prosperity or providing real-time reporting [3, p. 25]. There
are however many security threats which could compromise
information and information technology.

The threats against information and information technology
are extensive and the necessity to protect against security
threats is more and more eminent. The importance of man-
aging security risks within an organization is very important,
providing such protection is one of the key components of
corporate governance [4, p. 5], [5, p. 5].

”Corporate governance can be defined as the system (poli-
cies, laws, customers etc.) by which an organization is directed
and controlled” [5, p. 5]. A sub-component of corporate
governance is IT governance that is defined as ”consisting
of the logical and organizational structures that ensure that an
organizations’ IT is sustained and extends the business strategy
and vision” [6]. Information security is underpinned by IT
governance and although a large part of information security
governance is located within the realm of IT governance, some
parts are found elsewhere as well [4, p. 18].

Information security is implemented within an organization
to ensure that threats are mitigated to acceptable levels [7,

p. viii]. Information security is a sub-component of infor-
mation technology governance and, indirectly, of corporate
governance [4, p. 18]. Establishing policies and ensuring that
the necessary technical and non-technical controls are duly
implemented, make up for a large portion of what information
security governance and management entails [8, p. 120].
Considerable documentation exists to provide guidance and
recommendations on what these controls and policies should
entail.

Guidelines and standards have both come into existence
to aid in establishing proper information security governance
within organizations [7], [9], [10]. The international standard
ISO/IEC 27002 [7] focuses most specifically on information
security management. It provides for the minimum guidelines
of what is expected to ensure proper information security
management and it further indicates certain controls and
implementation guidelines for an organization. Two guidelines
that have grown in popularity are COBIT 4.1 [9] and the
King 3 Report for South African based organizations [10].
COBIT 4.1 provides a best practice foundation for information
technology governance within an organization and specifies
what is expected. It also contains minimal information as to
how the implementation should be done. Many South African
based organizations are following the King 3 Report’s recom-
mendations and it has received considerable focus over the
past few years. The above mentioned guidelines do not only
apply to large organizations, as small-to-medium enterprises
must also familiarize themselves with the contents of the above
mentioned guidelines. Overall the general theme portrayed
by all of these documents is that policy establishment and
monitoring is core to information security governance and that
it is vital for top management to provide direction as far as the
protection of information is concerned within an organization.
Many organizations, in particular small-to-medium enterprises
struggle to draft such policies and procedures due to the lack
of experience, and in many cases the lack of guidance from a
well-qualified information security officer [11, p. 5].

Information security governance dictates that many policies
and procedures should be drafted within an organization to
ensure that the proper behavior is obtained and dictated to
employees to ensure the secure usage of information and
related technologies [8, p. 120], [12, p. 275]. This aspect is



a huge challenge for small-to-medium enterprises where the
financial position of such organizations makes it very difficult
to obtain the services of an expert on a part time or full
time basis to develop policies and procedures and to guide
management [11, pp. 5-6]. As a result, much research has
been done in the past to assist these types of organizations in
a cost effective and practical fashion with drafting policies and
procedures to ensure proper information security governance
[8], [13].

This paper specifically addresses the information security
management system that was developed on the basis of a
framework as proposed by Vermeulen and Von Solms in
2001 [8]. This system was software developed and accord-
ingly documented by Hoppe, Van Niekerk and Von Solms
in 2002 [13]. The original system was presented at the 2001
ISSA conference by Von Solms, Gerber, Van Niekerk, Hoppe,
Vroom and Aenmey [14]. The paper will critically review the
existing system, and the research on which it was based, and
will propose changes to the existing work in order to remain
current in terms of industry needs. The paper is presented in
the form of a case study.

II. METHODOLOGY

This paper is presented in the form of a case study. The case
study was focused on a particular framework, software imple-
mentation and usage of an information security management
toolbox. Additionally, literature surveys and some arguing are
used throughout the paper.

”Case studies represent intensive, detailed description and
analysis of a particular project or program in the context of
that project’s environment. This makes case studies a valuable
way to share the experiences of others who have travelled the
road before. Case studies are extremely useful for encouraging
discussion about best practices and problem-solving strategies”
[15]. Case studies usually follow a specific structure and in this
paper the guidelines and structure as set by Cresswell [16, pp.
73-80] will be followed.

The structure set out by Cresswell is as follows:

• Entry vignette;
• Introduction;
• Description of the case and its context;
• Development of issues;
• Detail about the selected issues;
• Assertions; and
• Closing Vignette

This paper will follow the structure of a case study. The next
section will introduce the Information Security Management
Toolbox. Subsequent sections will continue to describe the
particular details of its implementation as well as the frame-
work on which it was based and the limitations that have
been identified pertaining to the toolbox will be highlighted
and discussed in detail. The paper will conclude with the
establishment of a set of criteria to be used for the ”next
generation” toolbox.

III. INTRODUCTION OF THE INFORMATION SECURITY
MANAGEMENT TOOLBOX

An original version of the toolbox was proposed and
developed by Hoppe et al. [13]. The original version was
demonstrated at the inaugural ISSA conference by Von Solms
et al. [14]. This paper forms part of a project which critically
reviews the earlier work in light of changes in both security
standards and in business needs over the past decade. Hoppe
et al.’s essential contribution is the concept that a stand-
alone desktop application can be developed to assist small-
to-medium enterprises in proposing the necessary information
security policies and procedures as outlined by the men-
tioned standards and guidelines. It has become known as
”The Information Security Management Toolbox” and was
designed around the framework proposed for such a system,
documented by Vermeulen and Von Solms [13, p. 12]. Both
the framework and desktop implementation have become out-
dated due to the subsequent revision of BS7799 Part 1 and
COBIT (due to the frequent enhancements in the information
technology environment), but most of the original procedural
concepts still apply and can be reused in future implementa-
tions.

It should however be noted that many limitations have come
into existence due to the change seen within the requirements
for small-to-medium enterprises when analyzing the frame-
work and desktop implementation.

The following sections will provide more detail about the
toolbox and framework and greater insight into the limitations
that have been identified. It will end by providing a set of
criteria that can be used for next generation toolbox imple-
mentations.

IV. DESCRIPTION OF THE INFORMATION SECURITY
MANAGEMENT TOOLBOX AND ITS CONTEXT

As mentioned earlier, the Information Security Management
Toolbox developed by Hoppe et al. was based on the frame-
work established by Vermeulen and Von Solms [8]. It must
however be mentioned that the toolbox aims at automation
of steps within the analysis and development phases of a
methodology that was developed by Vermeulen and Von Solms
[8, p. 123]. The next section will provide an overview of
the methodology and subsequently the framework will be
discussed. The section will end with a detailed discussion of
the current desktop implementation of the information security
management toolbox.

A. The Information Security Management Methodology

The framework proposed by Vermeulen and Von Solms was
based directly on a methodology that was created for the
establishment and maintenance of an integrated information
security management system. A model for it was presented
within research in conjunction with the framework [8, p. 123].

The studied methodology is comprised of six phases for
the implementation and management of information security,
they include:



• Introductory Phase;
• Initial Phase;
• Analysis Phase;
• Development Phase;
• Implementation Phase; and
• Continuation Phase
These phases form an outline for the implementation of

an information security management system. To comprehend
the model it is necessary to determine the steps required for
the completion of each of the phases and these steps will be
identified next.

1) Introductory Phase: The objective of this phase is to put
the core elements of information security management into
place. These elements comprise the steps that will be required
to support the entire information security management process,
during its implementation and on an ongoing basis.

The Introductory Phase is comprised of two steps, they
include:

• Gain top management commitment; and
• Consult information security standards
2) Initial Phase: The Introductory Phase is responsible for

establishing steps that will contribute towards the introduction
of information security. The objective of the Initial Phase
is to complete the preparation stage of information security
management and allow for its subsequent implementation in
the organization.

In the initial phase, the implementation of information
security is delegated to lower management. Taking this into
account, the steps comprising the Initial Phase are:

• Appoint an information security officer;
• Establish an information security forum; and
• Define security vision and strategy
3) Analysis Phase: The Introductory Phase and the Initial

Phase prepares the organization for implementation of infor-
mation security management. Having created the foundation
for the implementation of information security management,
the Analysis Phase begins the process leading up to implemen-
tation. The objective of the Analysis Phase is to determine the
security requirements of the organization.

The following steps are proposed as necessary for the
accomplishment of the goals of the Analysis Phase:

• Determine scope of the ISMS;
• Determine key role players;
• Interview key role players; and
• Determine security requirements
Once all the above mentioned steps have been successfully

completed, the objective of the Analysis Phase has been
accomplished, namely to determine the security requirements
of the organization.

4) Development Phase: The Analysis Phase identifies the
security requirements that define the information security
needs of the organization. Proper planning is required to
ensure that a well-structured process is followed. For this
reason the Development Phase of the proposed methodology
is required. The objective of the Development Phase is to

evaluate the security requirements and use this information
to determine in what way information security management
will be implemented in the organization.

The follow steps are proposed to allow for the accomplish-
ment of the above mentioned objective:

• Planning the information security policy structure;
• Information security policy preparation;
• Risk management;
• Procedure preparation; and
• Develop an information security awareness programme
5) Implementation Phase: Upon successful completion of

the Development Phase, the organization is ready for the
implementation of some information security management
system. The goal of the Implementation Phase is to implement
information security according to the guidelines provided by
the documents compiled in the previous phase.

Based upon these activities, the following steps are proposed
for the realization of the Implementation Phase:

• Empower responsibility framework;
• Implement safeguards according to plan; and
• Offer security awareness programme
6) Continuation Phase: The previous five phases leads up

to the implementation of an Information Security Management
System within an organization. It is however vital that support
be provided throughout the implementation of information
security. For this reason, the Continuation Phase is necessary.

The following steps are proposed to fulfill the Continuation
Phase:

• Maintain Information Security Management System;
• Monitor security situation;
• Audit Information Security Management System compli-

ance; and
• Ensure proper incident handling
The six phases that were described in this section illustrate

how an information security management system can be suc-
cessfully implemented using the proposed Information Secu-
rity Management Methodology. This is achieved by providing
implementation guidance through a structured and phased
approach.

Organizations often do not have the expertise or resources
to follow such a detailed methodology [13, p. 11]. For this
reason Vermeulen and Von Solms established a framework
that could be used to create a software tool that can automate
steps of some phases within the methodology. The framework
proposed will be discussed in the following section.

B. The Information Security Management Toolbox Framework

The framework for an information security management
toolbox was presented by Vermeulen and Von Solms [8,
pp. 123-125]. The framework was based on the information
security management methodology and it was highlighted that
the framework helps to automate certain fundamental steps of
the analysis and development phases of the methodology.

The first step of the framework is for the users of the
toolbox to complete a questionnaire consisting of a series



of information security related multiple choice questions in
order to conduct some high level business analysis. The
degree of information security required by an organization is
characterized by security requirements which the questionnaire
will identify including confidentiality, integrity, availability,
authenticity and audibility.

The results of the questionnaire would then be used to
determine the extent of applicability of these five security
requirements to the organization. Vermeulen and Von Solms
suggested that these security requirements were to be mea-
sured according to a qualitative rating of low, medium or
high. A weighted calculation process would be applied to
the questionnaire and subsequently the ratings of the security
requirements could then be calculated.

The second step is to use the calculated/established security
requirements and to determine policy statements. Using the
framework each security requirement, with its rating of low,
medium or high, would cause the selection of one or more pol-
icy statements. Within the framework, the relationship between
them is determined by using a security requirements/policy
statements mapping matrix. The framework would then au-
tomate the selection of the policy statements that are to be
included as a section of the corporate information security
policy document.

The third step is automated and allows the security re-
quirements to determine which safeguards are selected. Each
combination of security requirement and rating would have
a selection of one or more safeguards associated with it.
The collection of safeguards, at the time of writing, was
selected to come from BS 7799-1 [17]. Similar to the mapping
between the security requirements and policy statement, a
mapping matrix exists in the framework to allow for the
automated selection of safeguards known as the security
requirements/safeguard mapping matrix.

The fourth step is for users to complete a second ques-
tionnaire, referring to safeguard elimination. When completed
and captured it will evaluate the applicability of certain safe-
guards by determining the systems and services present in
the organization that may affect them. Again this will allow
for the automated elimination of certain safeguards and the
information concerning the elimination of these is stored in
the security requirements/safeguard mapping matrix.

The fifth and last step is highlighted by the framework as
being the automated establishment of procedures pertaining
to the safeguards selected by the third and fourth step. Each
safeguard has a set of one or more security procedures
associated with it and the relationship between the safeguards
and security procedures are static.

The overall goal of the framework is to automate certain
steps of the information security management methodology,
which was discussed previously and more specifically to ad-
dress the automation of proposing of policies and procedures.
It must however be mentioned that it is merely a high-level
framework/model and is simply a conceptual idea for use by
small-to-medium sized enterprises.

Hoppe et al. identified that the framework could be used

by a stand-alone desktop application to afford the automation
of proposing information security policies and procedures for
SME’s [13, pp. 11-12]. An implementation was attempted
within the same year as which Vermeulen and Von Solms
established the framework and a successful prototype was
developed for a live-demo at the ISSA conference in 2001
[14]. In the next section the history and implementation details
of the application will be discussed.

C. The Information Security Management Toolbox Desktop
Implementation

The methodology and framework discussed proposed an
implementation model that was used as the basis for the
development of an automated software tool to guide the estab-
lishment and preservation of information security management
in an organization.

The software package carries the working title of the
Information Security Management Toolbox (ISMTB). The
package provides services in assisting information security
management and is an electronic aid providing both interactive
elements and textual elements. The content included within the
ISMTB was provided by several other research projects [13,
p. 17]. The primary objective of the ISMTB is to assist in
ensuring the realization of the proposed methodology, thereby
effectively addressing the identified security requirements of
the organization in a structured and integrated manner. The
ISMTB assists in this regard by allowing the automation of
the process of identifying and selecting security safeguards
and thereby dynamically generating the appropriate security
documents required to enforce information security.

The ISMTB was implemented as a stand-alone desktop
application using a three-tier software architecture within a
file sharing environment [13, p. 12]. The primary reason for
the architecture was to obtain the benefits of a client/server
implementation while executing the ISMTB within a local
desktop environment. It must however be mentioned that
such a client/server communication architecture was never
implemented.

The ISMTB was later provided to a local software develop-
ment firm to update and in some cases redevelop to conform
to best practices in the field of computer programming. Even
though the software package was updated in this manner, the
actual workings remained the same. The standard on which
the ISMTB was based was initially BS 7799 Part 1, but it
has subsequently been updated to ISO/IEC 17799 [18]. The
questions within the business analysis questionnaire have also
been refined over time to be clearer and to map more clearly
to the security requirements.

It must be noted that Hoppe et al. did not document in detail
the overall workings of the toolbox, although one can argue
that the framework provided by Vermeulen and Von Solms
described the workings, but the complex mechanisms that
were designed to automate the various phases of the proposed
methodology has been. Due to this fact the next section will
discuss these complex mechanisms.



The ISMTB consists of an introduction module that is
responsible for introducing the application users to the concept
of information security as well as emphasizing the importance
of adhering to a structured and disciplined process when
implementing an Information Security Management System.
This was implemented using a hypertext approach, presenting
the information as a series of hyperlinked web pages that
are installed, with the ISMTB, on the client’s local desktop
environment [13, p. 13].

Although the Introduction module introduces the application
users to the concept of information security, it does not
provide a means for identifying and proposing a set of security
controls. This aspect is implemented in terms of an interactive
wizard that serves to automate the steps of the Analysis
and Development Phases of the methodology [13, p. 13].
The primary objective of the wizard is to propose a set of
modifiable security safeguards to address information security
needs of the organization.

For the process of security requirements analysis it was
determined that business requirements could be gained using
interviews [13, p. 14]. The interviews were to entail key role
players within an organization. These interviews would be
performed using a high level business analysis questionnaire.
Based upon the outcome of the questionnaire, the security
requirements would be determined.

Hoppe et al., Vermeulen and Von Solms agreed that in
order to assess the importance of security requirements, each
security requirement should be referred to by a number of
questions in the questionnaire [8, p. 123], [13, pp. 13-14].
Due to this reason a many-to-many relationship exists between
security requirements and business analysis questions. The
answers selected for each of these questions will determine
what rating each associated security requirements will have.

A weighted value system was introduced due to the fact that
there is no direct relationship between the ratings of security
requirements and the answers of the questions. The weighted
value system allows for a calculated process to determine the
security requirements for the organization.

Once the security requirements are identified, a series of
security controls are presented to the organization. These
security controls, as proposed by BS7799-1, are formulated by
means of a lookup matrix which maintains a mapping between
the various security requirements and their associated security
controls. Each security control contains a set of associated
security procedures which serve as a guideline for achieving
the objectives of each security control. It must however be
mentioned that when secondary policies are drafted by the
toolbox, that these procedures are all presented. This has led
to the confusion that all procedures must be followed and
implemented, which may not always be the case.

It was determined that users must be able to select or de-
select security controls from the set automatically selected
by the toolbox [13, pp. 14-15]. For this reason the toolbox
provides an interface that allows users to achieve this, but they
must provide a legitimate reason in accordance to the state-
ment of applicability proposed by BS7799-1 when performing

such actions.
As mentioned earlier due to changes in the requirements

of small-to-medium sized organizations for information secu-
rity and software development technologies have led to the
realization that limitations exist within the framework and
toolbox. Now that the background information of the toolbox
and framework is known, these limitations will be explored in
the following section and a more detailed analysis will follow.

V. LIMITATIONS IDENTIFIED WITH THE INFORMATION
SECURITY MANAGEMENT TOOLBOX

The effectiveness of the framework and desktop imple-
mented toolbox has been proven to address the information
security management system requirements of small-to-medium
sized organizations in the past [8, p. 125]. Today these re-
quirements however have substantially changed and therefore
limitations and changes have been identified to fit the current
technology framework and business approach.

The framework was aimed towards management of infor-
mation security. Due to this fact it produced information se-
curity policies and procedures based on security requirements
established through a business risk analysis. This provides the
direct component of governance/management to be present
within an organization, but without a control component such
a framework is highly limited in its effectiveness today [1, p.
411]. To be effective, a policy must be supported by some way
of measuring compliance [1, p. 411], [4, p. 44]. For this reason
the framework requires a control component that can assist in
this matter. This issue is also present within the toolbox.

The toolbox developed and subsequently updated has seen
some minor changes, but the essential functionality offered has
remained the same. As mentioned above one of the issues that
are present is the lack of a control component, but additional
limitations have also been identified with it. It was developed
as a stand-alone desktop application for security reasons and
it was envisioned that a client/server architecture were to be
established. The installation and updating of the application
has been identified to be a problem, because individuals
using the application need to manually install and update the
application. A further limitation is the fact that it is statically
developed against the BS 7799-1 standard. Although it has
been updated to provide policies and procedures in accordance
to ISO/IEC 17799, no effort has been made to afford dynamic
changing of the standard. The limitation therefore is that the
standard on which it is based cannot easily be changed and
the effectiveness of the application has become troublesome.
It was originally developed to be used by consultants in the
information security field when assisting organizations. Due to
cost implications for small-to-medium organizations, and the
limited reach of such an approach, it has been decided that a
new ”self-help” web-based version would be more desirable.

In view of the limitations now identified, the next section
will offer an in-depth analysis of these and provide possible
solutions or enhancement to mitigate them.



VI. IN-DEPTH ANALYSIS OF THE LIMITATIONS OF THE
INFORMATION SECURITY MANAGEMENT TOOLBOX

It has been clearly mentioned that limitations have been
identified with the framework and the information security
management toolbox. The aim of this section is to provide a
detailed description of each limitation and to propose possible
solutions that can be introduced into a ”next generation”
version of the toolbox. This is regarded as essential to ensure
that the current requirements are met for a information security
management system in small-to-medium sized organizations.

This section is divided into two subsections, whereby the
first portion addresses the framework’s limitations and the
second the toolbox’s limitations.

A. The Information Security Management Toolbox Framework

The framework is very comprehensive and has been proven
to be effective [8, p. 125]. As already mentioned it offers
functionality for automating the proposing of information
security policies and procedures, which directs an organization
in terms of information security by providing a clear vision
and dictating behavior. Although the framework excels in this
regard, it does not address any control aspects.

Governance consists of two components namely: directing
and controlling [1, p. 409], [5, p. 5]. Directing ensures that a
vision is defined and that behavior is prescribed to the parties
involved. Control is necessary to ensure that the vision and
dictated behavior is followed and if not that corrective actions
are taken. For this reason it can be seen essential that the
framework incorporates control aspects.

Due to the fact that the framework is based on a standard
and automates safeguard selection makes it somewhat simple
to introduce aspects of control/compliance. A possible solution
that can be followed is to utilize the safeguards and com-
pany standards or procedures. Each safeguard and company
standards or procedure will dictate that specific information
can be captured to determine compliance. Normally such
information is included in compliance clauses present within
these company standards, the information security policies and
statements. Some might require manual capturing methods
and other electronic methods. Irrespective the concept would
be to capture such information and then to use the standard
and company defined compliance specifications to determine
whether compliance is being met. Such an approach has been
researched1 and it is envisioned that a similar system can be
established for the framework and toolbox implementation.

The analysis and improvement of the current framework
forms part of the same larger research project as this paper.
However, these issues fall outside the scope of the current
paper which focuses specifically on the toolbox itself. It
must however be mentioned that future research specifically
focusing on the framework itself will be of a high value to
bettering the toolbox implementation.

1A prototype proof of concept system that was developed based on an open
software approach. All development was done by Francois Meyer.

The framework primarily has only one major limitation
currently and that has been identified as being compliance
measuring and control. The next section will address the
limitations of the desktop implemented toolbox.

B. The Information Security Management Toolbox Desktop
Implementation

Many limitations have been identified with the current tool-
box implementation. These limitations span from the vision of
usage to the computer architecture that was used and beyond.
This section aims to provide insight into these limitations.

The previous section outlined that the framework is lacking
in providing any control mechanism(s) and this limitation
is also present within the toolbox since the inner workings
was based upon this framework. As indicated, the safeguard
selection and information security procedures and policies can
be used to devise a compliance measuring and monitoring
system.

For future toolbox implementations it was decided to cre-
ate a dashboard system that will work in tandem with the
proposing of policies and procedures. The dashboard system
allows users to enter compliance metrics to indicate what the
organization would prefer in order to achieve a specific com-
pliance measurement (as a score out of 10). This information
will be captured during the process of safeguard selection and
the automation of proposing relevant procedures and policy
statements. For each metric a monitoring interval time will be
established and when that interval is reached, the dashboard
system will indicate that the information for compliance must
be gathered. Using the information the dashboard system will
prompt the user to enter a rating score out of 10 in respect
of compliance. Take note that the dashboard system does not
automate the gathering of this information, but simply depends
on the manual entry thereof. The overall goal of the dashboard
system is to generate simple graph reports for management,
which will indicate the current compliance levels versus its
information security vision. The result of analyzing such
reports will allow management to easily determine whether the
organization as a whole is following the vision for information
security and to take corrective action where necessary.

The original vision was for consultants to use the toolbox as
a tool during one-on-one consultations with organizations. Or-
ganizations are experiencing it very costly to hire consultants
on a regular basis in order to assist them with their information
security requirements [11, p. 6]. For this reason, the cost
effectiveness of the current format and use of the toolbox is no
longer adequate for small-to-medium sized organizations and a
change in the vision of usage is certainly required. This ”new”
vision is for the toolbox to become an affordable, easy to
access, ”self-help” tool, that is always up to date in terms of the
latest information security standards and controls. Although it
can be argued that the current desktop implementation can
be adapted to conform to such requirements, the desktop
architecture has additional limitations as well which makes
it feasible to re-evaluate the architecture. After careful consid-
eration, it was decided to change the current architecture to a



web application architecture. The web application architecture
provides advantages that are not necessarily obtainable by
desktop application architecture.

Some of these advantages include [19]:

• No special configuration or changes are needed on user’s
computers;

• Lower costs;
• Centralized data is secure and easy to backup;
• Updates can be made quickly and easily;
• Information is accessible to a wide audience anywhere in

the world;
• Available 24 hours a day, 7 days a week;
• Always up-to-date; and
• Cross-platform capability

The web application architecture addresses another lim-
itation that was identified with the toolbox. The toolbox
installation and maintenance is currently problematic due to
the fact that a consultant needs to manually install it onto either
his/her own computer or onto an organization’s computer(s).
This leads to organizations or the consultant using an outdated
version, even though a newer version might be available.
Mainly this is caused by the fact that there is no centralized
access point where updates and installations are stored. In
the event of a new version being introduced, the consultant
currently has to update the application manually on his own
computer and subsequently onto the computer(s) at the orga-
nization. Using the web application architecture, this tedious
process will in future be eliminated due to the fact that updates
to the toolbox will be made at a central location and users
accessing the web application subsequently will automatically
view the latest updated version. The only problem that might
influence the automatic view of the updated version might be
when the website is cached on a local server at an organization
or on the user’s computer, but modern web technologies allow
for this to be mitigated to a large extent. Additionally the
web application architecture will offer a user-centric solution
for the toolbox, since organizations will have direct access
to it. This will also make the toolbox cost effective, since a
consultant will not be required on a frequent basis for updating
it. This will reduce the dependence on consultants, although
the aid that they offer will still be required from time to time.

Additionally, the toolbox is currently statically developed
against ISO/IEC 17799 [18]. It will be updated to the new re-
vised version of ISO/IEC 27002 [7], but it must be emphasized
that the requirement for dynamic changing of the standard is
currently a limitation. Currently the toolbox does not offer
any means for changing the standard other than changing the
actual source code. Design patterns in software development
have become very popular and their usage can greatly increase
the dynamic nature of the toolbox and assist greatly in future
maintenance as well [20]. It is advisable in future that design
patterns should be introduced and followed during the web
application implementation of the toolbox. This introduces the
advantage of dynamically changing the standard on which the
toolbox is based and further the maintenance required for the

upkeep of the toolbox will be simplified and cost effective.
As indicated by this section, the desktop implementation

of the toolbox has some limitations that have come to be
known, similarly the framework on which it was based also
has a major limitation in terms of compliance monitoring
and measuring. It was highlighted that these limitations will
be mitigated by means of implementing a newly improved
toolbox using web application architecture. The next section
will briefly summarize the improvements envisaged as far as
the framework and toolbox is concerned and will address
criteria to apply to ”next generation” toolbox implementations
to ensure that the requirements of small-to-medium sized
organizations are embraced.

VII. CRITERIA FOR AN INFORMATION SECURITY
MANAGEMENT TOOLBOX

As discussed in the previous section, improvements are
foreseen to be made to both the framework and toolbox. This
section will provide a summary of the proposed improvements
that will be implemented as well as the key criteria that should
be put in place to ensure the successful implementations of the
envisaged enhanced toolbox.

The toolbox should be web-based in order to ensure easy
maintenance and access to it. Possible technologies that can
be used in this matter are: ASP.NET MVC, Silverlight and/or
possibly Flash. Overall the goal of changing the architecture
to a web based architecture will be to allow for a user-centric
solution and to address the cost effectiveness of usage thereof.

The need that the toolbox must be part of a larger infor-
mation security web portal has been identified. The reason
for this realization is that the toolbox alone cannot function
adequately at addressing all the organizations information
security requirements. It is important that a holistic approach
is to be followed by means of a web portal to ensure that
all aspects of information security are addressed e.g. the
introduction process, the awareness by means of training and
education, the implementation of policies and procedures and
subsequent compliance level monitoring. This can be seen as
essential to ensure that the toolbox is not envisaged as being
a stand-alone solution for the above mentioned matters, but is
an integral part of a larger product.

Due to the fact that a web based solution will be introduced
it is envisaged that access to certain areas of the toolbox
will have no cost implications, but access to other levels may
require a subscription fee in order to cover maintenance and
administration costs. This will ensure the toolbox to be cost
effective in comparison to acquiring the services of a con-
sultant, hence resulting in more organizations becoming more
compliant in the field of information security management.

The following key aspects have now been identified as im-
portant criteria to be followed for the future implementations
of the toolbox:

• It must be cost effective and user-centric;
• It must be web-based instead of desktop oriented;
• It must be part of a larger information security web portal;

and



• Compliance monitoring and evaluation must be imple-
mented

It is essential that these issues are kept in mind and ad-
dressed during the development of future toolboxes to ensure
the success thereof at addressing the requirements in respect
of information security management of small-to-medium sized
organizations.

VIII. CONCLUSION

To conclude this paper outlined a problem that exists with
small-to-medium sized organization where they lack the cost
effective resources to implement proper information security
management and governance.

It indicated that research was done in the past to assist in this
regard and specifically highlighted a framework that was estab-
lished for the automated proposing of policies and procedures
for an information security management system. It continued
by providing insight into an information security management
toolbox that was developed based on the framework.

Certain limitations were discussed that have been identified
with the framework and toolbox due to changes seen in the
requirements of small-to-medium sized organization and also
in the development technology. These limitations included
compliance monitoring and measuring, the development ar-
chitecture of the toolbox, the vision of usage and usage of
design patterns for offering dynamic changes.

Recommendations were made as to how these limitations
could be addressed and criteria were provided to be followed in
future toolbox implementations to ensure the success thereof.
Mainly the proposal entailed changing the desktop imple-
mented toolbox to a web-based application that forms part
of a larger web portal. Emphasis was also placed on the fact
that future toolbox implementations must be cost effective and
user centred.
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