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Abstract

Proxy blind signature, which combines the properties
of both proxy signature and blind signature, is useful
in e-cash and e-commerce. In this paper, we present a
verifiable self-certified public key scheme and a proxy
blind signature scheme using the verifiable self-certified
public key. The self-certified public key has an advantage
which can withstand public key substitution attacks. As
far as we know, this is the first scheme that satisfies the
security properties of both the proxy blind signature and
verifiable self-certified public key. Another advantage
is that the proposed verifiable self-certified public key
scheme overcomes the weakness of repudiability of the
self-certified public key. Analysis shows that our scheme
are secure and efficient.

Keywords: Blind  signature,  cryptography,
repudiation, proxy signature, self-certified public key
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1 Introduction

Mambo et al. [15] proposed the concept of proxy sig-
nature in 1996, which allows a designated person, called
a proxy signer, to sign on behalf of an original signer.
Lee et al. [8] showed that strong proxy signature scheme
should have properties of strong unforgeability, verifiabil-
ity, strong identifiability, strong undeniability and preven-
tion of misuse. The proxy signature plays the important
role in many applications [6, 8, 9] and has been received
great attention since it was proposed. Sometimes, a proxy
signature is needed on behalf of two or more original sign-
ers. In allusion to this problem, Yi et al. [32] proposed an-
other type proxy scheme: proxy multi-signature scheme.
In some practical applications, several proxy signers may
be required to cooperatively sign message for sharing the
responsibility or authority. The (¢,n) threshold proxy sig-
nature scheme is designed to satisfy this requirement.
Zhang and Kim et al. [4, 33] firstly proposed a thresh-
old proxy signature schemes in 1997, respectively. Sun

et al. [21] showed that Zhang’s threshold proxy signa-
tures suffered from some weaknesses and gave a modified
scheme. To avoid the abuse of signing capability, a proxy
signature scheme should have the nonrepudiation prop-
erty that provides the ability to identify the actual proxy
signers of the proxy signature. Sun [20] proposed an ef-
ficient nonrepudiable threshold proxy signature scheme
with known signers to achieve above goal. However,
Hwang et al. [3] showed Sun’s scheme had two disadvan-
tages and proposed a modified scheme, which remedies
the weakness of the Sun’s scheme. Later, Wang and Fu
[26] and Tan et al. [23] proposed an anonymity-revoking
blind proxy signature scheme and proxy blind signature
scheme, respectively. These two schemes are very suitable
for e-commerce.

In 2003, Lal et al. [7] pointed out that Tan et al.’s
scheme was insecure and also proposed a new proxy blind
signature scheme based on Mambo et al.’s scheme. In
2004, Wang et al. [28] showed that the scheme [23] is
insecure. In 2005, Sun et al. [22] showed that Tan et
al.’s schemes didn’t satisfy the unforgeability and unlink-
ability properties. Moreover, they also pointed out that
Lal and Awasthi’s scheme didn’t possess the unlinkability
property either. In 2004, Xue and Cao [31] showed there
existed one weakness in Tan et al.’s scheme[23] and Lal
et al.’s scheme[7] since the proxy signer can get the link
between the blind message and the signature or plain-
text with great probability. Xue and Cao introduced
concept of strong unlinkability and they also proposed a
proxy blind signature scheme. Compared with Tan et al’s
scheme and Lal et al’s scheme, their scheme is more effi-
cient. However, Li et al. [13] show their scheme [31] can’t
satisfy unforgeability and strong unlinkability properties.
Recently, Li et al. [10, 11, 12] and Wang et al. [25, 27]
showed that some proxy signature schemes|[1, 4, 15, 21, 32]
have the drawbacks of suffering from public key substitu-
tion attack, using secure channel etc. and proposed some
new proxy signature schemes to overcome the above dis-
advantages.
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Girault [2] pointed out that most of the public key
cryptosystem are vulnerable to the so-called active at-
tacks, such as the adversary attempts to substitute or
modify a genuine public key by a fake one during key dis-
tribution. In order to avoid such attacks, authenticity of
the user’s public key must be verified. Girault proposed
a self-certified public key system to resolve the problem
of public key verification. Shao [19], Wu [29], Tseng et
al [24], Wu and Hsu [30] designed some cryptographic
schemes using the self-certified public key, respectively.
However, one disadvantage of self-certified public key is
their repudiability [16]. In the certificate-based schemes,
the authenticity of the public key can be verified directly
after knowing a witness. In self-certified schemes, the au-
thenticity of the public key is verified at the same time,
when the key is used for encryption, signature verification,
key exchange or any other cryptographic application. For
example, it is uncertain whether the signature or the pub-
lic key is incorrect if the verification of a digital signature
fails using a self-certified public key. Kim et al. [5] first
presented new concept of verifiable self-certified public
key to solve the above problem. Shao [19] also proposed
a self-certified public key system to resolve the problem.

As mentioned previously, most of the above signature
schemes are vulnerable to the public key substitution at-
tacks. In allusion to this problem, this paper first presents
a verifiable self-certified public key scheme. And then we
propose a new proxy blind signature scheme, using the
verifiable self-certified public key to erase the repudiabil-
ity problem and eliminate the complex public key infras-
tructure.

The rest of this paper is organized as follows. In Sec-
tion 2, we briefly list some security properties of the
scheme. And then, a verifiable self-certified public key
scheme is presented in Section 3. Section 4 is dedicated
to the construction of the proxy blind signature scheme
using the verifiable self-certified public key. In Section 5,
we analyze the security and the properties of the proposed
scheme. Finally Section 6 contains the conclusions.

2 Security Properties

Our scheme is a cryptographic primitive involving four en-
tities: a system authority SA, an original signer, a proxy
signer and a verifier V of the signature. In this section, we
describe the required properties of the scheme as follows.
The interested readers please refer to [8, 9, 15, 23, 28].

1) Distinguishability: The proxy signature must be dis-
tinguishable from the normal signature.

2) Nonrepudiation: Neither the original signer nor the
proxy signer must be able to sign in place of the other
party. In other words, they cannot deny their signa-
tures against anyone.

3) Verifiability: The receiver of the signature should be
able to verify the proxy signature in a similar way to
the verification of the original signature.

194

4) Unforgeability: Only a designated proxy signer can
create a valid proxy signature for the original signer
(even the original signer cannot do it).

5) Identifiability: Anyone can determine the identity of
the corresponding proxy signer from a proxy signa-
ture.

6) Prevention of misuse: It should be confident that
proxy key pair should be used only for creating proxy
signature, which conforms to delegation information.
In case of any misuse of proxy key pair, the responsi-
bility of proxy signer should be determined explicitly.

7) Unlinkability: When the signature is verified, the
signer knows neither the message nor the signature
associated with the signature scheme.

However, in order to protect the proxy signer and prevent
misuse of the delegation right, a delegation warrant is
necessary. And this warrant has to be included in the
signature. As a result, with the view of warrant m,,, the
signing transcripts (my,,---) automatically links to the
signature (my,, m,---). Therefore, the unlinkability in a
proxy blind signature should be defined among signatures
with the same delegation specification, as follows.

Definition 1. Suppose more than one signatures are
generated using the same information from the original
signer. Then a proxy blind signature scheme is said to
satisfy unlinkability requirement, if among those signa-
tures, the proxy signer could not associate his view during
the signature generation to the gemerated signature. Dis-
tinguishing to the (global) unlinkability of ordinary blind
signature scheme, we call the unlinkability of proxy blind
signature scheme local unlinkability or proxy unlinkability.

We will show that the proposed proxy blind signature
using verifiable public key satisfy all above properties.
Furthermore, the scheme also provides another property
called Self-certification and verifiability. That is, the orig-
inal signer’s and the proxy signer’s attributes (identity,
secret key, public key etc.) satisfy a computational un-
forgeable relationship, which is verified implicitly during
the proper use of keys in proxy signature scheme. Fur-
thermore, if necessary, there is an efficient way to verify
the authenticity of the public key after knowing a witness.

3 Verifiable
Keys

Self-certified Public

In this section, we present a verifiable self-certified public
key scheme based on Wu’s scheme [29], which overcomes
the weakness of self-certified public key.

3.1 System Setup

System authority (SA) randomly selects two prime large
numbers p, ¢ such that ¢|(p — 1), a g-ordered generator g
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in group Z,; and a secure hash function h(-). SA generates
a secret key v €gr Z,; and computes the public key 5 = g7
(mod p). After that, SA publishes p, ¢, g, 8 and h(-), while
keeping v secret.

3.2 Self-certified Key Pair Generations

Suppose that a user U with identity I D wants to register
with SA. The procedure for user verifiable self-certified
key generations is stated below:

1) U randomly selects an integer b € Z; as the master

key, computes v = ghCIID) (

SA.

mod p) and sends it to

2) Upon receiving (ID,v), SA randomly selects a time-
variant integer ¢t €r Z; , computes public key y =
vgt — h(ID) (mod p) and its witness w =t + y(y +
h(ID)) (mod q) for U and sends (y,w) to U.

3) Upon receiving (y,w), U computes his/her secret key
x =w+h(b||ID) (mod q) and verifies the authentic-
ity of public key y by checking that

9" = (y+ h(ID))Bv"IP)  (mod p). (1)
4) U randomly selects an integer k €g Zg, computes
r = g* (mod p) and generates (e, 3) as follows:
e = h(r) (modq)
§ = k—ze (modq).

Then the verifiable self-certified key of U is
(e,8,y,ID).

3.3 Authenticity Verifications

Once encryption, signature verification, key exchange
or any other cryptographic application fails, given
(e,8,y,ID), any verifier can verify the authenticity of
public key by checking that

e=h(g* - ((y + h(ID))s* D)) (2)

It is obviously that the proposed self-certified public key
is verifiable, thus overcomes the general weakness of re-
pudiability.

(mod p).

Theorem 1. The secret key x = w+ h(b||ID) and public
key y = vg' — h(ID) satisfies Equation (1).

Proof. Substituting w =t + v(y + h(ID)) into z = w +
h(b||ID), we have

@ =t +4(y+ h(ID)) + h(b||ID) (3)

Raising both sides of Equation (3) as exponents to base
g, and from the equation y = vgt — h(ID), it yields

(mod q).

g¢ = gty th(ID))+h(b||1D) (mod p)
vg' gD (mod p)
= (y+h(ID))p D) (mod p)
which implies that Theorem 1 holds. O
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Theorem 2. The user U’s verifiable self-certified key
(e, 8,y,ID) satisfies the verification Equation (2).

Proof. Raising both sides of Equation (2) to exponents to
base g, it yields

g" =g****  (mod p)
= ¢°(¢")° (mod p)

= ¢° ((y + h(ID))p* D))

T =

(mod p).

Substituting the above result into the Equation (2), it
derives Equation (2), which implies that Theorem 2 also
holds. (I

Remark 1. Using verifiable self-certified public key, the
proxy signature scheme with message recovery and proxy
signcryption schemes in [14] are easy to be modified as
schemes using verifiable self-certified public keys.

4 Proxy Blind Signature Scheme
Using Verifiable Self-certified
Public Key

In this section, we propose a new proxy blind signature
scheme based on the idea of the verifiable self-certified
public key. The proposed scheme is divided into seven
phases: system setup, user registration, proxy key gener-
ation, blind signing, signature extraction, signature veri-
fication and authenticity verification of public key. Before
describe the complete scheme, we list the notations used
throughout this paper for readers convenience.

- p,q : two large prime numbers, such that ¢|(p — 1).

- g : an element of Z, its order is g.

- h(-) : a public cryptographically strong hash function.

-y € yZ4: SA’s secret key.

- B =g (mod p): SA’s public key.

- ID,,ID, : original signer U,’s and proxy signer Up’s
identities.

- x4, (i = o,p) : Us’s secret keys, generated as in Section 3.2.

- (e, i, yi, IDy) = Uy’s verifiable self-certified public key.

- || : the sign of string concatenation.

4.1 System Setup

System setup in this subsection is same to that of Sub-
section 3.1.

4.2 User Registration

Suppose that the original signer U, with identity ID,
and the proxy signer U, with identity I D, want to reg-
ister with SA. Then the registration procedure for them
is exactly the self-certified key pair generation procedure
in 3.2. We depict the outline below in Figure 1, where
1=0,p.

U,’s secret key is x;, and his/her verifiable self-certified
public key is (e;, $;, yi, I D;). For simplicity, we define Y; =
(yi + h(ID;))BY:t"ID:) where i = o, p. The authenticity

of the later is verified by the equation e; < h(g% - Y ).
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U, (ID;) SA
. h(bi||ID;)  Disvi) *
bi €r Zg,vi =g""I T ———  t; €R Z;
yi = vig" — h(ID;)
Tr; = w; + h(szIDz) M wi =1t; + ’y(yi + h(ID,L))
g7 = (yi + h(IDy) B MDD (= V)
if true, 151- €R Z;,fi = gki
(ei = h(fl) and §,L = kz — :ciez-)
Figure 1: The user registration
4.3 Proxy Key Generation 3) Signing. After receiving e* , U, computes
The proxy signing key pair (z’,Y”) is generated as follows. s =—e*r' +k, (9)
1) Original signer U, randomly chooses k, €r Zy, and and sends it to the user V.
computes:
ro = g (mod p) 4.5 Signature Extraction
So = To+ ko h(mul|ro). While receiving s’ , V computes
2) U, sends (7o, so) along with warrant m,, to the proxy s=sa+b (mod q). (10)

signer Up,.

3) Up checks g = Y, phmelire) (mod p).

If it is correct, U, accepts it and computes

(4)

as his proxy signature secret key. Note that the cor-

¥ = 5,41

responding proxy public key is Y = YoYprg(m“’”T") =
g% (mod p).

Please refer to Figure 2 for the outline of this phase and
that of the following three phases as well.

4.4 Blind Signing
1) U, chooses a random number k, € RrZg, computes

(5)

and then sends 7, to the user V. We assume (my,, 7,)
be published by the original signer, V can read it
whenever needed.

rp =g (mod p)

2) Blinding. To obtain the blind signature of m from
proxy signer U,. V chooses three random numbers
a,b,c, € rZ;, and computes

r=ryg"(Y')™¢ (mod p), (6)
where Y’ computed as YOY;;TZ(m‘“HT") (mod p) . If

r = 0, the user V should select a,b and ¢ again.
Once r,a,b and ¢ are determined, the V computes

€ = h(r|lm) (7)
and

e* =(E+c)/a (8)

(mod p).

Then V delivers e* to the proxy signer U, .

Then, the proxy blind signature is (m,7,,m,¢€,s) de-
noted by o.

4.6 Signature Verification

The recipient of a proxy blind signature verifies the valid-
ity of 0 = (mu, ro,m, €, s) by checking

&= h(g°Y"?|jm) (mod p).
Where Y/ = YOYprZ(m“HT“) (mod p). If it is true, the ver-
ifier accepts it as a valid proxy blind signature, otherwise

rejects.

4.7 Authenticity Verification of Public
Key

Once proxy blind signature verification fails, given
(e, $isyi, ID;)(i = o,p), any verifier can verify the
authenticity of public key y; by checking if the equation
e; = h(g% - Y)holds. If the above equation don’t
hold,then recall Y; = (y; + h(ID;))Bv: ThID:),

Correctness: If every participant performs honestly as
above, then o is a valid proxy blind signature on m, and
as the warrant m,, specifying, U, is the original signer, U,
is the proxy signer. This is because Y’ = YOY;;rg(m‘“HT")
(mod p), then

g Y"*|fm) = h(g"*r=< Y m)
= B ()Y )
= h(rpg" (Y)Y m)
= h(rpg"(Y")~[Im)
= h(r|lm)
- ¢
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Signer U,
ko € RZ 70 = g* (mod p)

So = To + ko - R(myl|7o)

mwg'r‘ogso
—_—

Signer U,

g% Ly, phimelire) (mod p)
If false, stop; Otherwise,
' =5s,+p

User V Signer U,
a,b,c,€ pZ; Jrrelr kp € RZ;,Tp = g"r (mod p)
r=r2g"(Y’")"¢ (mod p)
é = h(r|lm)
e*=(E+c)fa ——— s =—ea'+k
s=sa+b ———

Figure 2: The message flows of the proxy blind signature scheme

5 Analysis

5.1 Security of Secret Keys

Computing SA’s secret key v from public key (3 is based on
the intractability of solving the discrete logarithm prob-
lem (DLP). In the user registration phase, 7 is protected
by the time-variant integer t; €p Z; whose security is
based on the intractability of solving the DLP problem.
Thus, under the DLP assumption, it is computationally
infeasible to reveal v from all available public informa-
tion. As one can notice that the original signer’s and
the proxy signer’s master key b; €r Z; (i = o,p) are pro-
tected by DLP assumption and the one-way hash function
assumption. The original signer’s and the proxy signer’s
secret key x; = w; + h(b;, ID;) are protected by the mas-
ter key and the one-way hash function assumption. If
an adversary attempts to reveal the proxy signature key
2’ and original signer’s secret key x, from the equations
s’ =e*2' + kp and s, = o + ko - h(my||1o) respectively,
he/she must know the random number ko,k, €r Zj,
which is obviously impossible.

5.2 Security of the Signature Scheme

The security of our scheme is based on the security of
Schnorr digital signature and Schnorr blind signature.

In fact, (r,, s,) of the proxy delegation phase is exact a
Schnorr digital signature of message m,,, under the pub-
lic key Y, . And obviously, (r,,’) can also be regarded
as a Schnorr signature on message m,,, but under the
public key Y,Y,. One who can forge a proxy signing key
pair(z’,Y’) must be able to forge suitable (my,7,) to sat-
isfy the equation Y/ = YoYprg(m“’”T") (mod p). Thus, one
can succeed if and only if he can break Schnorr signature
or he can obtain the discrete logarithm of Y,Y,, modulo
p. Based on the security of Schnorr signature, the former
is intractable. As for the latter approach, even with the
knowledge of one secret, say x, , the original signer U, is
still not able to extract z, + z, (mod g¢) , otherwise, U,
obtains the secret key of signer Up,, which is impossible.

On obtaining the security of the proxy signing key pair
(z',Y"), the remainder signing phases is only an blind

signature using this key pair. To make this clear, we note
that r, is included in the signature just for the purpose of
proxy public key Y’ reconstruction. And (€, s) is similar
with Schnorr blind signature on message m , using the
public key Y’ = YOY;;TZ(m‘“HT") (mod p). It is proved to
be secure by Pointcheval and Stern [17, 18].

However, the proof of Pointcheval et al. in [17, 18]
does not consider the case of fake public keys (say, the
adversary forge a public key without knowing the corre-
sponding secret key). Note that our scheme avoids such
kind of attack. This is exactly the role of verifiable self-
certified public key scheme in the user registration phase
(Section 4.2). In fact, if without this phase, the public key
substitution attack is mountable. Suppose the adversary
is original signer, he can simply impersonate as proxy
signer using proxy signing key pair (s €g Z;,gs) and
substitute his public key to be Y, = gSYpflr;h(m“W'O).
Of course the adversary do not know the z/ satisfying
gte =Y.

5.3 Security Properties of the Scheme

In this subsection, we show that our scheme satisfies all
properties announced in Section 2.

Proxy Distinguishability: On the one hand,
warrant m, is included in proxy blind signature
o = (my,Te,m,€,). On the other hand, proxy signature
public key Y’ = YoYprg (mallro) includes original signer
public key Y, and proxy signer public key Y,. So the
proxy signature is easy to be distinguishable from the
normal signature.

Nonrepudiation: From Section 5.1, we know that the
original signer does not obtain the proxy signer’s secret
key x, and proxy signer does not obtain original signer’s
secret key x,. Thus, neither the original signer nor the
proxy signer can sign in place of the other party.

Verifiability: Verifiability of the scheme sees in the
Sections 3.3 and 4.7.
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Table 1: Computational costs comparison

Schemes delegation blind signing verification Total costs
Scheme [23] AT + 3T T + 6Ty + 3T + 3Twv + 14Tg + 12T +
1Ty 1Ty 2Ty
Our scheme 3T + 2Ty + 5T + 6Ty + 3T + 3Twv + 11T + 11T +
2Ty 2Ty 2T 61
Difference 17 + 1T — 2Ty — Ty —1Ty 3T + 1Ty —
2Ty 4Ty

Unforgeability: An adversary (including the original
signer) wants to impersonate the proxy signer to sign
the message m. He can intercept the delegation pair
(mw, 70, S0), but he cannot obtain the proxy signature
secret key 2’ from Equation (4), since there is still an
unknown z, to the adversary in Equation (4). Because
of z, €r Zj, the adversary can obtain the proper
proxy signature secret key by guessing it with at most a
probability 1/q. That is, anyone else (even the original
signer) can forge the proxy signature successfully with a
probability 1/g.

Identifiability: On the one hand, warrant m,, includes
original signer U,’s and proxy signer U,’s identities in-
formation ID,, ID,. On the other hand, proxy signature
public key Y/ = YoYprg(m“’”T") includes original signer
public key Y, and proxy signer public key Y),. Hence,
anyone can determine the identity of the corresponding
proxy signer from a proxy signature.

Prevention of misuse: The proposed scheme can
prevent proxy key pair misuse, because the warrant
m,, includes original signer U,’s and proxy signer U,’s
identities information ID,,ID,, message type to be
signed by the proxy signer, delegation period, etc.

Proxy Unlinkability: During generation of the signa-
ture o = (M, 70, M, €, 8), the proxy signer has the view of
transcripts (my, 7o, 7p, €%, ) . Since (m,,, ) are specified
by the original signer for all the signatures under the same
delegation condition. The proxy unlinkability holds if and
only if there is no conjunction between (r,,e*,s’) and
(my,ro,m,€,8). This is obvious from equations Equa-
tions (5)-(10). More detailed, the value r,, is only included
in Equation (6) and connected to é through Equation (7).
For this, one must be able to compute r which however
is masked with three random numbers. Similarly, e* and
s’ may be associated with the signature through Equa-
tion (8) and (10) respectively. They fail again due to the
random numbers. Even they are combined, the number of
unknowns is still one more than that of the equations. So,
the proposed scheme provides indeed the proxy blindness

property.

5.4 Efficiency

Our scheme is more efficient as compared to the scheme
of Tan et al. [23] which was newly proposed in literature.
The detailed costs in each phase are compared in Table 1.
The user registration phase is a particular of our scheme,
thus not be involved in the comparison.

In the table, Tr and Tj; denote the once running
of modulo exponential and multiplication operations, re-
spectively. Ty denotes a one time running of hash op-
erations. The modulo-additions are omitted due to its
high performance. Also note that all the minus exponen-
tial operations can be transformed to positive exponential
operations without losing almost any efficiency (modulo
q)-

From the table, we notice that each phase of the pro-
posal has less computational cost than of the TLT scheme
[23] except in the verification phase, in which one more
hash operation is needed in our scheme. It is notewor-
thy that in the blind signing phase of our protocol, one
modulo inverse is not counted. This is due to the type-
set of our table, since only one inverse involved. With
great concession, we can add one exponential operation
instead. Even in this way, the improvement is still much
more efficient ( 275 + 1Ty — 4Ty computation less) than
the TLT scheme.

6 Conclusion

In this paper, the authors show advantage and disadvan-
tage of self-certified public key introduced by Girault and
present a verifiable self-certified public key scheme, which
overcomes the weakness of self-certified public key. Fur-
thermore, on basis of the idea of proxy blind signature
and verifiable self-certified public key, we present a new
proxy blind signature scheme, which satisfies the given
security properties. The proposed scheme has merit that
the original signer and the proxy signer’s public key can
simultaneously be authenticated in verifying proxy blind
signature process, which make the proposed scheme with-
stand public key substitution attack, active attacks, and
forgery attacks. In addition, the proposed scheme does
not use secure channel in the communication between the
original signer and the proxy signature signer. Thus, it is
very suitable for e-cash and e-commerce.
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