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Abstract

Federated Learning (FL), a privacy-preserving decen-
tralized machine learning framework, has been shown
to be vulnerable to backdoor attacks. Current research
primarily focuses on the Single-Label Backdoor Attack
(SBA), wherein adversaries share a consistent target. How-
ever, a critical fact is overlooked: adversaries may be
non-cooperative, have distinct targets, and operate in-
dependently, which exhibits a more practical scenario
called Multi-Label Backdoor Attack (MBA). Unfortunately,
prior works are ineffective in MBA scenario since non-
cooperative attackers exclude each other. In this work, we
conduct an in-depth investigation to uncover the inherent
constraints of the exclusion: similar backdoor mappings
are constructed for different targets, resulting in conflicts
among backdoor functions. To address this limitation, we
propose Mirage, the first non-cooperative MBA strategy in
FL that allows attackers to inject effective and persistent
backdoors into the global model without collusion by con-
structing in-distribution (ID) backdoor mapping. Specif-
ically, we introduce an adversarial adaptation method to
bridge the backdoor features and the target distribution in
an ID manner. Additionally, we further leverage a con-
strained optimization method to ensure the ID mapping sur-
vives in the global training dynamics. Extensive evaluations
demonstrate that Mirage outperforms various state-of-the-
art attacks and bypasses existing defenses, achieving an av-
erage ASR greater than 97% and maintaining over 90% af-
ter 900 rounds. This work aims to alert researchers to this
potential threat and inspire the design of effective defense
mechanisms. Code has been made open-source.

1. Introduction

Recent years have witnessed the flourishing of federated
learning, an advanced privacy-preserving distributed learn-
ing paradigm [24, 26]. FL allows participants to collab-
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Figure 1. “Blue” and “Red” construct similar OOD mappings (see
t-SNE), resulting in a conflict for the neuron weights. Only the
dominant attacker can induce the model to output high feature at-
tributions for its backdoor samples (see FA of k-th round) and suc-
cessfully perform the attack. Similar in t-th round.

oratively build a neural network model without leaking
their data. Following its paradigm, a wide range of FL
applications have emerged in various safety and privacy-
critical application domains, including medical image anal-
ysis [10, 15], face recognition [30], and others[1, 11].

Despite enhanced privacy, the distributed nature of FL
makes them more vulnerable to various adversarial attacks,
with backdoor attacks posing the greatest threat. For back-
door attacks in FL, an attacker injects a backdoor into the
local model which is then submitted to the FL system, caus-
ing the global model to inherit the backdoor after aggrega-
tion. Consequently, the global model functions correctly
on clean data but misclassifies inputs stamped with the at-
tacker’s chosen backdoor trigger as the target class. Numer-
ous studies have been done to improve the persistence and
effectiveness of backdoors [2, 6, 43, 46], which pose sig-
nificant threats to various applications, including computer
vision [40], IoT networks [28], and healthcare systems [16].

Recent advancements in backdoor attacks in FL, most,
if not all, assume that attackers in training are colluding
and sharing the same target class, which can be denoted
as Single-Label Backdoor Attacks (SBA). However, sit-
uations become more complex in real-world FL applica-
tions, especially in large-scale FL scenarios [18, 22], where
attackers engage in training individually and compromise
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the global model for their own purposes, i.e., Multi-Label
Backdoor Attack (MBA). Intuitively, non-cooperative ad-
versaries separately attack the global model and do not in-
terfere with each other. Unfortunately, our empirical results
indicate that directly applying existing attack methods to
multiple adversaries leads to disorganized obstacles, mak-
ing backdoors not as effective as they are in SBA scenar-
ios. As illustrated in Fig. 1, two backdoors cannot be ef-
fective simultaneously because attackers construct similar
Out-of-Distribution (OOD) backdoor mappings, indicating
that their backdoor samples distribute together but outside
the distributions of the target classes. This results in attack-
ers exclude one another, with only the dominant attacker
capable of embedding a backdoor in the global model, con-
sequently causing the global model to output high feature
attributions for its backdoor samples, thereby achieving a
high attack success rate (ASR). It further raises a new prob-
lem: Can MBA successfully launch without collusion?

To address the aforementioned issue, we first conduct an
in-depth investigation to uncover the inherent constraints
of the exclusions of SBAs: they create similar backdoor
mappings for distinct targets, resulting in conflicts among
backdoor functions. Motivated by this observation, we pro-
pose Mirage, the first non-cooperative MBA strategy in FL,
wherein multiple adversaries individually undermine the
global model without collusion. At a high level, instead
of coordinating the various OOD mappings, Mirage aims
to ensure that the backdoor samples are processed as clean
samples by constructing an effective and persistent ID map-
ping between backdoor features and target distributions.
To achieve this goal, we introduce a trigger optimization
method based on adversarial adaptation, which adaptively
optimizes the trigger to fool a carefully designed OOD sam-
ple detector, thereby constructing the ID mapping. Further-
more, considering that the distributions change with global
training, we further introduce a constrained optimization
method to enhance the persistence of ID mapping by tight-
ening the distribution of backdoor features, allowing the
backdoor mapping to live within the global training dynam-
ics. In summary, our contributions are as follows:

• Uncovering the inherent constraints of extending ex-
isting SBAs to MBAs. To the best of our knowledge, we
are the first to investigate and elucidate the inherent con-
straints of extending existing SBAs to MBAs. We under-
score the practical threat posed by such attacks in large-
scale FL applications by proposing a multi-label back-
door attack method based on the in-distribution backdoor.

• Effective ID Mapping Construction. We propose a
novel backdoor optimization method based on adversarial
adaptation, which enables attacker to build the bridge be-
tween its backdoor and the distribution of its target class,
allowing multiple adversaries to simultaneously launch
backdoor attacks without interfering with one another.

• Persistent ID Mapping Enhancement. We additionally
introduce a constrained optimization method to enhance
the ID mapping by minimizing the similarity of features
between backdoored samples and benign samples. This
tightens the ID backdoor mapping and ensures its persis-
tence within the global training dynamics.

• Evaluations and Discussions. Extensive experiments
demonstrate that Mirage outperforms SOTA attacks
across various settings. Furthermore, we discuss the
vulnerability of existing defense methods to MBAs and
present potential countermeasures against Mirage, high-
lighting the urgent demand for tailored defenses.

2. Related Work

2.1. Backdoor Attacks in Federated Learning
Backdoor attacks aim to compromise the victim model to
produce the attacker-desired outputs if and only if the inputs
are assigned to a specific trigger pattern. In light of this, a
few researchers also start to notice the threat of backdoor
attacks on FL systems. Depending on whether the backdoor
trigger is optimized, current backdoor attacks fall under the
categories of either static-trigger attacks [2, 6, 20, 46] or
trigger-optimization attacks [7, 25, 43, 44].

The former pre-selected a fixed trigger pattern to poison
the local training set and combine them with manually ma-
nipulating methods to improve the backdoor effectiveness.
For example, Bagdasaryan et al. [2] and Bhagoji et al. [3]
aims to replace the global model by uploading a scaled-up
poisoned model. In advance, [7, 34, 46] suggest to leverage
the unimportant redundant neurons to prevent the backdoor
from being erased shortly. Particularly, Dai et al. [6] in-
troduce contrastive learning from the feature perspective of
the backdoor to enhance its durability. The latter optimizes
trigger patterns according to different tasks and generally
achieves better effectiveness and utility. 3DFed [19] and
A3FL [43] introduced the backdoor unlearning in an ad-
versarial way to obtain a robust trigger to make the attacks
more covert and persistent. The most similar work with us is
DBA [41] and NBA [27]. However, DBA focus on attack-
ing the same target class, which is also an SBA situation.
NBA investigated the non-cooperative multi-label attack in
FL but neither reveal the inner reason for the inapplicability
of previous works nor propose an effective method.

2.2. Backdoor Defenses in FL
Recently, researchers notice the threat of backdoor attacks
in FL systems and actively explore various backdoor de-
fense techniques, which can be categorized into either de-
tection [8, 21, 39] or mitigation methods [4, 29, 45, 47].

The detection-based methods aim to utilize anomaly de-
tection techniques to determine whether a model is back-
doored. Foolsgold [8] assigns lower aggregation weights



to updates with high pairwise cosine similarities, thereby
mitigating the impact of backdoor updates. RFLBAT [39]
discriminates the malicious model according to the dif-
ference between poisoned updates and clean updates in
low-dimensional projection space. In advance, Li et al.
[21] proposed BackdoorIndicator (referred to as ”Indica-
tor” hereafter), which detects potentially poisoned mod-
els based on the OOD properties of backdoor samples.
Mitigation-based methods explored how to purify the back-
door model by eliminating backdoor triggers. MultiKrum
[4] is a byzantine-robust aggregation protocol that aggre-
gates the global model of having the smallest L2 distance.
FLAME [29] adapts the weak DP method by noise bound-
ary proof and a dynamic clipping bound, which is shown
to alleviate the backdoor attack while still retaining a high
main task accuracy.

3. Attack intuitions

In this section, we investigate the inherent constraints that
affect the effectiveness of backdoors when extending previ-
ous works to MBA scenarios and further provide the attack
intuitions based on this investigation.

3.1. Inherent constraints of SBA methods
Recall that, from the neuron activation perspective, the
backdoor function in a model is highly related to the specific
activation paths across neurons. This results in the model
being sensitive to triggered inputs and producing anoma-
lously high feature attribution values [9, 34, 36]. Corre-
spondingly, such high values result in backdoor samples
distributed out of the target clean distribution in feature
space, i.e. the backdoor function constructs the OOD back-
door mapping [21]. In MBA scenarios, attackers may adopt
similar strategies to construct the activation paths, such as
using the redundant neurons, which leads to the construc-
tion of similar OOD mappings and competition for neuron
weights. Specifically, different attackers have varying re-
quirements for the output values of specific neurons within
the pathway. However, the dominant attacker controls most
neurons, ensuring they produce the desired values, which
results in others failing to achieve their backdoor function.
As shown in Fig. 2a, two attackers aim to construct per-
sistent and effective OOD backdoor mappings by targeting
redundant neurons. Such a strategy causes them to leverage
overlapped activation paths to achieve different functions,
which further results in infighting among adversaries. This
drives us to find a solution that allows attackers to select
different activation paths non-cooperatively.

3.2. Attack intuitions and challenges
To alleviate the exclusion, it is critical to design a mapping
strategy that ensures different attackers can independent

(a) SBA’s mapping. (b) Separate mapping. (c) ID mapping.

Figure 2. Illustrations of different mapping strategy.

mappings with no intersections. Achieving this is challeng-
ing because attackers share no information with others and
are unaware of each other’s existence. Surprisingly, our em-
pirical investigation reveals that A3FL has the ability to ful-
fill the aforementioned requirement by combining machine
unlearning [37, 42], which indirectly simulates the elimi-
nations performed by other attackers. As shown in Fig 2b,
the unlearning method adversarially optimizes the trigger
to construct a distinct OOD backdoor mapping differs from
those of other attackers. Although this method mitigates the
exclusions, it enhances the OOD characteristics of the back-
door functions, consequently introducing more challenges
in bypassing the OOD-based defense methods, such as In-
dicator [21]. The OOD-based defense method leads us to
a counterintuitive thought: Can a backdoor be triggered
via a clean activation path? In other words, construct the
ID mapping for the backdoor features and target distribu-
tions (present in Fig 2c). Therefore, once the adversaries
construct the ID backdoor mapping to the target class, they
naturally alleviate potential exclusions, even without col-
lusion, since additional measures are no longer needed to
circumvent the backdoor activation paths of other attackers.
However, constructing the ID backdoor mapping remains
challenging due to the following issues:

Challenge 1: How to construct the ID mapping?
While backdoor attacks have emerged as a prominent

topic in FL, to the best of our knowledge, no prior stud-
ies investigated the ID backdoor within FL. Intuitively, the
backdoor sample should be processed as a clean sample fol-
lowing the clean activation path, meaning it should share
similar feature outputs. One promising way is leveraging
feature alignment. However, this may disrupt the relation-
ships among clean classes, making it challenging for attack-
ers to maintain the ID characteristics. Therefore, there is a
pressing need to devise a novel method that ensures the ef-
fective construction of ID mapping.

Challenge 2: How to maintain the persistence of ID
mapping?

One key challenge for backdoor attacks in FL is that
the continued dynamic clean updates may break the well-
constructed backdoor mappings. Previous research focuses
on leveraging neurons that are updated less frequently to
build the neural activation path, which cannot be applied in



ID mapping since our objective is to construct the bridge be-
tween the trigger pattern and the clean target activation path.
Therefore, these maintenance requirements for ID mapping
further exacerbate the challenges.

4. Methodology
To formulate the attack scenario, we first introduce the
threat model. Driven attack intuitions, we propose two
methods that enable attackers to construct an efficient and
persistent ID mapping without cooperation.

4.1. Threat model
Adversaries’ Capabilities and knowledge. We consider
a FL system running image classification tasks and assume
that adversaries are FL participants, which enables attackers
to control their own local datasets and training processes.
Note that adversaries do not have access to any information
regarding benign clients or other adversaries, including but
not limited to datasets, models, target classes.
Adversaries’ goal. Adversaries aim to plant a backdoor
into the global model that makes it misclassify backdoor
data to a specific class while leaving other tasks unaffected.

4.2. Overview of Mirage
Following the attack intuition, our objective is to construct
an ID mapping to bridge the backdoor features and distri-
bution of target class, thereby freeing attackers from the
exclusion of using similar backdoor activation paths. This
presents two significant challenges: how to construct a
qualified ID mapping and how to maintain it. To address
these challenges, we propose Mirage, the first multi-label
backdoor attack in FL, which enables attackers to non-
cooperatively compromise the global model by construct-
ing an ID mapping between the backdoor features and tar-
get distributions. As illustrated in Fig. 3, Mirage introduces
two components to construct an effective and persistent
ID backdoor mapping. On one hand, we propose a back-
door optimization method based on adversarial adaptation,
which constructs the ID mapping by maximizing the mis-
classification probability of a well-designed backdoor sam-
ple detector. On the other hand, we deploy a constrained
optimization strategy to tighten the backdoor distribution,
ensuring its survival in the global training dynamics. Next,
we provide details of each component.

4.3. Effective ID Mapping Construction
To address the first challenge, we aim to adversarially op-
timize the trigger pattern to make it has the ability of con-
structing the ID mapping. In order to optimize the trigger,
we employ an OOD sample detector to determine whether
a backdoored sample is an OOD sample and further op-
timize the trigger pattern to fool the detector. This intro-
duces another problem: how can an attacker obtain an ac-

curate detector? Previous research suggests training a new
model as the detector [44]. However, retraining the detec-
tor with each update of the trigger incurs significant com-
putational overhead, and its effectiveness is limited by the
local samples. These shortcomings prompt us to seek an-
other solution to obtain an detector that is both effective
and lightweight for updates. Recall that the FL training pro-
cess allows clients to obtain the latest global model, which
contains a well-trained feature extractor. Consequently, we
consider leveraging the feature extractor of the global model
as the primary component and training a binary classifier to
distinguish the OOD samples. Such an approach is a com-
mon practice in transfer learning, consume only a few com-
puting resources, and require little data.

In order to obtain an accurate detector, we first prepare
the dataset for training. The local dataset for each attacker
can be divided into Dclean = {(x, y) ∈ Dattacker)|y = c}
and Dbackdoor = {(x⊕ δ, y) ∈ Dattacker)|y ̸= c}, where c
is the target class and δ represents the trigger pattern. Then,
the detector dataset Ddetector is composed as follows:

Ddetector = {(x,−) | x ∈ Dbackdoor}
∪{(x,+) | x ∈ Dclean}.

(1)

To make the ID mapping construction more effective and
flexible, we adopt an adversarial training-like method to op-
timize the trigger pattern. Specifically, θdetector is trained
on the Ddetector to differentiate between clean and back-
doored samples by minimizing the binary cross-entropy
(BCE) loss. Concurrently, the trigger is optimized to fool
the detector by maximizing the binary classification loss.
Such a min-max game equips the trigger with the ability
to activate the clean activation path of the target class in the
global model, naturally avoiding conflicts with other attack-
ers. The min-max process is mathematically described as:

δ = argmin
δ

E(x,y)∼Ddetector
[L(x,+, θ)|y = −]

s.t. θ = argmin
θ

E(x,y)∼Ddetector
[L(x, y, θ)] (2)

where θ is the parameters of the detector, with its feature
extractor frozen and parameterized by the weights of the
global model, L is the BCE loss. To better implementation,
we replace the maximization problem with minimizing the
BCE loss of misclassification for the backdoored samples.

4.4. Persistent ID Mapping Enhancement
Although using an OOD detector and an adversarial strat-
egy restricts the trigger pattern δ to reveal the ID feature,
our empirical results indicate that the backdoored samples
still do not meet our expectations. This is because the ad-
versarial strategy does not constrain the tightness of back-
door mapping, which causes the margin-distributed back-
doored samples not in-distribution anymore with the dy-
namic changes of training and failing to activate the target
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Figure 3. The workflow of Mirage. Step 1: Train an OOD sample detector θDetector . Step 2: Construct ID mapping by maximizing
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similarities between backdoor samples and benign samples. Step 4: Optimize the trigger by minimizing LEnhance and Ldetector .

activation path. One promising solution is to leverage dis-
tribution estimation methods, like KDE [33], to obtain the
actual distribution of the target class and use data augmen-
tation to generate samples to improve the effectiveness of
the detector. Although it has been proven effective, it re-
quires countless computing resources. Therefore, we intro-
duce a constrained optimization method to enhance the ID
mapping by tightening the distribution of backdoored sam-
ples. Since the adversarial strategy successfully constructs
the ID mapping, we aim to “push” the backdoor distribu-
tion to make it tighter. Specifically, we minimize the sim-
ilarities between clean samples x and their corresponding
backdoored samples x⊕δ, allowing the backdoored sample
to deviate as much as possible from the original distribution.
Additionally, we establish the direction by minimizing the
loss of the backdoor samples on the global model. Formally,
it can be formulated as the following optimization problem:

min CS[(θfe(x), θfe(x⊕ δ)] + CE(x⊕ δ, ŷ, θ) (3)

where θfe represents the feature extractor of the global
model θ, δ is the trigger pattern and ⊕ is the backdoored
operator. Therefore, the backdoor distribution can be tight-
ened into the target distribution and live within the global
training dynamics.

We summarized Mirage in Algorithm 1, and the detailed
description is provided in Appendix A.

5. Experiments
In this section, we provide extensive experimental results to
demonstrate the effectiveness of Mirage by comparing its
performance with several SOTA backdoor attack methods
from multiple angles. Our experiment implements all the
tasks in an FL system running image classification tasks us-
ing an NVIDIA GeForce RTX 4090 GPU with 24GB mem-
ory. The detailed setups are listed as follows:

Dataset: We conduct experiments on three widely used

Algorithm 1: Mirage at i-th attacker.
Data: θt, θdetector, θfe,Di, ηtrigger, δ, η, c, E.

1 θit = θt;
2 /* Trigger adversarial adaption*/
3 for epoch e = 1, . . . , E do
4 Generate Ddetector by Eq 1;
5 θdetector =

argmin
θ

E(x,y)∼Ddetector
[L(x, y, θdetector)];

6 for batch B ∈ Di do
7 Ldetector =

1
|B|

∑
(x,y)∈B LBCE(x⊕δ, true, θdetector);

8 LEnhance =
1
|B|

∑
(x,y)∈B LCE(x⊕ δ, ŷ, θit)

9 +LCS((θfe(x), θfe(x⊕ δ))
10 δ ← δ − ηtrigger∇δ(Ldetector + LEnhance)

11 end
12 end
13 /* Local training*/
14 Get the poisoned local dataset Dpoison

i with δ;
15 Local optimize θ′t on Dpoison

i ;
16 ∆t+1

i = θt − θ′t;
17 Upload ∆t+1

i to the server;

public real-world datasets, CIFAR-10, CIFAR-100 [17] and
GTSRB [13]. Details are provided in Appendix B.

Federated learning setup: By default, we set the num-
ber of FL clients N = 100. At each communication round,
the server randomly selects M = 10 clients to contribute to
the global model. The default global model architecture is
ResNet-18 [12], which is a classic and effective model for
image classification. Based on previous research, we ran-
domly split the dataset among clients in a non-IID fashion
using Dirichlet sampling [14] with a hyperparameter α = 1.
For each selected benign client, they train the local model
for two local epochs using an SGD optimizer with a learn-



ing rate of 0.01. The batch size is 64 for CIFAR-10 and
CIFAR-100, and 32 for GTSRB. The entire training process
continues for 2100 communication rounds.

Attack and defense setup: To compare the effec-
tiveness of our attack with the SOTA methods, including
A3FL [43], Chameleon [6], Neurotoxin [46], PGD [38]
and Vanilla [2]. We further extend the selected methods
to MBA, where N attackers individually perform attacks,
unless there is a special declaration, we set N=3. By de-
fault, we assume each attacker of Mirage and A3FL op-
timizes their trigger pattern using Projected Gradient De-
scent (PGD) [38] with a step size of 0.001. For the poi-
soned dataset, we poison 12.5% of the local training dataset
with blended backdoors [5] to train the backdoored global
model. The attack window starts from the 2000-th round
and continues for 100 rounds, so attackers are forced to wait
for selection and cannot launch a continuous attack.

We also evaluate those attacks against six SOTA de-
fenses: Multi-Krum [4], DeepSight [31], Foolsgold [8],
RFLBAT [39], FLAME [29] and BakcdoorIndicator [21].
For those attacks and defense methods, we follow the orig-
inal implementations. Note that we selected the random
noise dataset as the source of the indicator dataset.

5.1. Evaluation metrics
Following previous works, we comprehensively evaluate
Mirage using accuracy (Acc), attack success rate (ASR),
and lifespan. Specifically, Acc reflects the attack stealth-
iness, which indicates the performance of the backdoor
model on the main tasks. ASR represents the ratio of back-
doored samples misclassified as the labels specified by the
attackers. Note that we report the mean ASR of three at-
tackers on the global model at the end of FL. To evaluate
the persistence of our attack, we introduce lifespan, denoted
as the period that starts at the end of the attack window and
ends when the ASR decreases to below a chosen threshold.

5.2. Attack performance
First, we evaluate the attack performance of Mirage across
various datasets and compare it to different SOTA attack
methods. The results are summarized in Table 1, and the
best results highlighted in Bold. The experiment shows that
Mirage achieves remarkable results across three tasks and
various SOTA defense methods compared to the baseline
methods. In terms of accuracy, Mirage achieves the best
accuracy in over half of the tasks and obtains suboptimal
results for the remaining tasks, losing to the best ones by
an average of only 0.498%. Regarding effectiveness, Mi-
rage achieves the best ASRs across all the tasks, with the
gap among attackers being acceptable (the maximum gap is
6.99%, and the average gap is 2.19%). Those results indi-
cate that the design of constructing the ID mapping between
backdoor features and target class allows attackers to inde-
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Figure 4. Persistent evaluations.

pendently attack the FL model without concerns about the
potential exclusion, resulting in a global model that excels
in both main and multiple backdoor tasks.

Furthermore, A3FL is a relatively competitive method
that leverages unlearning to simulate the potential exclusion
and optimize the trigger to construct robust activation paths
independent of other attackers. However, as described in
Sec. 3.2, such an approach may enhance its OOD mapping
concerning the benign distribution and increase the risk of
being detected by OOD-based detection methods, such as
Indicator [21]. The results of A3FL with the defense of
Indicator support our analysis. Besides, the Indicator does
not perform as expected, we will discuss it in Section 6.3.

5.3. Lifespan
Secondly, we evaluate the durability of attacks by compar-
ing their lifespans. We extend the FL training process from
2100 to 3000 rounds while keeping the attack window to
the first 100 rounds. Fig. 4 illustrates the attack success rate
without any defense method. Mirage achieves similar re-
sults with A3FL, where the ASRs exceed 90% at the end,
indicating a lifespan of over 900 rounds. In contrast, the
ASRs of all other baseline attacks are constrained by po-
tential exclusion between attackers, as described before, re-
sulting in them being ineffective and falling rapidly. These
experimental results suggest that Mirage can achieve com-
parable durability to A3FL, which focuses on enhancing the
persistence of backdoors in FL.

5.4. The impact of different models
In this section, we evaluate Mirage across different
model architectures. Following previous research, we se-
lect widely used image classification model architectures:
ResNet18 and ResNet34 [12], VGG11 and VGG19 [35],
and MobileNet-V2 [32]. We set the parameters to default
and only change the model architectures. As shown in
Tab. 2, the attack performance of Mirage remains high in
ASRs. The decrease in MobileNet-V2 is mainly attributed
to the low utility of its model performance, which signifi-
cantly reduces the detector’s utility, resulting in sub-optimal
ID mapping construction for certain attackers. However, the
average ASRs remain acceptable. In conclusion, based on
the results presented above, we can conclude that Mirage is
not sensitive to specific model structures.



Dataset Defense Vanilla PGD Neurotoxin Chameleon A3FL Mirage

ACC (↑) ASR (↑) GAP (↓) ACC (↑) ASR (↑) GAP (↓) ACC (↑) ASR (↑) GAP (↓) ACC (↑) ASR (↑) GAP (↓) ACC (↑) ASR (↑) GAP (↓) ACC (↑) ASR (↑) GAP (↓)

CIFAR-10

nodefense 91.76 31.88* 87.68 91.52 31.25* 92.78 92.03 52.99* 90.29 92.35 39.65* 79.98 91.73 99.52* 0.23 92.16 99.54* 0.27
deepsight 91.44 31.71* 88.29 90.81 31.083* 92.63 92.31 39.24* 83.50 92.32 36.66* 79.66 92.17 96.56* 7.74 91.28 97.39* 3.82
foolsgold 88.79 32.50* 89.50 90.71 31.67* 93.96 91.04 80.91* 21.83 90.66 45.46 67.25 89.00 95.30* 12.02 91.32 97.35* 2.51
Indicator 85.08 28.76 85.32 85.83 20.60 59.50 85.13 29.98 60.32* 86.13 8.21 5.13 85.75 70.33* 88.45 91.10 93.46* 3.90

multikrum 92.36 1.59 4.56 92.39 1.18 3.25 92.64 1.89 5.18 92.46 1.90 5.25 92.18 78.15* 64.41 92.10 92.30* 3.12
rflbat 86.83 30.55 88.34 88.28 33.27* 99.79 87.22 33.27* 73.12 86.97 37.15 86.42 85.46 87.83* 10.21 85.74 97.29* 2.11
Flame 92.56 1.83 5.26 92.51 3.39 9.90 92.02 40.97* 94.04 92.28 1.38 3.71 92.25 79.40* 60.23 92.36 95.9* 2.42

CIFAR-100

nodefense 69.40 32.62* 94.31 70.53 32.28* 93.89 71.07 32.62* 97.05 71.66 24.07 27.50 71.26 98.67* 2.47 71.65 99.05* 0.77
deepsight 70.02 32.86* 89.02 70.54 32.23* 96.32 70.53 33.14* 93.28 71.30 24.06 26.17 71.68 92.05* 18.44 71.56 98.67* 2.43
foolsgold 70.02 33.30 89.81 70.15 32.65* 97.34 71.07 32.63* 97.05 71.60 24.20 27.11 71.78 98.71* 1.64 71.94 99.18* 1.00
Indicator 67.73 6.80 20.12 63.85 5.88 17.28 60.98 11.89 32.34 61.35 6.07 13.43 65.35 37.13* 92.72 68.22 99.8* 0.10

multikrum 71.81 0.38 0.77 71.14 0.31 0.59 71.63 0.36 0.66 71.85 0.21 0.38 71.76 91.28* 18.55 71.86 93.57* 5.14
rflbat 62.36 0.30 0.41 63.10 0.60 0.12 62.15 0.56 1.00 61.49 18.01 27.31 61.35 94.34* 16.56 63.19 95.68* 6.99
Flame 71.75 0.21 0.28 72.09 0.33 0.62 72.02 0.27 0.45 72.10 0.30 0.52 71.22 91.48* 19.83 71.82 94.22* 3.16

GTSRB

nodefense 96.10 33.32* 98.24 96.73 33.10* 98.80 95.93 38.39* 95.79 96.08 45.62* 87.06 96.65 99.63* 0.49 96.97 99.73* 0.48
deepsight 95.95 33.8* 97.44 95.97 33.36* 98.35 96.12 33.06* 99.17 96.14 50.14 76.71 95.95 94.78* 12.64 96.20 96.76* 2.53
foolsgold 96.08 33.47* 97.92 96.94 33.06* 98.75 95.88 37.57* 96.36 96.04 51.91 78.06 96.62 97.68* 6.95 96.95 99.88* 0.27
Indicator 91.57 50.92 91.53 89.45 27.27 78.14 89.08 17.09 50.97 92.91 2.76 5.38 85.51 85.05* 25.26 95.12 99.73* 0.70

multikrum 96.24 4.14 12.20 96.97 2.74 7.72 96.12 4.84 14.32 96.13 4.72 13.97 96.62 98.18* 4.16 96.92 98.99* 1.73
rflbat 94.40 56.61* 90.62 89.44 33.26* 99.72 94.53 33.88* 97.80 94.75 54.39* 83.04 95.23 97.86* 6.42 94.21 99.97* 0.08
Flame 95.88 6.19 18.45 96.97 2.74 7.72 95.92 5.15 15.32 95.92 5.95 17.71 96.52 99.31* 1.52 96.92 99.32* 1.05

Table 1. Performance of Mirage compared with baseline attack methods against the SOTA defense methods. The Acc higher represents
better, and so does the ASR. “GAP” represents the difference between the highest and the lowest ASR, and attack methods should maintain
their GAP close to zero. An “*” after ASR indicates that at least one of the three attackers achieved over 90% ASR.

ResNet18 ResNet34 VGG11 VGG19 MobileNet-V2

ACC 92.16 93.89 91.14 92.07 85.38
ASR 98.8 99.63 99.21 99.82 97.65

Table 2. Results on different model architectures.

Dataset 0.5 1 5 10 1000

CIFAR100 ACC 71.46 71.65 71.68 71.50 71.81
ASR 99.59 99.05 99.16 99.26 99.21

GTSRB ACC 96.96 96.97 96.62 96.57 96.70
ASR 99.54 99.73 99.47 98.26 98.86

CIFAR10 ACC 91.61 92.16 92.43 92.51 92.38
ASR 98.95 98.80 99.03 99.39 99.15

Table 3. Results on different non-IID settings.

Attacker Number 1 2 3 4 5

ACC 92.37 92.53 92.16 92.11 92.12
ASR 99.06 99.15 98.80 98.375 98.484
GAP 0.00 0.49 0.38 1.42 1.99

Table 4. Mirage with different attacker number.

5.5. The impact of adversary number

We also study the impact of the number of adversaries,
which can be considered as the number of different targets
since we assign different targets to the attackers. Table 4
presents the experimental results on CIFAR-10 with varying
attack numbers ranging from 1 to 5, evaluating the perfor-
mance of the global model on the main tasks and different
backdoor tasks. Note that other settings follow the default
configuration. We observe that the increase in attack num-
bers has a negligible impact on Mirage, with the accuracy of
main tasks maintained above 92% and the average ASR ex-
ceeding 98%. The experimental results indicate that back-
door injection without collusion can be effectively imple-
mented by constructing ID mapping. Besides, we conduct
experiments on different datasets (see Appendix C), and the
results support the above conclusions as well.

5.6. Performance under varying non-IID degrees
Tab. 3 exhibits the attack performance of Mirage under
varying non-IID degrees. We set different sampling param-
eters α for Mirage, with larger values indicating a distri-
bution that is closer to IID. The results indicate that Mirage
can achieve stable performance across different non-IID de-
grees. As described in Sec. 4.4, the adversarial strategy may
optimize the backdoor distribution to the margin of the tar-
get distribution. To address this issue, we introduce a con-
strained optimization method, tightens the backdoor distri-
bution into the objective distribution and ensuring success-
ful attacks across different distributions.

5.7. Illustration of backdoor distribution
The preceding experiments leverage t-SNE to illustrate the
backdoor distribution for Mirage and baseline methods. The
results are present in Fig. 5. The backdoor distribution
from Fig. 5(a) to Fig. 5(d) further corroborate our pre-
sentation in 1, that different attackers may share similar
neuron activation paths, resulting in their potential mitiga-
tion since their distribution is close to each other. On the
other aspect, A3FL paves the activation path by adversar-
ially unlearning the backdoor, which enhances their OOD
mapping, producing clear boundaries between classes and
tight clustering within each class. Although effective, this
poses more threats to A3FL since the OOD-sample-based
detection method can detect their backdoor models effec-
tively. Looking back to Mirage, which is pictured in Fig.
5(f), backdoor samples present in-distribution with the tar-
get clean distribution. The results further indicate that the
proposed Mirage can construct the ID mapping between
backdoor features and clean distributions of the target class.

5.8. Ablation study
In Section 4.3 and 4.4, we propose two techniques in a hy-
brid way to construct and enhance the ID mapping. Here,
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Figure 5. Illustration of backdoor distribution.
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Figure 6. Ablation study.

we conduct an ablation study to show the effects of differ-
ent techniques for our method. The experiment adheres to
the settings outlined in Section 5.3. Fig. 6 presents the av-
erage ASR for Mirage and Mirage without enhancement.
We can find that introducing the ID mapping enhancement
significantly improves the performance of Mirage. As de-
scribed in Section 4.4, although the adversarial strategy suc-
cessfully constructs the ID mapping, the backdoors may not
fully activate the clean path, making the backdoor distri-
bution to map to the margin of the target distribution, ren-
dering it ineffective and non-persistent. Therefore, we in-
troduce the constrained optimization method to tighten the
backdoor distribution ensuring backdoor samples will not
be misidentified as the target distribution changes.

6. Discussion

6.1. Does the pixel trigger still effective?
In the previous experiments, we adopted the blend trigger
as the trigger pattern. Here, we conduct experiments with
pixel trigger to evaluate its effectiveness. The results (pre-
sented in Appendix D) shows that the pixel trigger remains
effective. According to the t-SNE analysis of the feature at-
tribution, the backdoor samples cannot aggregate together
like the blend trigger. The main reason is that the pixel trig-
ger can only activate a subset of neurons along the activation
path, while other features typically activate the paths be-
longing to their original classes. However, it still constructs
the ID mapping to the target distribution and uccessfully
embeds the backdoors for different attackers.

6.2. One-shot Mirage
Mirage can perform a one-shot attack by increasing adver-
sarial training epochs allowing the trigger directly simulates
features of the target class, like adversarial samples. How-
ever, it does not construct the persistent and effective ID

backdoor mapping, resulting in low durability and side ef-
fects on the main tasks. Therefore, we enable the model to
learn from the backdoor samples and construct the effective
and persistent ID mapping by injecting more rounds and
fewer batches to achieve high confidence classification.

6.3. Potential defense methods
According to Section 5.2, we can see that although Indica-
tor [2], the most powerful detection method for now, can
detect at least one of the three A3FL attackers, the rest can
still successfully inject the backdoor. This is because it con-
structs limited OOD mappings, succeeding only under the
assumption that the attacker constructs similar OOD map-
pings. Therefore, it cannot be as effective against dynamic
attacks (A3FL) as it is against static attacks (Chameleon,
etc.). Furthermore, for A3FL, such misdetections are suf-
ficient for the attacker to inject a persistent backdoor into
the global model. Thus, following the works with foresight
[23, 27], we urge researchers to focus on MBA and expand
their efforts to defend against it.

Our proposed Mirage does not follow the traditional
backdoor activation scheme, making it challenging for pre-
vious work to resist. This motivates us to seek solutions
to address this threat to real-world FL applications. The
advanced explainable method may effectively detect our
attack, however, detecting all backdoored models remains
challenging. Input detection may also identify our attack,
as clean samples differ from backdoored samples.

7. Conclusion
In this paper, we uncover the inherent constraints of SBAs
when extending them to MBA scenarios: non-cooperative
attackers will exclude others as they construct similar back-
door mappings. Based on this observation, we introduce
Mirage, the first non-cooperative MBA strategy in FL. Mi-
rage ensures the backdoor functions of different attackers by
constructing effective and persistent ID backdoor mappings.
Specifically, an adversarial trigger optimization method is
introduced to construct the ID mapping between backdoor
features and target distributions. Subsequently, Mirage
leverages a constrained optimization method to tighten the
ID mapping for persistence. Our comprehensive experi-
ments demonstrate that Mirage outperforms existing back-
door attacks across different settings. For future work, in-
vestigating defense methods will be our primary focus.
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A. Algorithm Outline
We describe the process of Mirage as follows:

At t-th FL round, the attacker (assuming the index of this
attacker is i) is selected by the server and receives the latest
FL global model θt. Lines 4-5 train the detector based on
the feature extractor of the current global model and the trig-
ger pattern to discriminate whether a sample is backdoored.
Lines 7-10 optimize the trigger pattern based on the detec-
tor loss (proposed in Section 4.3) and the enhancement loss
(provided in Section 4.4) for one batch of data. Lines 14-17
train the local model on the poisoned dataset and upload the
local updates to the server.

B. Datasets Details
In the experimental evaluations, we leverage three computer
vision datasets: CIFAR-10, CIFAR-100 [17], and GTSRB
to evaluate the performance of our proposed method.

CIFAR-10: The CIFAR-10 dataset consists of 60,000
32x32 color images in 10 classes, including dogs, cats, and
cars. For each class, there are a total of 6,000 samples, with
5,000 for training and 1,000 for testing.

CIFAR-100: The CIFAR-100 dataset is similar to
CIFAR-10, except it has 100 classes containing 600 images
each, with 500 training images and 100 testing images. Ad-
ditionally, these 100 classes can be grouped into 20 super-
classes, such as aquarium fish, flatfish, ray, shark, and trout,
which can be grouped into the superclass ”fish.” In this pa-
per, we use the 100 classes rather than the 20 superclasses
for evaluations.

GTSRB: The German Traffic Sign Recognition Bench-
mark (GTSRB) contains 43 classes of traffic signs, divided
into 39,209 training images and 12,630 test images, each
with a size of 32x32 pixels.

C. Different Attacker Numbers
In the previous evaluations, we demonstrated the attack per-
formance of Mirage under varying numbers of attackers,
ranging from 1 to 5, on CIFAR-10. Additionally, we con-
ducted experiments on two other datasets, and the results
are presented in Table 5. The experimental results across
different datasets are consistent, indicating that Mirage ex-
hibits high usability with varying numbers of attackers and
does not induce potential infighting among them.

D. Patched Triggers
In Section 5, we evaluate the effectiveness of Mirage based
on blend triggers [5]. Consequently, we also use a square

Dataset Attacker Number N = 1 N = 2 N = 3 N = 4 N = 5

CIFAR10

ACC (↑) 92.37 92.53 92.16 92.11 92.12
ASR (↑) 99.06 99.15 98.80 98.375 98.484

Attacker 1 99.06 99.39 99.01 98.71 98.66
Attacker 2 - 98.9 98.63 98.43 97.54
Attacker 3 - - 98.77 97.47 98.51
Attacker 4 - - - 98.89 98.18
Attacker 5 - - - - 99.53

CIFAR100

ACC (↑) 71.70 72.04 71.65 72.05 71.64
ASR (↑) 99.82 99.50 99.05 99.26 99.21

Attacker 1 99.82 99.66 99.47 99.91 99.79
Attacker 2 - 99.34 98.98 98.95 99.21
Attacker 3 - - 98.70 99.71 99.24
Attacker 4 - - - 98.48 98.65
Attacker 5 - - - - 99.16

GTSRB

ACC (↑) 96.55 96.68 96.97 96.79 96.64
ASR (↑) 99.73 99.61 99.73 99.19 99.58

Attacker 1 99.73 99.82 99.79 99.86 99.98
Attacker 2 - 99.39 99.46 99.60 99.73
Attacker 3 - - 99.94 100.00 99.98
Attacker 4 - - - 97.31 98.50
Attacker 5 - - - - 99.73

Table 5. Performance for different attack numbers N across three
datasets. The ACC and ASR represent the averages for N attack-
ers, and the detailed ASR is provided in the following items.
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Figure 7. The t-SNE of Mirage with pixel block as trigger pattern.

patch as the trigger for Mirage. In the implementation, we
set the block size to 5x5 and applied it to the top-left corner
of each sample. Aside from that, we do not change any
other parameters in the default settings. The t-SNE results
are presented in Fig 7, and the discussion is provided in
Section 6.1.
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