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Abstract

Graph Anomaly Detection (GAD) is a challenging and practical
research topic where Graph Neural Networks (GNNs) have recently
shown promising results. The effectiveness of existing GNNs in
GAD has been mainly attributed to the simultaneous learning of
node representations and the classifier in an end-to-end manner.
Meanwhile, graph pre-training, the two-stage learning paradigm
such as DGI and GraphMAE, has shown potential in leveraging
unlabeled graph data to enhance downstream tasks, yet its im-
pact on GAD remains under-explored. In this work, we show that
graph pre-training models are strong graph anomaly detectors.
Specifically, we demonstrate that pre-training is highly competitive,
markedly outperforming the state-of-the-art end-to-end training
models when faced with limited supervision. To understand this
phenomenon, we further uncover pre-training enhances the de-
tection of distant, under-represented, unlabeled anomalies that
go beyond 2-hop neighborhoods of known anomalies, shedding
light on its superior performance against end-to-end models. More-
over, we extend our examination to the potential of pre-training in
graph-level anomaly detection. We envision this work to stimulate
a re-evaluation of pre-training’s role in GAD and offer valuable
insights for future research.

CCS Concepts

« Computing methodologies — Anomaly detection; Knowl-
edge representation and reasoning.
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1 Introduction

Anomalies, also known as outliers, exceptions, or novelties, repre-
sent a small but significant portion of data that deviates markedly
from the standard, normal, or prevalent patterns [17, 39]. The iden-
tification of these anomalies is especially potent in the context of
graphs, which depict relationships or interactions across various
domains. Graphs offer a multi-dimensional perspective, uncovering
hidden connections and correlations that might be missed in the
traditional independent and identically distributed data analysis.

Traditional graph anomaly detection (GAD) methodologies, de-
pendent on manually crafted features [3, 43] and statistical models
[1, 20], struggled with identifying unknown anomalies and were
often labor-intensive. To address these challenges, there has been a
shift towards advanced techniques like deep graph representation
learning and Graph Neural Networks (GNNs). These approaches ex-
cel in distinguishing anomalies from normal data and autonomously
learn deviating patterns through the extraction of rich, expressive
representations from the graph. Moreover, several adaptations of
standard GNNs have been proposed to address several unique chal-
lenges in GAD, such as label imbalance [32], feature heterophily
[53], and relation camouflage [11].

On the other front, pre-training has emerged as a promising
technique in the rapidly evolving domain of graph learning. This
approach typically follows a two-step pipeline, starting with the
acquisition of universal knowledge from unlabeled data through
self-supervised objectives, and then applying this knowledge to
specific downstream tasks. Two prominent pre-training approaches,
contrastive learning [19, 54, 56] and predictive learning [8, 24, 51],
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have shown great potential in facilitating more competitive and
robust classification.

Nonetheless, in the field of GAD, there is a notable imbalance in
the research focus. While numerous studies explore the learning
architectures of GAD, investigations into learning paradigms, espe-
cially pretraining, are less common. For instance, a recent bench-
mark study [52] examined 29 different GAD models, but only one
of these [58] incorporated pre-training. This indicates a significant
gap in the thorough and systematic exploration of pre-training’s
effectiveness and impact on GAD. Two essential questions remain
under-explored: (1) the concrete benefits of pre-training compared
to end-to-end models trained exclusively on labeled data, i.e., when
do graph pre-training models work on GAD? (2) And the insights
under which pre-training is most effective, i.e., why do graph pre-
training models work on GAD?

In this work, we take the initiative to systematically analyze the
when and why of employing pre-training models in the context of
GAD. Through extensive experiments against a broad spectrum of
leading baselines, we uncover that, pre-training models, even em-
ployed with vanilla GNN backbone, consistently exhibit extraordi-
narily competitive performances across various real-world datasets.
Remarkably, pre-training models significantly surpass current state-
of-the-art models, including those with intricate architectures or
advanced classifiers, by a significant margin under scenarios of
limited supervision.

Our analysis further explores the mechanisms that underpin the
effectiveness of pre-training models in GAD, uncovering a strong
correlation with graph density. Motivated by these findings, we
examine the dynamics of label information propagation and empir-
ically confirm that the enhanced ability of pre-training models to
detect under-represented anomalies, located beyond 2-hop neigh-
borhoods of known anomalies, is a key factor distinguishing them
from end-to-end trained models. Furthermore, we provide empirical
evidence that the negative sampling can be regarded as the gener-
ation of ‘pseudo anomalies’, which, through contrastive learning,
aligns with the GAD objective and improves detection capabili-
ties in downstream tasks. However, these relative benefits from
the pre-training stage will diminish with increasing supervision
ratio. At last, we explore the potential of pre-training in graph-level
anomaly detection, a notably more challenging anomaly detection
task within the realm of graph-structured data.

In a nutshell, the main contributions of this work are as follows:

e To the best of our knowledge, we are the first work to sys-
tematically analyze the effectiveness of pre-training in the
context of GAD, exploring when and why graph pre-training
models work for anomaly detection.

e We provide empirical evidence highlighting the significant
advantages of employing pre-training models in GAD, par-
ticularly under conditions characterized by graphs of lower
density and limited supervision.

o Through rigorous empirical analyses of diverse real-world
datasets, we uncover the factors that impact the success
of pre-training in GAD, such as the detection of under-
represented anomalies, mechanism of pre-training pretext,
and level of supervision. These analyses provide valuable
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insights into the future integration of pre-training in GAD
tasks.

2 Related Works
2.1 Graph Anomaly Detection

Leveraging deep learning techniques in GAD has become a focal
point of recent research, yielding substantial progress. Ma et al.
[39] comprehensively reviewed the use of deep learning for de-
tecting anomalies like nodes, edges, and subgraphs in both static
and dynamic graphs. Benchmarking tools such as BOND [31] in
unsupervised settings and GADBench [52] in supervised environ-
ments have been crucial in evaluating various GAD methodologies.
Additionally, a multitude of surveys have investigated GAD’s prac-
tical applications in diverse contexts, including the identification of
anomalous accounts and bots in social networks [4], sensor faults
in IoT networks [14], fake news in social media [2, 5], and financial
fraud in transaction networks [21].

GNNs have recently gained popularity for mining graph data [16,
28, 55, 61]. To address the specific challenges of graph anomalies,
numerous adaptations of standard GNNs have been proposed [9,
10, 12, 34-36, 57, 63, 70]. Innovations such as GraphConsis [37] and
CARE-GNN [11] have been developed to counteract the camouflage
behavior of anomalies through enhanced message passing and ag-
gregation processes. Approaches like PC-GNN [32] and DAGAD
[30] tackle the issue of label imbalance by employing techniques
like imbalance-aware data sampling and graph augmentation, em-
phasizing the weight of anomalies during training. The introduction
of spectral GNNSs [15, 53] has marked a significant advancement, as-
sociating anomalies with high-frequency spectral patterns and em-
ploying versatile frequency filters to better capture the anomalies’
signals. Despite these advancements, current supervised methods
predominantly focus on developing effective GNN encoders for
node representation learning based on labels, with other potential
pre-training models remaining largely unexplored.

2.2 Graph Pre-Training

Graph pre-training models first learn universal knowledge from
unlabeled data with self-supervised objectives, and then transfer
the knowledge to deal with specific downstream tasks. Accord-
ing to the design of self-supervised objectives, graph pre-training
can be categorized into two main groups: contrastive learning and
predictive learning [33, 60]. Contrastive learning aims to align
instances from multi-views through mutual information maximiza-
tion. The majority of the research has been dedicated to the de-
sign of negative sampling and augmentation schemes, such as cor-
ruptions in DGI [56], graph diffusion in MVGRL [19], masking in
GRACE [72], latent noise in COSTA [66], and spectral augmenta-
tion in SFA [67]. Some studies have attempted negative-sample-free
learning methods. For example, BGRL [54] employs strong regu-
larization from architecture designs, and CCA-SSG [65] conducts
feature decorrelation. In contrast, predictive learning learns infor-
mative properties by information reconstruction for pretext tasks,
typically using autoencoder [22]. Early works like VGAE [27] and
ARVGA [44] utilize structural reconstruction. More recent research
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Table 1: Statistics of graph anomaly detection datasets.

Dataset # Nodes #Edges Anomaly Density Avg.Deg. Avg. Deg.(Anomaly) Relation Concept
Reddit 10,984 168,016 3.3% 0.14% 15.3 12.4 Under Same Post
Weibo 8,405 407,963 10.3% 0.55% 48.5 27.6 Under Same Hashtag
Amazon 11,944 4,398,392 9.5% 3.08% 368.3 268.1 Review Correlation
YelpChi 45,954 3,846,979 14.5% 0.18% 83.7 160.2 Reviewer Interaction
Tolokers 11,758 519,000 21.8% 0.38% 441 136.3 Work Collaboration
Questions 48,921 153,540 3.0% <0.01% 3.1 18.9 Question Answering
T-Finance 39,357 21,222,543 4.6% 1.37% 539.2 652.5 Transaction Record
Elliptic 203,769 234,355 9.8% <0.01% 1.2 1.3 Payment Flow
DGraph-Fin 3,700,550 4,300,999 1.3% <0.01% 1.2 1.2 Loan Guarantor
T-Social 5,781,065 73,105,508 3.0% <0.01% 12.6 173.2 Social Friendship

has shifted focus towards the design of decoders, including re-
masking in GraphMAE[23, 24], spectral decoder in WGDN [8], and
cross-correlation decoding in S2GAE [51].

Existing literature on graph pre-training has largely centered
around its application in general classification tasks. A recent study
by DCI [58] embarks on an initial investigation into applications
of pre-training in GAD, arguing its enhanced ability to identify
‘hard instances’ that end-to-end models often struggle to identify
Nonetheless, there still exists a discernible lack of comprehensive
and systematic examination of pre-training’s role and efficacy in
the GAD landscape.

3 Preliminaries

In this section, we begin by formalizing the problem of detecting
anomalies in graphs and then proceed to define two paradigms
for solving this problem: the end-to-end training model and the
pre-training model.

In a general scenario, we are given a static attributed graph

G = (V, A, X), which comprises the following components: (1) V =
{v1,02, .., 057} is the set of nodes; (2) A € RV*N s the adjacency
matrix where A;; € {0,1} indicates the presence or absence of an
edge between v; and v;; and (3) X € RNXD denotes the feature
matrix, where x; denotes the d-dimensional feature vector of node
v;.
Graph anomaly detection. Let V, and V}, be two disjoint sub-
sets of V, where V, consists of labeled anomalous nodes and
Vi comprises labeled normal nodes. Given a partially labeled at-
tributed graph G = (V, A, X) with the set of partial labels YL of
VYL =V, UV, our objective is to learn a predictive function

F:G6=(V,AX)~Y (1)

to identify the anomalous status YV = Y \ YL of unlabeled nodes in
YU =y \ VL. Note that authentic labels are often expensive to
obtain, we assume that the label information is only available for a
small number of nodes (i.e. |'VE| < |V]). Furthermore, there are
usually significantly fewer anomalous nodes than normal nodes (i.e.
[Va| < |Vi|). Given such, GAD can be viewed as an imbalanced
binary node classification problem, but its main focus is to identify
unusual and deviated behaviors.

In convention, the predictive function ¥ is usually divided in
to a GNN encoder gg : G — R? and a binary classifier fo -

R - {0,1}, where 6 and ¢ are the parameters to be optimized.
Specifically, gy is to encode the structure patterns into the node
representations H = g¢(G), and f; is applied on top of the node
representations to distinguish anomalous status Y = f(H). Based
on the parameter optimization schemes, the learning paradigms
of current GNN-based anomaly detection models can be classified
into two categories.

End-to-End training model. In general, an end-to-end training
model jointly optimizes the encoder gg and classifier fy by mini-
mizing the discrepancy between predictions ¥ = fp © 90(G) and
ground truth Y, using a supervised loss function Lgy .

Pre-training model. For a pre-training model, the optimization
process of encoder gy and classifier fy is decoupled into two stages:
pre-training and fine-tuning. In the pre-training stage, the encoder
go is optimized using a self-supervised loss function Lggy for pre-
texts tasks that do not rely on supervision information Y. Sub-
sequently, the classifier fy is fine-tuned using a supervised loss
function Lg; while keeping the learned encoder gy frozen.

4 Experimental Results

The following section details our thorough evaluation. We first in-
troduce evaluation configurations, followed by a systematic exami-
nation of scenarios where pre-training optimally improves GAD.

4.1 Configurations

Datasets Following the most recent benchmark GADBench [52],
here we integrated a large number of datasets across various scales
and domains. Detailed statistics are presented in Table 1. Among
these datasets, Weibo [31, 69], Reddit [29, 31], Questions [45], and T-
Social [53] are designed to detect anomalous accounts in social me-
dia networks. Tolokers [45], Amazon [11, 41], and YelpChi [11, 47]
aim to identify fraudulent workers, reviews, and reviewers on
crowd-sourcing or e-commerce platforms. T-Finance [53], Ellip-
tic [59], and DGraph-Fin [25] are financial networks containing
fraudulent users, illicit entities, and overdue loans.

Baselines. The baselines can be categorized into two groups. The
first group consists of end-to-end learning models. This group in-
cludes standard GNNs such as GCN [28], GIN [61], GNNs specif-
ically tailored for GAD including PC-GNN [32], GAT-sep [71],
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Table 2: Comparison of the AUROC score of each model in semi-supervised settings. The best and runner-up models are
highlighted in bold and underlined. Results are averaged across 10 runs. The orange/blue color indicates that pre-training

outperforms/underperforms the counterpart.

Model ‘ Reddit Weibo Amazon YelpChi T-Finance Elliptic Tolokers Questions DGraph-Fin T-Social | Average
GCN 60.37 96.13 85.14 54.66 90.90 86.96 68.32 65.03 65.32 85.22 75.90
GIN 60.03 83.82 91.61 64.46 84.51 88.24 66.84 62.21 65.73 70.42 73.79

PCGNN 52.81 83.92 93.22 65.12 92.03 87.55 67.43 59.02 68.43 69.12 73.87
GAT-sep 60.31 87.82 91.42 65.02 86.31 89.31 69.12 61.92 69.03 74.51 75.48
BWGNN 57.72 93.63 93.15 65.31 92.12 88.73 68.51 63.60 68.40 77.51 76.87

GHRN 57.51 91.62 90.92 64.51 92.63 89.02 69.01 60.52 67.12 78.73 76.16

RF-Graph 61.43 96.32 92.51 61.63 95.04 93.81 70.42 65.71 64.40 88.63 78.89
XGB-Graph | 59.23 97.42 94.71 64.08 94.82 90.92 67.54 61.41 62.36 85.20 77.77
GraphMAE | 6136  98.71 9262  68.07 92.63 8841  71.63 68.12 65.74 90.54 | 79.78
DGI 64.53 9853 9351  68.92 91.41 89.49 7149 70.71 68.43 91.38 | 80.84
Imp. Back. +4.16 +2.57 +1.90 + 4.46 +1.73 + 1.25 +3.31 +5.68 +2.70 +6.16 +4.94
Imp. SOTA +3.10 +1.29 -1.20 + 3.61 -2.41 -4.32 + 1.21 +5.00 - 0.60 + 2.75 +1.95

Table 3: Comparison of the AUROC score of each model in fully-supervised settings. The best and runner-up models are
highlighted in bold and underlined. Results are averaged across 10 runs. The orange/blue color indicates that pre-training

outperforms/underperforms the counterpart.

Model ‘ Reddit Weibo Amazon YelpChi T-Finance Elliptic Tolokers Questions DGraph-Fin T-Social | Average
GCN 62.04 98.84 85.17 58.62 94.62 81.69 73.80 68.20 75.51 96.63 79.51
GIN 61.82 98.65 95.63 73.77 92.71 83.01 74.57 68.08 74.16 94.09 81.65

PCGNN 65.41 95.14 98.01 80.82 94.03 86.50 76.63 67.66 72.76 96.91 83.38
GAT-sep 66.17 98.22 95.11 80.49 94.40 85.94 79.52 70.08 75.78 87.69 83.33
BWGNN 70.82 98.13 98.27 87.13 96.93 87.03 80.41 70.87 76.30 96.88 86.28

GHRN 61.02 99.18 98.29 84.60 96.46 89.50 80.08 72.16 76.13 97.12 85.46

RF-Graph 65.35 99.43 96.73 95.24 97.28 93.21 81.88 64.77 67.78 99.69 86.14
XGB-Graph | 6474 9929  98.74  97.37 97.15 91.78  82.85 71.02 75.83 99.76 | 87.85
GraphMAE | 68.19 99.21 97.69 86.95 94.92 85.24 79.85 74.50 76.32 96.55 85.94
DGI 71.84 99.24 97.61 86.58 94.71 87.97 80.24 74.64 76.81 97.25 86.69
Imp. Back. +9.80 +0.40 + 2.06 +13.18 +0.30 +4.96 +5.67 + 6.44 + 1.30 +0.62 +5.04
Imp. SOTA | +1.02 -0.19 - 1.04 -10.42 -2.36 -5.23 -2.61 + 2.48 +0.51 -2.51 -1.16

BWGNN [53], GHRN [15], RF-Graph, XGB-Graph [52]. The second
group comprises pre-training models. We select the representa-
tive models for both predictive and contrastive learning, including
GraphMAE [24] and DGI [56].

Evaluation protocols. In alignment with the existing anomaly
detection benchmarks [18, 52, 68], we evaluate different methods
leveraging two widely used metrics: Area Under Receiver Operating
Characteristic Curve (AUROC) and Area Under Precision-Recall
Curve (AUPRC). Among these metrics, AUROC gauges the overall
performance while AUPRC is more responsive to the prediction
ranking of anomalous nodes. To ensure a thorough evaluation, we
explore both semi-supervised and fully-supervised scenarios. For
semi-supervised settings, the training set across all datasets con-
tains 20 anomalous nodes and 80 normal nodes. For fully-supervised
settings, we adopt the configurations established by GADBench.
To ensure robustness, we conduct 10 trials with different splits

and report the average performance. To avoid the potential im-
pact of advanced classifiers, we select trivial linear classifiers for
downstream evaluation. Specifically, the embeddings learned in the
pre-training stage are frozen and then fed into a 2-layer MLP [49]
for predictions.

Implementation details. For all baselines, we use the official
implementation provided by the authors. To mitigate the impact of
GNNs’ architecture, we exclusively employ standard GNNs, specifi-
cally GCN and GIN, as the backbone candidates for pre-training. For
each dataset, we choose the better-performing model between GCN
and GIN to serve as the backbone architecture. To ensure fairness
in hyperparameter tuning, we utilize the grid search within the
predefined search space to optimize hyperparameters. Additional
information regarding model configurations, hyperparameter op-
timization, and other implementation specifics can be found in
Appendix A.
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4.2 When Pre-Training Excels in Graph
Anomaly Detection

In Table 2 and 3, we take a close look at the model performance
regarding the AUROC score after hyper-parameter tuning on each
dataset. For additional experimental results, please refer to Appen-
dix A. Our primary findings include:

Pre-training has superior performance with limited supervi-
sion. As illustrated in Table 2 and 8, pre-training with basic GNN
backbones yields notable achievements. In semi-supervised settings,
the two variants of pre-training methods, namely GraphMAE and
DGI, stand out by achieving state-of-the-art performances in com-
parison to other end-to-end learning baselines across 6 out of 10
datasets. In particular, pre-training consistently surpasses its back-
bone model trained in end-to-end manner over all datasets, show-
casing an absolute average improvement of 4.94% on AUROC, and
8.83% on AUPRC. The emphasis on AUPRC improvement against
backbones is particularly noteworthy, suggesting that pre-training
enhances the capability to predict high-confidence anomalies. In
addition, DGI presents an absolute average improvement of 1.95%
on AUROC and 0.25% on AUPRC when compared to RF-Graph, the
best end-to-end learning model in this setting, which employs the
advanced random forest classifier. In comparison to top-performing
baselines that utilize linear classifiers, BWGNN, DGI demonstrate
a significantly more substantial enhancement, with an absolute
growth of 3.97% on AUROC and 8.11% on AUPRC. Even when
evaluated against the best end-to-end models for each dataset, pre-
training exhibits variability in performance, yet it maintains an
overall absolute average improvement of 0.84% on AUROC.

Pre-training achieves comparable performance to the SOTA
model with sufficient supervision. As depicted in Table 3 and 9,
pre-training methods consistently maintain competitiveness when
compared to end-to-end learning methods in fully-supervised set-
tings. Significantly, they demonstrate an average AUROC perfor-
mance on par with XGB-Graph, the leading end-to-end learning
model in this setting. Particularly, DGI continues to achieve state-
of-the-art performances in 3 datasets. Simultaneously, DGI outper-
forms BWGNN, the leading baseline model utilizing linear classi-
fiers, with an average absolute increase of 0.41% on AUROC and
1.77% on AUPRC. Furthermore, it is essential to highlight that even
in situations of sufficient supervision, pre-training outperforms
its backbone model across all datasets, demonstrating an absolute
average improvement of 6.13% on AUROC, and 12.14% on AUPRC.
Importantly, the improvements are more pronounced than those
observed in semi-supervised settings, indicating the greater ben-
efits conferred upon a basic GNN backbone through pre-training
when provided with more supervision.

Summary. Drawing upon the results discussed, we summarize
that the integration of pre-training, even when applied to a basic
GNN backbone, consistently yields improvements in the task of
GAD. These findings undeniably affirm the effectiveness of pre-
training in the context of GAD. The pronounced benefits observed
in semi-supervised settings further suggest that pre-training models
optimally enhance GAD under the conditions of limited supervi-
sion.
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Table 4: Average improvements on AUROC score to-
wards backbone and SOTA models on graphs with dif-
ferent densities. A/V indicates that pre-training outper-
forms/underperforms the counterpart.

Setting ‘ Density ‘ Avg. Imp. Back. Avg. Imp. SOTA
Sparse 4.39A 3.62A
Semi Dense 1.82A 071V
Over-Sparse 1.98A 015V
Sparse 5.97A 081V
Fully Dense 1.09A 179V
Over-Sparse 1.88A 142V

5 Why Pre-Training Excels in Graph Anomaly
Detection

To gain deeper insights, in this section, we switch our attention
to addressing a vital question: why pre-training excels in graph
anomaly detection?

5.1 The Impact of Graph Sparsity

While pre-training models generally demonstrate promising per-
formance, they exhibit variability in performance across different
datasets. To gain insights into this variability, we first analyze the
characteristics of the datasets As depicted in Table 1, the most sub-
stantial differences among these datasets lie in their graph density
and average node degrees. Based on these properties, we categorize
the datasets into three types: Sparse Graphs, Dense Graphs, and
Over-Sparse Graphs. Sparse Graphs denote datasets with graph den-
sity below 1% and average node degrees above 2, which includes
Reddit, Weibo, YelpChi, Tolokers, Questions, and T-Social. Dense
Graphs refer to the dataset with graph density exceeding 1%, such
as Amazon and T-Finance. Over-Sparse Graphs consist of Elliptic
and DGraph-Fin characterized by extremely low graph density,
resulting in average node degrees of around 1.

To better investigate the variations in pre-training methods” per-
formance across datasets, we present the average improvements
in AUROC within each category relative to both the backbone and
best baseline models, namely RF-Graph in semi-supervised and
XGB-Graph in fully-supervised settings, as shown in Table 4. These
results highlight that pre-training methods consistently deliver sig-
nificant improvements over the baseline model across all scenarios.
Notably, the most significant improvements are observed in sparse
graphs, particularly in fully-supervised settings. When compared to
the SOTA model, we observe that when limited supervision is avail-
able, pre-training methods achieve significant positive improve-
ments on sparse graphs but fall short on the remaining datasets.
Furthermore, even in fully-supervised settings, pre-training meth-
ods present a marginal decrease of 0.81% on AUROC for sparse
graphs, which is an improvement compared to the overall absolute
decrease of 1.16% as presented in Table 3. These empirical find-
ings strongly suggest that pre-training methods tend to excel on
graphs with lower density, prompting further investigation into
the underlying factors driving these enhancements.



Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

—4#— Reddit —%=- Amazon —%~- T-Finance Tolokers DGraph-Fin
Weibo —4— YelpChi @ Elliptic —#— Questions —4#— T-Social
1.0
3
@ 0.8
o
=
g
o 0.6
(5]
=
© 0.4
<=
Q
5
0.2
29
0.0 e @eee " o . . e @
1 2 3
# Hop

Figure 1: The k-hop reachable ratio Ry, till 3-hop neighbor-
hood across all datasets.

5.2 From Sparsity to Reachable Ratio

Building upon previous investigations, our focus is primarily on
semi-supervised settings where pre-training offers the most sub-
stantial advantages. We first explore how low graph density influ-
ences the usefulness of pre-training methods.

A previous study SLAPS [13] argues that lower graph density
results in more edges receiving no supervision from labeled nodes,
thus presenting increased challenges when training GNNs in an
end-to-end manner. Motivated by these insights, we propose to in-
vestigate this problem from a more fundamental perspective, specif-
ically focusing on the propagation of label information. Notably,
in the context of GAD, normal instances significantly outnumber
anomalies. However, our primary goal is to identify anomalous
nodes, necessitating greater attention to the label information of
these anomalies. As a result, we introduce a novel metric to assess
the feasibility of propagating information from anomalous nodes
to unlabelled ones. This metric is formally defined as follows:

DEFINITION 1 (K-HOP REACHABLE RATIO). Given the set of labeled
anomalous nodes V,, the k-hop reachable ratio is defined as
U
R = |ue (Nk((vg) NVa )I’ @
1Va |
where Ni.(V,) denotes the union of the node set within the k-hop
neighborhood of each v; € V, and VY represents the set of all
unlabeled anomalies.

In essence, the k-hop reachable ratio Ry quantifies the proportion
of unlabeled anomalies reachable within the k-hop neighborhood
of labeled ones A higher Ry implies a greater likelihood of propa-
gating information from labeled anomalies to unlabeled ones. It’s
important to note that R primarily depends on graph density and
the quantity of labeled anomalies. Specifically, given a fixed num-
ber of labeled anomalies, a lower graph density presents greater
challenges in accessing more anomalous nodes within the neigh-
borhoods, consequently resulting in a lower Rg.

5.3 Pre-training Improves the Detection of
2-hop Unreachable Anomalies

To explore the association between k-hop reachable ratios and the
effectiveness of pre-training methods, we initiate our analysis by
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Figure 2: The average AUROC score of DGI in downstream
anomaly detection with different perturbation ratios used in
the pre-training stage.

assessing Ry across various datasets within our semi-supervised
framework, as illustrated in Figure 1. Notably, for Elliptic and
DGraph-Fin, we observe no significant deviations in the reach-
able ratios. We attribute this phenomenon to the extreme sparsity
of these datasets. For the remaining datasets, it can be observed
that the deviations in reachable ratios primarily occur within 1-hop
and 2-hop neighborhoods. For sparse graphs, at least one of Ry and
Ry displays significantly lower values than those of denser ones
such as T-Finance. In addition, integrating the results presented
in Table 2, we find that pre-training methods demonstrate particu-
larly pronounced improvements on datasets with Ry lower than 0.5,
such as YelpChi, Questions, and T-Social, which reports absolute
increase in AUROC of 3.61%, 5.00% and 2.75% against SOTA models,
respectively. These findings suggest that the 2-hop reachable ratio
Ry may serve as a pivotal factor in contributing to the superior
performance of pre-training methods.

As previously discussed, a lower Ry signifies not only a reduced
access to unlabeled anomalies but also a constrained propagation of
information from labeled anomalies. Consequently, there’s a higher
risk of insufficient label signals being transmitted to unlabeled
anomalies beyond 2-hop neighborhoods when GNNs are trained in
an end-to-end manner. Building on this understanding, we posit
that the superior performance of pre-training models primarily
stems from their ability to detect 2-hop unreachable anomalies in
scenarios with limited supervision. To validate our hypothesis, we
explore how different models perform in identifying anomalous
nodes across various hop neighborhoods.

To avoid ambiguity, we first categorize the anomalies in test
time based on their shortest path to the nearest labeled anomalies.
For instance, a 2”d—hop anomaly is one located in the 2"d—h0p of
the nearest labeled anomaly. To comprehensively gauge the model
capability, we conduct evaluations on four representative sparse
graphs with varying Ry values, including YelpChi, Questions, T-
Social, and Tolokers. We compare DGI with its backbone as well
as the SOTA end-to-end learning baselines for each dataset. It’s
important to note that the optimal classification threshold differs
for each model. To mitigate this potential variability, we evaluate
the anomaly detection ability by the average prediction ranking of
kth-hop anomalies.

Experimental results are presented in Figure 4. Notably, DGI
consistently exhibits competitive anomaly identification ability
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Figure 3: The 2-hop reachable ratio R; with different number
of labeled anomalies across all datasets.

across different hop distances. Particularly noteworthy are the sub-
stantial enhancements observed in detecting anomalies outside
the 2-hop neighborhood of labeled anomalies, with performance
gains ranging from 5% to 15%. In contrast, while SOTA baselines
excel in detecting well-represented 1%¢-hop and 2"?-hop anomalies,
their performance dramatically deteriorates for anomalies located
at least 2 hops away from labeled anomalies. It is worth noting
that, the backbone model, a vanilla GNN, even exhibits a strong
detection ability of 15¢-hop anomalies in YelpChi when compared
to its pre-training counterpart. These observations provide strong
empirical support for our hypothesis that the superior performance
of pre-training methods is mainly attributed to its improvement in
detecting 2-hop unreachable anomalies. Furthermore, they also sig-
nify that end-to-end learning methods tend to disproportionately
focus on nearby anomalies while disregarding under-represented
anomalies.

5.4 Key Factors Influencing the Success of
Pre-training

Besides outperforming the SOTA models, it is imperative to ac-
knowledge that the pre-training yields significant advancements for
basic backbone GNNs trained in an end-to-end manner. In essence,
the success of pre-training heavily relies on the design of pretext
tasks. We note that the negative sampling in DGI is akin to gener-
ating data dissimilar to the original inputs. This process, we posit,
is not merely a contrastive mechanism but rather the creation of
‘pseudo anomalies’. In the pre-training stage, the model is tasked
with discerning between ‘normal’ and ‘perturbed’ data representa-
tions, thereby mirroring the anomaly detection it will later perform.
To validate our hypothesis, we explore how different shuffling ratios
for negative sampling in DGI affect the performance of downstream
anomaly detection.

Experimental results for all sparse graphs are depicted in Fig-
ure 2. Notably, DGI displays a consistent improvement with the
increase in perturbation ratios. For Reddit and YelpChi, there is
an upward trend, indicating enhanced detection ability through
learning from highly perturbed data during the pre-training stage.
However, Tolokers and Questions exhibit a plateau effect beyond a
certain perturbation threshold, suggesting a limit to the benefits
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of distinguishing perturbed data. These findings provide empir-
ical support for our hypothesis that the introduction of ‘pseudo
anomalies’ via negative samples during pre-training enhances the
model’s downstream anomaly detection capabilities.

In addition, drawing from our analyses, we posit that the in-
creased number of labeled anomalies may reduce the relative ad-
vantage obtained from the pre-training stage, eventually being
overshadowed by direct supervision. To gain a deeper understand-
ing, we illustrate the variations in the 2-hop reachable ratio Ry and
the performance of various models under varying quantities of
labeled anomalies, as depicted in Figures 3 and 5 respectively. It can
be observed that the advantages conferred by pre-training are most
evident when only a single labeled anomaly is available. However,
as the number of labeled anomalies increases, these advantages over
the SOTA models rapidly diminish. Particularly, as Ry approaches
1, the pre-training method exhibits inferior performance compared
to SOTA models. These observations offer empirical validation for
our assumption, further indicating that pre-training is well-suited
for scenarios with extremely limited supervision.

Summary. Our study primarily unveils the superior performance
of pre-training methods in sparse graphs. Further probing into
this observation, we introduce the k-hop reachable ratio Ry as a
pivotal metric to evaluate the potential for information propagation.
Through empirical investigation, we establish that the proficiency
of pre-training methods predominantly arises from its ability to
detect 2-hop unreachable anomalies, with its impact diminishing as
Ry approaches 1. Our analyses indicate that pre-training is preferred
for GAD in scenarios characterized by sparse graphs and limited
supervision, which is indeed commonly encountered in real-world
applications. For additional experimental results, please refer to
Appendix A.

6 Potential of Pre-Training in Graph-Level
Anomaly Detection

Motivated by the demonstrated successes outlined in prior analyses,
we endeavor to explore the potential of pre-training for graph-level
anomaly detection.

Graph-level anomaly detection. Similar to node-level task, given
a collection of attributed graphs G = {G; = (V}, A;, Xi)}f\:’1 with
the set of partial labels, our objective is to identify whether an
individual graph G; is anomaly or not.

Compared to node-level anomaly detection, graph-level anomaly
detection presents heightened complexities due to anomalies poten-
tially stemming from unique spatial structures and nodal attributes
within individual graphs, as well as cross-graph structural and at-
tribute patterns. If pre-training can continue to excel in graph-level
anomaly detection, it may offer valuable insights for future research
directions. Motivated by our previous findings, we mainly focus on
semi-supervised scenarios here. In the following context, we pro-
vide an empirical study of the effectiveness of pre-training models
in graph-level anomaly detection.

Configurations. Following the previous works [40, 68], we select
7 public datasets from TUDataset [42] and downsample one specific
class, retaining only 10% of its data samples, to serve as anomalies,
as detailed in Table 10 in the Appendix A. Specifically, DD [50]
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Table 5: Comparison of the AUROC score of each model for the graph-level task. The best and runner-up models are high-
lighted in bold and underlined. Results are averaged across 5 runs. The orange/blue color indicates that pre-training outper-

forms/underperforms the counterpart.

Model DD IMDB-B REDDIT-B  PROTEINS AIDS NCI1 Mutagenicity ‘ Average
GCN 63.79 43.68 53.44 39.98 81.39  57.85 67.64 58.25
GIN 42.24 53.72 53.50 60.38 95.66  62.61 68.21 62.33

OCGIN 49.54 57.48 68.13 53.55 97.73  58.72 41.88 61.00

OCGTL 76.51 61.36 86.21 62.82 97.03  59.10 41.99 69.29

GLocalKD 67.66 69.10 76.38 68.29 95.96  58.29 57.62 70.47
iGAD 61.51 44.62 71.81 51.65 96.18  59.06 68.34 64.74
GmapAD 54.05 46.00 57.07 28.40 96.64  58.44 45.52 55.16
GraphMAE | 78.21 59.79 73.58 64.83 98.40  64.07 70.18 72.72
DGI 79.22 61.95 68.35 57.93 98.07 64.85 70.68 71.58
Imp. Back. | + 1543  +8.23 +20.08 +4.45 +2.74 +2.24 +2.47 +10.39
Imp. SOTA | +2.71 -7.15 -12.63 - 3.46 +0.67 +2.24 +2.34 +2.25

and PROTEINS [6] are designed to identify enzymes within protein
structure graphs. Mutagenicity [26], AIDS [48], and NCI1 [50] aim
to detect mutagens, HIV activity, and anti-HIV inactivity among
molecular networks. IMDB-BINARY [7] and REDDIT-BINARY [62]
concentrate on identifying different movie genres and subreddit
types within social networks. The end-to-end learning baselines are
GNN s designed for graph-level anomaly detection including OC-
GIN [68], OCGTL [46], GLocalKD [38], iGAD [64], GmapAD [40].
We mainly explore semi-supervised scenarios where the training

ratio is set to be 5% as suggested by [11, 68]. We report the av-
erage performances of 5 runs to ensure robustness. To maintain
consistency, the remaining configurations are identical to the node-
level tasks. Further details, including model configurations and
hyperparameter optimization, are provided in Appendix A.

Results analysis. As depicted in Table 5 and 11, pre-training
models continue to exhibit promising performance, achieving state-
of-the-art results when compared to other end-to-end learning base-
lines across four out of seven datasets. Notably, pre-training models
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consistently outperform the backbone model across all datasets,
yielding more significant improvements compared to those ob-
served in node-level tasks, with an absolute increase of 10.39%
on AUROC and 7.69% on AUPRC. Particularly, more pronounced
enhancements are observed in protein structure graphs and so-
cial networks, which significantly surpass those seen in molecular
graphs. This discrepancy may be attributed to the larger scale and
high average node degrees of these two types of graphs, as evi-
denced in Table 10. This may suggest that pre-training methods
can leverage abundant additional information from the pretext task
to aid anomaly detection in such cases. When compared to GLo-
calKD, the best GNN:ss tailored for graph-level anomaly detection,
pre-training methods present an absolute increase of 2.25% on AU-
ROC and 2.56% on AUPRC. In summary, even with a trivial GNN
backbone, pre-training continues to strive in graph-level anomaly
detection under limited supervision.

7 Conclusion

In this paper, we conduct a systematic study to explore the crucial
problems: when and why pre-training models excel in GAD, demon-
strating through rigorous experiments that pre-training, even with
basic GNN architectures, significantly outperforms state-of-the-art
models under limited supervision. Our investigation reveals a crit-
ical correlation between pre-training success and graph density,
We further uncover the superiority of pre-training against end-to-
end training stems from the enhanced detection of distant, under-
represented, unlabeled anomalies that go beyond 2-hop neighbor-
hoods of known anomalies. Additionally, we show that negative
sampling creates ‘pseudo anomalies’, enhancing detection in down-
stream tasks, although the benefits decrease with more supervision.
Moreover, we explore and validate the potential of pre-training in
the more complex task of graph-level anomaly detection. Our study
provides valuable insights to re-evaluate the role of pre-training in
GAD.
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Hyperparamters settings. Table 6 provides a comprehensive list
of search spaces of all hyperparameters. For all configurations, we
retain the model that yields the best AUPRC score on the validation
set and report the corresponding test performance.

Table 6: Default hyperparameters and search space for all
models.

Hyperparameter Default value Search Space

learning rate 0.005 [0.01, 0.005, 0.001]
hidden dimension 32 [32,64]
layers 2 [1,2,3]
activation ReLU [ReLU, LeakyReLU, Tanh]
epochs 200 [100, 200, ..., 1000]

Implementation specifications. To ensure a comprehensive
evaluation and maintain fairness across a broad spectrum of models,
all baseline models are reproduced in the same environment with
PyTorch 1.13, PyTorch Geometric 2.4, and DGL 1.1.

Computational hardware. Specifically, all our experiments were
carried out on a Linux server equipped with an AMD EPYC 7763
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64-Core CPU processor, 256GB RAM, and an NVIDIA RTX A6000
GPU with 48G memory.

Additional experimental results. In terms of the train-test split
in fully-supervised scenarios, please refer to Table 7. For the results
of AUPRC scores across both settings, please refer to Table 8 and 9
respectively. For graph-level anomaly detection, we present the
data statistics in Table 10 in which the specific class chosen to be
downsampled as anomaly is highlighted. For the results of AUPRC
scores for graph-level tasks, please refer to Table 11.

Table 7: Additional information of graph anomaly detection
datasets.

Dataset Train Ratio Detailed Feature Description
Reddit 40% LIWC text embedding for posts
Weibo 40% Bag-of-words features from posts
Amazon 70% Hand-crafted user features and statistics
YelpChi 70% Hand-crafted review features and statistics
Tolokers 50% User profile with task performance statistics
Questions 50% FastText embeddings for user descriptions
T-Finance 40% User profile details such as registration days
Elliptic 50% Timestamps and transaction information
DGraph-Fin 70% Timestamps and user profiles details
T-Social 40% User profile details such as logging activities
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Table 8: Comparison of the AUPRC score of each model in semi-supervised setting. The best and runner-up models are
highlighted in bold and underlined. Results are averaged across 10 runs. The orange/blue color indicates that pre-training
outperforms/underperforms the counterpart.

Model ‘Reddit Weibo Amazon YelpChi T-Finance Elliptic Tolokers Questions DGraph-Fin T-Social | Average

GCN 467  89.01  32.83 16.47 71.40 4369 3731 9.12 2.27 40.74 34,75
GIN 434 6762 6641 26.25 44.83 4012 31.82 6.74 2.04 7.07 29.72
PCGNN 344 6933 8192 25.03 58.12 4032 3391 6.42 2.41 8.02 32.89
GAT-sep | 463 7652  80.93 24.43 34.22 46.82  33.63 7.42 2.43 10.43 32.15
BWGNN | 422 8062 8173 2374 60.93 4344 3533 6.53 2.27 15.92 35.47
GHRN 424 7703 80.72 23.81 63.44 4421 3591 6.51 2.33 16.23 35.44
RF-Graph | 439 7370  70.72 23.62 81.12  80.53 3581 10.14 1.98 5133 | 4333
XGB-Graph | 4.09 8291  84.38 2486 78.36 7721 32.08 7.76 1.91 40.62 43.42
GraphMAE | 522 9413 7522  29.49 75.14 5417 3933 8.94 2.24 45.11 42.90
DGI 532  94.04 7851  29.02 70.83 50.14  39.59 11.33 2.43 4562 | 43.58
Imp. Back. | +0.65 +503 +1210  +3.24 +374  +1545  +2.28 +221 +0.16 +488 | +8.83
Imp. SOTA. | + 065 +503  -587  +3.24 -5.98  -2198  +2.28 +1.19 0.00 2571 | +0.16

Table 9: Comparison of the AUPRC score of each model in fully-supervised setting. The best and runner-up models are
highlighted in bold and underlined. Results are averaged across 10 runs. The orange/blue color indicates that pre-training
outperforms/underperforms the counterpart.

Model ‘Reddit Weibo Amazon YelpChi T-Finance Elliptic Tolokers Questions DGraph-Fin T-Social | Average

GCN 463 9464 4565 20.88 78.22 2537 4057 14.06 3.80 76.35 40.41
GIN 641 9167 8461 33.63 78.35 2621 4036 13.68 3.47 60.79 43.92
PCGNN 773 89.07  89.33 44,51 83.31 4266 4485 15.59 3.42 80.29 50.08
GAT-sep | 7.19 9340 8472 4549 84.01 2635  46.66 17.90 3.84 33.39 44.28
BWGNN | 832 9401 9148 6153 89.38 2931 49.58 18.57 3.97 78.93 52.51
GHRN 466 9527  89.52 55.42 87.60 4390 4745 1831 3.80 86.78 53.27
RF-Graph | 513  96.95 9053  83.92 89.23 78.86 5234 14.44 2.15 97.63 | 6112
XGB-Graph | 529  97.06  93.33 9111 90.12 7778 53.92 18.19 3.79 9734 | 62.79
GraphMAE | 727 9413 8826 60.83 81.61 50.66  50.67 15.41 3.48 75.32 52.76
DGI 9.16 9652  88.92 58.71 79.72 59.14  50.95 15.95 3.54 79.11 54.18
Imp.Back. | +2.75 +1.88  +3.65 +27.20  +3.26  +3293 +1038  +1.89 -0.26 +276 | +10.26
Imp. SOTA. | +084 -054 -506 -3028 -850  -1972  -297 - 2.62 -0.43 - 1852 | -8.61
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Table 10: Statistics of graph-level anomaly detection datasets.

Dataset Domain Class # Graphs # Sampled Graphs Avg. # Nodes Avg. # Edges Avg. Degree
DD Protein structure (1) ?1595; 46897 ?25323 l889086..86 ig;
IMDB-B Social networks (l) zgg 55000 ?gi 12;2 z;
REDDIT-B Social networks (l) 1838 1100000 g;lzlsf) 1:1791.‘19 33;1
PROTEINS  Protein structure (l) 461:2 46560 252(.)9 18838..11 223
AIDS Molecular (1) 1460000 1280 ?(7); 282 iéz
NCI1 Molecular (1) ;823 2200557 izg; ggz 31;
Mutagenicity Molecular (1) ?32; 1294306 ;?z 223 2(1)

Table 11: Comparison of the AUPRC score of each model for the graph-level task. The best and runner-up models are
highlighted in bold and underlined. Results are averaged across 5 runs. The orange/blue color indicates that pre-training
outperforms/underperforms the counterpart.

Model | DD  IMDB-B REDDIT-B PROTEINS AIDS NCI1 Mutagenicity | Average
GCN 18.05  12.05 17.34 13.59 48.02  11.66 22.11 20.40
GIN 13.05  16.02 28.81 21.13 86.74  13.66 24.1 29.07

OCGIN 19.24  13.07 34.17 24.29 95.62  11.10 9.07 29.51

OCGTL 2994  13.60 53.30 27.59 9551  10.52 8.91 34.20

GLocalKD | 2209  22.70 28.52 23.31 4436 11.29 12.25 23.50
iGAD 2201 1132 47.48 19.36 86.74  14.00 25.15 32.29
GmapAD | 12.86 8.80 46.92 8.51 7042 12.37 12.16 24.58
GraphMAE | 31.17  17.95 42.25 27.28 97.18  16.14 2536 36.76
DGI 3330  19.27 41.40 25.41 93.82  15.19 27.10 36.50
Imp. Back. | + 1525  +3.25 +13.44 +615  +1044 +248 +3.00 +7.69
Imp. SOTA. | +3.36  -343 -11.05 031 +1.56  +2.14 +1.95 +2.56
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