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Abstract

Synthetic control is a causal inference tool used
to estimate the treatment effects of an interven-
tion by creating synthetic counterfactual data.
This approach combines measurements from
other similar observations (i.e., donor pool) to
predict a counterfactual time series of interest
(i.e., target unit) by analyzing the relationship
between the target and the donor pool before
the intervention. As synthetic control tools are
increasingly applied to sensitive or proprietary
data, formal privacy protections are often re-
quired. In this work, we suggest the first algo-
rithms for differentially private synthetic control
with explicit error bounds based on the analysis
of the sensitivity of the synthetic control query.
Our approach builds upon tools from non-private
synthetic control and differentially private empir-
ical risk minimization. We empirically evaluate
the performance of our algorithms and show fa-
vorable results in a variety of parameter regimes.

1 INTRODUCTION

The fundamental problem of causal inference is that for an
individual unit, we can only observe one of the relevant
outcomes — with a particular treatment or without (Rubin,
1974). To estimate the (causal) effect of a treatment, one
has to produce a counterfactual of the test arm, which is
typically done at a population- and distributional-level via
randomized control trials (RCTs) and A/B testing, yield-
ing average treatment effects. However, controlled trials
are often impossible to implement, and only observational
data are available. Synthetic control is a powerful causal
inference tool to estimate the treatment effect of interven-
tions using only observational data. It has been used both at
an aggregate population level (e.g., countries/cities/cohorts
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of patients etc.), as well as at an individual unit level (Am-
jad et al., 2019; Agarwal et al., 2021a), and has been called
“arguably the most important innovation in the policy eval-
uation literature in the last 15 years” (Athey and Imbens,
2017).

Recently, synthetic control has increasingly been used in
clinical trials where running a randomized control trial
presents logistical challenges (e.g., rare diseases), or ethi-
cal issues (e.g., oncology trials enrolling patients for place-
bos with life threatening diseases) (Thorlund et al., 2020).
Synthetic control has been successfully used to achieve reg-
ulatory approval for new medical treatments for lung can-
cer (Petrone, 2018) and rare forms of leukemia (Gokbuget
et al., 2016), where RCTs would otherwise have been im-
possible. Since these synthetic control analyses are de-
ployed in real-world medical applications, preserving pri-
vacy of sensitive patient data is paramount.

Differential privacy by Dwork et al. (2006) has emerged as
the de facto gold-standard in privacy-preserving data anal-
ysis. It is a mathematically rigorous parameterized pri-
vacy notion, which bounds the maximum amount that can
be learned about any data donor based on analysis of her
data. Differentially private algorithms have been designed
for a wide variety of optimization, learning, and data-driven
decision-making tasks, and have been deployed in practice
by several major technology companies and government
agencies. Despite the growing maturity of the differen-
tial privacy toolkit, the pressing need for a private synthetic
control solution has thus far gone unaddressed.

In this paper, we propose the first algorithms for dif-
ferentially private synthetic control (Algorithm 2 and 3).
These two algorithms naturally extend existing non-private
techniques for synthetic control by first privately estimat-
ing the regression coefficients f that relate a (target) pre-
intervention observation of interest Ypre to other simi-
lar (donor) observations X,,... This is done using output
perturbation and objective perturbation techniques for dif-
ferentially private empirical risk minimization (DP-ERM)
by Chaudhuri et al. (2011) and Kifer et al. (2012). The
algorithm then combines the private regression coeffi-
cients f with privatized post-intervention donor observa-
tions Xpost (also via output perturbation) to predict the
post-intervention target outcome Ypost = X;)St f .
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We provide privacy and accuracy guarantees for each algo-
rithm. For privacy (Theorems 3.1 and 3.4), although our
algorithmic techniques rely on existing approaches, prior
results on privacy do not apply in our setting. DP meth-
ods add noise that scales with the sensitivity of the function
being computed, which is defined as the maximum change
in the function’s output that can be caused by changing a
single donor’s data. However, synthetic control performs
a regression in a vertical way, treating each time point,
rather than one donor’s data point, as one sample — thus,
the transposed setting changes the definition of neighbor-
ing databases, completely altering the impact of a single
donor’s data. The majority of our privacy analysis is de-
voted to computing sensitivity of this new method.

For accuracy guarantees (Theorems 3.2 and 3.5), we bound
the root mean squared error (RMSE) of the algorithm’s out-
put compared to the post-intervention target signal. Our
bounds are comparable to those for non-private synthetic
control (e.g., Amjad et al. (2018)), and in Section C.1.1,
we explicitly show that the RMSE of our algorithm rel-
ative to a non-private version is only greater by a factor
of O(1/e) for output perturbation, which is unavoidable in
most analysis tasks. To better interpret our bounds in terms
of natural problem parameters such as number of samples
and length of observations, we also provide Corollaries C.5
and E.2, which give explicit closed-form upper bounds on
the RMSE under mild assumptions on the underlying data
distribution.

1.1 Related Work

Synthetic Control. Synthetic control (SC) was originally
proposed byAbadie and Gardeazabal (2003) to evaluate the
effects of intervention by creating synthetic counterfactual
data. Its first application was measuring the economic im-
pact of the 1960s terrorist conflict in Basque Country, Spain
by combining GDP data from other Spanish regions prior to
the conflict to construct a synthetic GDP dataset for Basque
Country in the counterfactual world without the conflict.
Synthetic control has since been applied to a wide array of
topics such as estimating the effect of California’s tobacco
control program (Abadie et al., 2010), estimating the ef-
fect of the 1990 German reunification on per capita GDP
in West Germany (Abadie et al., 2015), evaluating health
policies (Kreif et al., 2016), forecasting weekly sales at
Walmart stores (Amjad et al., 2019), and predicting cricket
score trajectories (Amjad et al., 2019).

The core algorithm of synthetic control lies on finding
a relationship between the target time series (e.g., GDP
of Basque Country) and the donor pool (e.g., GDP of
other Spanish regions). The original method by Abadie
and Gardeazabal (2003) used linear regression with a sim-
plex constraint on the weights: the regression coefficients
should be non-negative and sum to one. Since its first intro-

duction, the synthetic control literature has evolved to in-
clude aricher set of techniques, including tools to deal with
multiple treated units (Abadie and L'Hour, 2021; Dube and
Zipperer, 2015), to correct bias (Abadie and L’Hour, 2021;
Ben-Michael et al., 2021), to use Lasso and Ridge regres-
sion instead of linear regression with simplex constraints
(Doudchenko and Imbens, 2016; Amjad et al., 2018), and
to incorporate matrix completion techniques (Athey et al.,
2021; Amjad et al., 2018, 2019). See a review paper by
Abadie (2021) for a detailed survey of these techniques.

The most relevant extension for our work is robust syn-
thetic control (RSC) by Amjad et al. (2018), which com-
prises of two steps: first de-noising the data via hard singu-
lar value thresholding (HSVT), and then learning and pro-
jecting via regression. It assumes a latent variable model
and applies HSVT before running the regression, which re-
duces the rank of the data. RSC also relaxes the simplex
constraints on the regression coefficients and applies un-
constrained Ridge regression. Because of the de-noising
step, RSC can be viewed as an instantiation of principal
component regression (PCR) and the possibility of differ-
entially private PCR has been briefly discussed by Agarwal
et al. (2021b). However, no formal algorithm or analysis
has been put forth until this paper.

Differentially Private Empirical Risk Minimization.
Chaudhuri et al. (2011) first proposed methods for differ-
entially private empirical risk minimization (ERM) for su-
pervised regression and classification. Our first algorithm
uses the output perturbation method by Chaudhuri et al.
(2011), which first computes coefficients to minimize the
loss function between data features and labels, and then
perturbs the coefficients using a high-dimensional variant
of the Laplace Mechanism by Dwork et al. (2006). Our
second algorithm uses the objective perturbation method
by Chaudhuri et al. (2011) and Kifer et al. (2012), which
adds noise directly to the loss function and then exactly op-
timizes the noisy loss. This method tends to provide better
theoretical accuracy guarantees but requires the loss func-
tion to satisfy additional structural properties. These meth-
ods were later extended by Bassily et al. (2014) to include
gradient perturbation in stochastic gradient descent, which
uses a noisy version of randomly sampled points’ contri-
bution to the gradient at each update. This technique pro-
vides tighter error bounds, assuming Lipschitz convex loss
and bounded optimization domain. Wang et al. (2017) fol-
lowed up with a faster gradient perturbation algorithm that
provided a tighter upper bound on error and lower gradient
complexity.

Although the framework by Chaudhuri et al. (2011) is
more general, the analysis and applications focused only
on methods for binary classification. The analysis was later
extended to include ridge regression by Cummings et al.
(2015), which we use in our algorithms. Our algorithms
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for differentially private synthetic control apply DP-ERM
methods to a ridge regression loss function. However, syn-
thetic control applies regression in the transposed dimen-
sion of the data (i.e., along columns rather than rows of the
database), while privacy protections are still required along
the rows, which requires novel analysis to ensure differen-
tial privacy and accuracy.

2 MODEL AND PRELIMINARIES

In this section, we first present our model (Section 2.1)
and then provide relevant background on synthetic control
(Section 2.2) and differential privacy (Section 2.3).

2.1 Our Model

Our model follows the synthetic control framework illus-
trated in Figure 1. We consider a database X € R™*T also
called the donor pool. The donor pool X consists of n time
series, each observed at times ¢ = 1,...,7T. We denote
the column vectors of X as a1, --xr € R", where each
x4 contains observations from all donor time series at time
t. We assume an intervention occurred at a known time
To + 1 < T. The first T columns of X are collectively
referred to as X, and the remaining 7' — T columns
from data after the intervention are collectively denoted
Xpost, respectively corresponding to the pre- and post-
intervention donor data. We are also given a farget unit

y € R”, which can be divided as yYpre = (y1,--., Y1)
and Ypost = (yTo+17 ce. 7yT)'
t=123 Ty To+1 - T
Target unit Ypre Ve

Donor 1 X1t

Donor 2 Xot
Donor pool Xpre . Xpost

Donor n Xnt

Figure 1: General data structure for synthetic control. The
donor pool (X) and the target unit (y) are divided into pre-
and post-intervention periods. Synthetic control first per-
forms a vertical regression using the pre-intervention col-
umn vectors x; as features for the label y, for ¢ € [T}]
to estimate regression coefficients f, and then uses this
to project the post-intervention column vectors and predict

yposto

The underlying assumption is that time series in the donor
pool that behave similarly to y before the intervention will
remain similar after the intervention. In this paper, we use
the latent variable model, the same as Amjad et al. (2018),

for the underlying distribution of the data. Our donor data
and target data are noisy versions of the true signal (denoted
M and m respectively), and can be written as follows:

X=M+12Z, y=m+ z, nH

where Z € R™*T is a noise matrix where each element is
sampled i.i.d. from some distribution with zero-mean, o--
variance, and support [—s, s, and z € R7 is a noise vector

with elements sampled from the same distribution.

The signals M and m can be expressed in terms of a latent
function g:

M; s = g(aivpt) my = 9(007pt) , Vi € [n]vt € [T}v

where 6; and p, are latent feature vectors capturing unit
¢’s and time ¢’s intrinsic characteristics, respectively. We
note that if the intervention is effective, one would expect
to see a change in p; before and after 7y. We make no
assumptions on the latent function g, except in Sections C.2
and E.2, where we assume M is low rank, i.e., rank(M) =
k for some k < min{n,T'}.

Finally, we assume a linear relationship between the fea-
tures of M, ; and the label m;, at all times ¢ € [Tp]; that is,
there exists an f € R” such that,

my =Y M;yf;, forallte [Ty). 2)

i=1

We assume that all entries of X, M, y, and m lie in a
bounded range, which we rescale to [—1,1] WLOG, and
that f has ¢;-norm bounded by 1, as is standard in the syn-
thetic control literature (Abadie and Gardeazabal, 2003).
Formally, we assume:

|z <1,|M; | <1Vt e[T], i€ [n],
n

el < L fme| < 1VE € [T], and [|fll = Y 1ful < 1.

k=1
(3)

2.2 Synthetic Control

The goal of synthetic control is to predict Ypost given X
and ypre. The general approach, outlined in algorithm 1,
is to first use the pre-intervention data Dy := (Xpre, Ypre)
to learn an estimate f of the true coefficient vector f. For
each t € [Tp), the column vector &¢ = (X1 4, , Xp )"
is treated as a feature vector for label y;. This setup dis-
tinguishes synthetic control from the classic regression set-
ting, as the regression is performed vertically rather than
horizontally. The estimate f is then used along with the
post-intervention donor data to predict the counterfactual
outcome of the target: Jpost = XpTost f, where §j; = x, f
Vte{To+1,---,T}
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Algorithm 1 Synthetic control framework (X, ypre, 10, J)

Divide X into pre- and post-intervention observations

X = (Xprea Xpost)

1,1 o T1,Ty T1,Ty+1 1,17

Tn,a1 - Tn, Ty Tn, To+1 Tn, T

Step 1: Learn regression coefficients

~

f = arg min J(f, Xprea ypre)
fERn

Step 2: Predict y,,,5¢ via projection
Output Gpost = X o f € RT 10

When synthetic control is used for evaluating treatment ef-
fects, it is assumed that the target received a different treat-
ment from the donor pool, and the goal is to predict the
counterfactual outcome under the alternative treatment. In
this case, the treatment effect is evaluated as the difference
between the observed ypos¢ and the counterfactual predic-
tion Ypost. Even if no intervention occurred at time Tp + 1
(or if the target received the same treatment as the donor
pool), then synthetic control can also be used to predict
future observations of the target time series. In that case,
accuracy can be measured as the difference between the
actual observation Ypos¢ and the predicted §pose. While
the former task is the more common use-case for synthetic
control, we focus our attentions in this work on the latter, in
order to cleanly evaluate accuracy of our algorithms’ pre-
dictions without confounding treatment effects.

The original synthetic control work by Abadie and
Gardeazabal (2003) learned regression coefficients using
ordinary linear regression with a simplex constraint on f' ,
e, fi > 0Viec [n] and Zie[n]ﬁ = 1. Later works
by Amjad et al. (2018, 2019); Doudchenko and Imbens
(2016); Ben-Michael et al. (2021) used penalties such as
Lasso, Ridge, and elastic net regularizers.

In this work, we use Ridge regression—with empirical
loss L(f; X,y) = T%Hy — X T f]/3 and an ¢y regularizer

r(f) = ﬁ” f||3—to estimate f, which corresponds to
the following regularized quadratic loss function:

J(f;D) = L(f: Xpres Ypre) +7(f) “)

2.3 Differential Privacy

Differential privacy by Dwork et al. (2006) ensures that
changing a single user’s data will have only a bounded ef-
fect on the outcome of an algorithm. Specifically, it ensures
that the distribution of an algorithm’s output will be similar
under two neighboring databases that differ only in a sin-

gle data record. In the synthetic control setting, where the
analysis goal is to predict the post-intervention target unit
Ypost Using the donor pool X and its relationship to Ypre,
we aim to predict privacy of data records in X but not ypye,
since the target will know their own pre-intervention data.
Note that this is similar to the notion of joint differential
privacy by Kearns et al. (2014), where personalized outputs
to each user need not be private with respect to their own
data, only to the data of others. Thus databases D = (X, y)
and D’ = (X', y) are considered neighboring in our setting
if X and X’ differ in at most one row and have the same
target unit y.

Definition 2.1 (Differential privacy (Dwork et al., 2006))
A randomized algorithm M with domain D is (e,9)-
differentially private for all S C Range(M) and for all
pairs of neighboring databases D, D’ € D,

Pr[M(D) € 8] < exp(e) Pr[M(D’) € 8] + 4,

where the probability space is over the coin flips of the
mechanism M. If § = 0, we say M is e-differentially pri-
vate.

Definition 2.2 (¢, sensitivity) The (s sensitivity of a
vector-valued function f, denoted A f, is the maximum £-
norm change in the function’s value between neighboring
databases:

Af =

max
D, D’ neighbors

£ (D) = F(D)]l2-

A common method for achieving e-differential privacy for
vector-valued functions is the high-dimensional Laplace
Mechanism by Chaudhuri et al. (2011), which privately
evaluates a function f on a dataset D by first evaluating
f(D) and then adding a Laplace noise vector v sampled

according to density p(v;a) o« exp (— %), with param-

eter a = %. Note that this is an extension of the (single-
dimensional) Laplace Mechanism by Dwork et al. (20006),
which would add Laplace noise with parameter A f /e to
achieve e-DP for real-valued queries. Alternatively, one
can add Gaussian noise of mean 0 and standard deviation

at least 1/21n(1.25/5)A f /e to achieve (¢, ¢)-DP.

Differential privacy is robust to post-processing, meaning
that any downstream computation performed on the out-
put of a differentially private algorithm will retain the same
privacy guarantee. DP also composes, meaning that if an
(€1, 01)-DP mechanism and an (eg, d3)-DP mechanism are
performed on the same database, then the entire process is
(61 + €9,01 + 52)-DP.

3 DIFFERENTIALLY PRIVATE
SYNTHETIC CONTROL (DPSC)

In this section, we present two algorithms for differen-
tially private synthetic control, DPSC,,; (Algorithm 2)
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and DPSC; (Algorithm 3). Similar to non-private syn-
thetic control algorithms (e.g., Algorithm 1), both algo-
rithms are divided into two high-level steps: first the al-
gorithm learns an estimate of the regression coefficients
f, and then it uses these coefficients to predict the post-
intervention target unit Ypos¢. 1o ensure differential pri-
vacy of the overall algorithm, both of these steps must be
performed privately. The second step remains the same for
both, and only the first part differs: DP.SC,,,; adds privacy
noise directly to the output of the algorithm (output pertur-
bation), whereas DPSC,;; perturbs the objective function
and minimize the noisy objective (objective perturbation).

3.1 DPSC via Output Perturbation DPSC,,;

Our first algorithm is DPSC,,; (Algorithm 2), which uti-
lizes output perturbation to achieve differential privacy.
The learning step of this algorithm formalizes synthetic
control as an instance of empirical risk minimization with
the Ridge regression loss function given in Equation (4).
This enables us to apply the Output Perturbation method
by Chaudhuri et al. (2011) for DP-ERM. The algorithm
first learns non-private regression coefficients f"°9 as in
Algorithm 1. It then samples a noise vector v from
a high-dimensional Laplace distribution with parameter
Afr9 /ey, as described in Section 2.3. Finally, the pri-
vatized regression coefficient vector is fo%t = f7¢9 + v.

The prediction step uses this coefficient vector to pre-
dict Ypost. A simple approach would be to directly pre-
dict Ypost = XpTost fout; however, this approach would
not provide privacy for the post-intervention donor data
Xpost- Instead, we again apply the high-dimensional
Laplace Mechanism to privatize X,s; by adding a noise
matrix W sampled from a high-dimensional Laplace dis-
tribution with parameter AX,,,5;/€2. The privatized ver-
sion of donor data is Xpost = Xpost + W, which is then
used along with f°“! to produce the private prediction of
the post-intervention target unit: %t = f(pTost fout,

The entire algorithm is then (e; + €2, 0)-differentially pri-
vate by composition of these two steps. We remark that the
algorithm does not output f°“*, simply because this vector
is typically not of interest in most cases, and is instead con-
sidered only an intermediate analysis step. However, this
vector could be output if desired with no additional pri-
vacy loss because Step 1 of the DPSC,,,; algorithm is ;-
differentially private (Theorem B.1), and this privacy loss
is already accounted for in the composition step.

We provide two main results on the privacy and accuracy
of DPSCy;. First, Theorem 3.1 shows that this algorithm
is differentially private. Although our algorithm relies on
algorithmic techniques by Chaudhuri et al. (2011) for DP-
ERM, the vertical regression setup in synthetic control re-
quires novel sensitivity analysis for f"9, which constitutes
the bulk of the work required to prove Theorem 3.1. The-

Algorithm 2 DPSC via Output Perturbation
DPSCous (Xpre7 Xpost, Ypre> T, T, To, A, €1, €2)
Step 1: Learn regression coefficients
Learn the regression coefficient 79 using Ridge regres-
sion with parameter A > 0:

1 A
reg _ s 7XT, 2 AN 2.
f al}gefé}}n Tol\ypre orefll2 + 2Tol\fl\z

_ AfTY_ 4ATo/8¥n
Leta = — = 0/\51 n
i . [v]]:
Sample v according to pdf p(v; a) x exp (_ 2 z)
Let fout — f?“eg + v

Step 2: Predict y,,4: via projection
Letb = 2VI-To

Sample each entry of W € R™*(T=T0) jjd. according

to pdf p(W;b) x exp (—%)

Let Xpost = ngst + w
Output y°ut = X;)Stf"“t.

orem 3.2 shows that our DPSC,,,,; algorithm produces an
accurate prediction of the post-intervention target unit, as
measured by the standard metric of root mean squared er-
ror (RMSE) with respect to the true signal vector m. In
Section C.2, we also extend Theorem 3.2 to to remove the
dependence on distributional parameters and provide an ex-
pression of RMSE that depends only on the input parame-
ters, under some mild additional assumptions on the distri-
bution of data. Full proofs for Theorems 3.1 and 3.2 are
respectively presented in Sections B and C.

Theorem 3.1 DPSC,,; of Algorithm 2 is (¢; + €3,0)-
differentially private.

Theorem 3.2 The estimator y°“' output by Algorithm 2
satisfies:

RMSE(y°"t)
Mpos re 4Tov/8 +n
< [Mportlla <1E[|f 9 fllal+ )
\/T — T() )\61

+ <\/W+ f) (ﬁw + 4T°;/iﬂ) :

where ||f"%| < o for some v > 0, and RMSE is
the root mean squared error of the estimator, defined as

RMSE(y™) = o Ellly™ — myou] ).

Remark 3.3 The accuracy bound grows as O(n), which is
shown to be necessary in Section B.1.1. While this might
be undesirable in most other learning domains, n does not
grow with the problem size in synthetic control settings for
several reasons. Typically, M is assumed to be a low-rank
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matrix and hence X is approximately low rank (Amjad
etal, 2018, 2019). This is not only an assumption, but true
in most cases (Udell and Townsend, 2019). Therefore, there
exists a saturation point where adding additional donors
does not meaningfully improve accuracy (see Section 3.3
for more details). The remaining dependence on Ty can be
handled by setting A = O(Ty) (see Section C.1.1).

3.2 DPSC via Objective Perturbation DPSC;;

We next present our second algorithm for differentially pri-
vate synthetic control, DPSCy; (Algorithm 3), based on
objective perturbation. While Step 2 remains unchanged
relative to Algorithm 2, Step 1 is modified to perturb the
objective function itself and then exactly optimize the per-
turbed objective, instead of first computing the optimal
non-private coefficients and then adding noise. Objective
perturbation has been shown to outperform output pertur-
bation in the standard private ERM setting when the loss
function is strongly convex (Chaudhuri et al., 2011).

The algorithm augments the objective function with two
terms. The first is an additional regularization term to en-
sure ’\;OA -strong convexity (compared to T% with the regu-
larization term of Algorithm 2). The A parameter is tuned
by the algorithm to ensure that it can still satisfy (e1,d)-
DP in Step 1, even when ¢; is small. The second is the
noise term b' f to ensure privacy, where b is sampled from
a high-dimensional Laplace distribution if (¢, 0)-DP is de-
sired (i.e., if 6 = 0), and from a multi-variate Gaussian
distribution if (e, d)-DP is desired (i.e., if § > 0).

The algorithm then exactly optimizes this new objective
function, where the noise term b ensures that this mini-
mization satisfies differential privacy. Although the algo-
rithmic procedure in Step 1 is similar to that of Objective
Perturbation algorithms for DP-ERM by Chaudhuri et al.
(2011) and Kifer et al. (2012), the sensitivity and privacy
analysis again requires substantial novelty because the def-
inition of neighboring databases change and previous work
cannot be immediately applicable to the transposed regres-
sion setting. Finally, Algorithm 3 maintains the same Step
2 process as Algorithm 2 to predict Ypost, based on fovi
computed from Step 1. Algorithm 3 is (¢; + €2, )-DP by
composition of privacy guarantees from these two steps.

DPSCyj requires an additional parameter c that is used
in the analysis to bound the maximum absolute eigen-
value of 2(X,., X, . — Xpre X)), which is closely related
to [[VL(f)||2. Because X, and X}, . are neighboring
databases, the matrix of interest will only have one column
and one row that are non-zero. In our setting, we use the
fact that all entries of X are in [—1, 1] to derive an upper
bound on this matrix and its eigenvalues. In general, an an-
alyst can use domain expertise or prior knowledge of the
data distribution to choose an appropriate value of c.

Algorithm 3 DPSC via Objective Perturbation
DPSCohi(Xpre, Xposts Ypres 1, T T, A, €1, €2, 9, ¢)
Step 1: Learn regression coefficients
if & > log(1+ 2 + <) then
Let ¢g = €; — log(1 + %—i—f\—z)andA =0
else
egz%andA:mfA
end if
if § > 0 then
Sample b € R™ from N (0, 321,,),
4To\/BFn4/2log 2 +2¢0
€0

where 5 =
else
Sample b € R™ from p(b; 5) x exp (— ”12|2>,
where § = min{ 4T°;/08+7” C‘/’ZJ(:ZLTO }
end if
Learn £°% by minimizing

)

A+ A

1
J= Alypre — XTI fI2+ 202
TO ||yp pref||2 + 2TO

9 LT
||f|\2+T0b I

Step 2: Predict y,,s: via projection
Leth = 2¥1—To

€2
Sample each entry of W e R™*(T=70) jj.d. according

to pdf p(W;b) o exp (7%)

Let Xpost : ngst + W
Output y° = Xp—';stf(’bj

We provide two main results on the privacy and accuracy
of DPSCy;. First, Theorem 3.4 shows that our algorithm
is differentially private. To prove privacy in Step 1, we
must consider two cases based on the value of A, which
adds additional strong convexity to the loss function if it is
needed. The privacy budget must be allocated differently
within the analysis in the two cases of A = 0 and A > 0.

Theorem 3.5 shows that DPSC,; produces an accurate
prediction of the post-intervention target unit, as measured
as RMSE between its output 4°%/ and the target unit’s post-
intervention signal vector mpest. As with DPSCoy:, we
also extend Theorem 3.5 in Section E.2 to provide an ex-
plicit closed-form bound on RSME that does not depend on
the distributional parameters. Full proofs for for Theorems
3.4 and 3.5, along with their extensions, are respectively
presented in Sections D and E.

Theorem 3.4 DPSCy,; of Algorithm 3 is (e1 + €2,0)-
differentially private.

Theorem 3.5 The estimator y°* output by Algorithm 3
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satisfies:

RMSE(y™) _QfO“b<[Wf“ e

2 11 ,
+ mE[Hsz] + Taxo (A + >\+A> 275 \/ﬁ)

Qﬁ+“>(¢¢+A+A[wm

1 1
1 ~t+—— )21}
+ A¢0(A+)\+A) o\/ﬁ>,
where ||f7|oc < % for some 1p > 0, and El||b||2] =
\/nT04\/8+n\/2 log Z+¢g
€0
and El||bll2] = min{4T°€V08+”, C‘/T"E'g‘lT”} for Laplace

noise (0 = 0 case), and €y, and A are computed internally
by the algorithm.

for Gaussian noise (6 > 0 case)

As in Section 3.1, we remark that while the accuracy bound
of Theorem 3.5 grows as O(n), in our setting n does not
typically grow substantially with the problem size, both in
theory (Amjad et al., 2018, 2019) and in practice (Udell
and Townsend, 2019).

3.3 Comparing DP-ERM and DPSC

In this section, we compare the results of DP-ERM by
Chaudhuri et al. (2011) with our approach. Consider a
Ridge regression task in p-dimensional space with ¢ sam-
ples (i.e., covariates z;;, € R? and labels y, € R, V& € [q]).
The regression coefficient § € RP is learned by a stan-
dard empirical risk minimization process with a regularizer
o Al|@]|3. In a typical regression setup where the privacy
goal is to protect one sample x, corresponding to one indi-
vidual’s data, the sensitivity of the coefficient is Af = q%\
(Chaudhuri et al., 2011). It does not depend on the dimen-
sion p, and the sensitivity decreases as the number of sam-
ples ¢ increases. Intuitively, adding or removing one per-
son’s data should exhibit diminishing marginal effect on the
final model 6 as the training sample size grows.

On the other hand, in our transposed setting of synthetic
control, the privacy goal is to protect the ¢-th entry of each
xy, (i.e., an individual’s data are spread across all samples),
the sensitivity is Af = @ (Lemma 3.7). In this set-
ting, each dimension of the coefficient # captures how im-
portant the corresponding donor is for explaining the target;
hence the impact of changing i-th person’s data will have
a significant on the i-th dimension of 6, regardless of the
number of individuals in the donor pool. This is at the crux
of why it is more difficult to guarantee privacy in the trans-
posed setting of synthetic control, relative to the standard
regression setting.

3.4 Proof Sketch for Privacy Guarantees

In this section, we outline the proof for privacy guaran-
tees for both algorithms. The full versions with all omitted
proofs are presented in Appendices B and D.

The proof of Theorem 3.1 relies on the privacy of £°** in
the learning phase, and then Xpost in the prediction phase.
At a high level, f°“ is ¢;-DP through a (non-trivial) ap-
plication of the Output Perturbation algorithm by Chaud-
huri et al. (2011). In the prediction phase, we must show
that sufficient noise is added to ensure Xpost is an eo-DP
version of X,,,s¢. Then privacy of y°“t comes from the
composition of these two private estimates.

We start by proving that £°“¢ is ¢;-DP.

Theorem 3.6 Step I of Algorithm 2 that computes U is
(€1, 0)-differentially private.

Step 1 of Algorithm 2 instantiates the Laplace mechanism,
and the crux of the proof lies in obtaining the sensitivity
bound of the synthetic control query, which is fundamen-
tally different from the setting of a traditional DP-ERM
(Chaudhuri et al., 2011).

Lemma 3.7 The {5 sensitivity of fr9 is Af™9 <
4TH/8+n
=0t

The asymptotic dependence on n and 7, may seem unde-
sirable, but we show that it is unavoidable.

Lemma 3.8 The {5 sensitivity of 9 is Af"9 = Q(y/n).
Next we move to privacy of f(p(,st and its role in ensuring
privacy of y°ut.

Lemma 3.9 The computation of Xpost in Step 2 of Algo-
rithm 2 is (€2, 0)-differentially private.

)N(post is privatized through another instantiation of the
Laplace Mechanism by Dwork et al. (2006). Thus to
prove Lemma 3.9, we only need to bound the sensitiv-
ity of X,,s;. We first note that the Frobenius norm of a
matrix X € R"*(T=T0) js equal to the ¢ norm of the
equivalent flattened vector X € R™T=70) (Horn and John-
son, 2012). Thus implementing the matrix-valued Laplace
Mechanism with noise parameter calibrated to the /5 sen-
sitivity of the flattened matrix-valued query over € will en-
sure (e, 0)-differential privacy. Since all entries in X st
are bounded in [—1, 1], each entry can change by at most 2
between two neighboring databases, which can differ in at
most T' — T}) entries, hence the {5 sensitivity of flattened

Xpost is 20/T — Tp.

Finally, we combine Theorem B.1 and Lemma 3.9 to com-
plete the proof of Theorem 3.1. The estimates fout and
Xpost are together (€1 + €2, 0)-differentially private by DP
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composition, and then y°“! is (€ + €2, 0)-differentially pri-
vate by post-processing.

Since the prediction step of Algorithm 3 is identical to that
of Algorithm 2, we only need to show that f°*/ is computed
in an (e1,0)-DP manner (Theorem D.1) to complete the
proof of Theorem 3.4.

Theorem 3.10 Step 1 of Algorithm 3 that computes £°% is
(€1, 0)-differentially private.

We show a proof sketch here and defer the full proof to Ap-
pendix D. At a high-level, the privacy of £°%/ comes from
a carefully modified instantiation of the Objective Pertur-
bation algorithms by Chaudhuri et al. (2011) and Kifer
et al. (2012). The Objective Perturbation method modifies
the standard Ridge Regression objective function J(f) by
adding an additional regularization term and a noise term
to ensure privacy:

JV(F) = J(f)+ s 1113+ b7 F
= L(f) + 32 F15+ £b 1,

where b is a random vector drawn from a high-dimensional
Laplace distribution(d = 0) or a multivariate Gaussian
distribution(d > 0).

Notice that J°% (f) is strongly convex (for any A > 0)
and differentiable. Hence, for any given input dataset D =
{Xpre; Ypre} and any fixed parameters (A, €1, €2, 6), there
exists a bijection between a realized value of the noise term
band f°" := argmin J°% (f) given that realized b." Let
b(a; D) be noise value that must have been realized when
database D was input and £°% = « was the output. We
can then use this bijection to analyze the distribution over
outputs on neighboring databases via the (explicitly given)
noise distribution. Then, we can express the ratio between
the two distributions over f°% trained from neighboring
databases, and tune the amount of noise depending on the
privacy budget.

The ratio is a product of two terms, I'(«x) and ®(a; A).
The parameter A serves a role to divide the ¢; budget
between these two terms, by distinguishing between two
cases. In the first case, €; is large enough that we can
choose A = 0 and still have some privacy budget (eg) re-
maining to bound I'(«). In the other case, if €; is too small
to bound ®(c; A) with A = 0, then we divide the privacy
budget equally between bounding I'(«x) and ®(c; A), and
find an appropriate value for A > 0. For both cases, we
prove that ®(a; A) is upper bounded by e€? ¢ (Lemma
D.2) and T'(«) is upper bounded by e® (Lemma D.5).
Product of the two upper bounds provides the upper bound
of the ratio, completing the proof of Theorem D.1.

"For a simple analogy, consider the one-dimensional Laplace
Mechanism on query f and database x, which outputs y = f(z)+
Lap(Af/e). Given f and z, there is a bijection between noise
terms and outputs since the noise term must equal y — f(z).

3.5 Proof Sketch for Accuracy Guarantees

Theorem 3.2 and 3.5 presents accuracy guarantee of
the two algorithms in terms of root mean squared er-
ror (RMSE), defined as follows: RMSE(y°“) =
ﬁE[HyO“t — Mipost||2]. We note that while it may

seem most natural to bound the difference between y°“*
and Y5, We instead use M pog; for two reasons. Firstly,
Ypost May not match y,,,.. due to the intervention. Sec-
ondly, mpest captures the true signal that we are trying to
estimate.

The proof aims to bound the expectation using the submul-
tiplicative norm property (i.e., for any matrix A and vector
2, || 2|2 < [|All2l[2]|> < [|Allrlell2) and the known
distributions of noise terms v (Step 1 of Algorithm 2), b
(Step 1 of Algorithm 3), and W (Step 2 of both algorithms).
For example, we can decompose y°! = X fout =
(M;)St + ZT + W) (£ + v), and compare against
Mpost = Mz;rostf-

The full proof of Theorem 3.2 and 3.5 are presented in Ap-
pendices C and E.

4 EMPIRICAL PERFORMANCE

This section presents the empirical performance of both
DPSCyy and DPSCyp; on synthetic datasets. We cre-
ate four synthetic datasets following the modeling assump-
tions of Section 2.1, with the number of pre-intervention
observations Ty € {10,100} and the number of donors
n € {10,100}. We set T = Ty + 3, meaning that the
performance will be measured by RMSE of the next three
data points. More details about the data generation process
can be found in Appendix A.1

For a fair comparison, we use § = 0 for the objective
perturbation, so the only privacy parameter we consider is
€ = €1+¢€9. We show two experiments, one with fixed € and
varying A, the other with fixed and varying e. Each experi-
ment was repeated 500 times on each dataset, and the error
bands in all figures show 95% confidence intervals taken
over the randomness in the algorithms. We present four
graphs highlighting the main findings and defer all detailed
plots and additional analyses to Appendix A.

4.1 Results

For the first set of experiments, we fix € =
€2 = 50 and vary the regularization parameter \ €
{5, 10, 20, 50, 100, 200, 500, 1000, 2000, 5000}. The top
two graphs in Figure 3 show that the optimal choice of A
roughly remains A = Ty for all sizes of database consid-
ered. The orange and blue curves in the figure correspond-
ing to the two databases with 7Ty = 10 are approximately
minimized at A = 10, while the green and red curves with
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Figure 2: Post-intervention RMSE of DPSC,,; (left) and DPSC,y; (right) as a function of A (top) and as a function of ¢

(bottom) on four synthetic datasets of varying size.

Ty = 100 are approximately minimized at A = 100. While
this is clearer in the figure for Objective Perturbation, it is
also true for Output Perturbation, although the U-shape is
less visible due to the larger scale of the y-axis.

Additionally, we observe that the RMSE of the private
methods is larger than that of the non-private method for
smaller A < 20, with objective perturbation substantially
outperforming output perturbation. Also, the empirical per-
formance of both algorithms is dramatically better than the
theoretical bounds may suggest, which implies potential
room for improvements in the bound of Theorem 3.5. A
more detailed discussion can be found in Appendix A.2.

For the next set of experiments, we fix A = Ty and run more
experiments with varying ¢ € {2,4,10, 20, 40, 100, 200},
where the privacy budget is split equally between Step 1
and Step 2 (i.e., e = €2 = ¢/2.) The bottom two plots
in Figure 2 show that the RMSE diminishes as € grows, as
expected. We continue to observe DPSC; outperform-
ing DPSC,,; for most € values. At e = 10 for DPSC,,;,
we see that RMSE on datasets with n = 100 (red and or-
ange lines) is higher than that of databases with n 10
(blue and green lines). This is consistent with our theoret-
ical analysis in Section C.1.1 that the RMSE of DPSC,;
is O(2). For DPSCy;, the accuracy bound has an addi-
tional dependency on Tj (Corollary E.2), so the ordering of
performance by database size is less clear.

4.2 Guidance for Hyperparameter Tuning

Both the DPSC,,: and DPSCy; algorithms require tun-
ing the hyperparameter A. This parameter plays an impor-
tant role in determining the amount of noise, since it ap-
pears in the sensitivity of f,i.e., Af = w. In the-
ory, the optimal choice of this parameter is recommended
to be A = O(T)) because the regression coefficient in the
objective function is ﬁ, and the importance of the reg-
ularizer should not diminish as 7Tj increases (i.e., as we
have more training data points). We confirm this empiri-
cally by plotting the post-intervention RMSE as a function
of A (Figure 2, top), which is near-optimal around A = Tj.

5 Conclusion

This paper is the first to propose differentially private ver-
sions of the synthetic control algorithm. We provide algo-
rithms based on output perturbation and objective pertur-
bation, and provide formal privacy and accuracy guaran-
tees for each. Our main technical contribution is a novel
analysis of the sensitivity of regression in the transposed
setting, which also impacted our accuracy analysis. To en-
able practical use of the new tools, we provide a closed-
form accuracy bound for both algorithms under distribu-
tional assumptions and guidance to practitioners for tuning
the parameters of each algorithm.
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A Experimental Settings and Results

In this section, we provide more details about the experiments that were omitted from the main text due to the page limit.

A.1 Synthetic Data Generation

We use synthetic datasets in our experiments, which enables us to observe the impact of varying the relevant parameters
in the data and to match the modeling assumptions of Section 2.1. We create use Ty € {10,100} and n € {10,100},
corresponding to both smaller and larger number of donors and observations, and we always use 7' = Tj + 3, meaning that
the synthetic control algorithm must predict the next three data points.

The true signals M and m are generated according to a linear model with random slope, formalized as:
Mi,t = eit and mey = eot, Vi € [’I’L],t S [T},

where the 6; are sampled i.i.d. from a truncated Gaussian with mean 4, variance 1, and support [3, 5]. Elements of the noise
terms Z and z are sampled i.i.d. from a truncated Gaussian with mean zero, variance 0.1 and support [—1, 1]. Following
Equation 1, the donor and target data were respectively X = M + Z and y = m + z. Figure 3 shows an example synthetic
dataset generated in this way, with the donor data in grey and the target in red.

1001 —— target
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Figure 3: Illustration of example synthetic dataset generated with 7y = 10 and n = 10. The target time series is in red,
and the donor time series are all in grey.

In each experiment with a fixed T, and n, a single database was generated, and then algorithms were run 500 times on each
dataset. We evaluate post-intervention RMSE as the accuracy measure of interest, as in our theoretical results. Error bands
in all figures show 95% confidence intervals, taken over the randomness in the algorithms.

A.2 Optimizing regularization parameter \

The first question we aim to address in our experiments is the impact of the parameter A on performance, and guidance
for analysts in their choice of optimal A. In our first set of experiments, we fixed e; = €5 = 50, Ty = 10, and n = 10—
other values of € and (7p,n) are considered respectively in Sections A.3 and ??—and empirically measured pre- and
post-intervention RMSE as a function of A.

Figure 4 shows the post-intervention RMSE of DPSC,,:, DPSC;, and non-private synthetic control as a function of A,
for values A € {1, 2,5, 10, 20, 50, 100, 200, 500, 1000, 2000, 5000}.

We observe that the performance of the three methods converges as A grows large, but that the RMSE of the private methods
is larger than that of the non-private method for smaller A < 20, with Objective Perturbation substantially outperforming
Output Perturbation.

To aid the analyst in choosing an optimal A, we observe that the RMSE of DPSC is minimized around A = Tj for all four
datasets (see Figure 2 in Section 4.1). This is consistent with our theoretical recommendations that A should be O(Tp).
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Figure 4: Behavior of post-intervention RMSE over A, tested on a synthetic datast with 7Ty = 10,7 = 10 for the synthetic
control methods of non-private SC (blue), DPSC,,; (green), and DPSC,y; (orange).

The U-shape has a natural theoretical explanation: smaller ) increases sensitivity and thus privacy noise and RMSE, while
larger )\ increases the weight of the regularization term in the loss function, which will cause all three regularized methods
to converge to each other.
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Figure 5: Comparison of post-intervention RMSE in theory versus in practice, using DP.SC,,; (Ieft) and DPSCy; (right)
on a dataset of size n = 10, Ty = 10.

Figure 5 compares the empirical post-intervention RMSE of DPSC,,: and DPSC,;; with the theoretical guarantees of
Theorem 3.2 and 3.5 instantiated with parameters of our experiments. We observe that the empirical performance of both
algorithms is dramatically better than the theoretical bounds may suggest. We also observe that DPSC; (right) has
lower empirical error that DPSC,,,; (left), which diverges from our theoretical predictions. This suggests potential room
for theoretical improvements in the bound of Theorem 3.5.

A.3 Effect of privacy paramter ¢

Next, we address the effect of € in the performance of both DPSC,,; and DPSC;. In these experiments, we use A = T
based on the findings in Section A.2 and consider overall privacy budget € = €; + €5 with e = €3 = €/2. That is, the
privacy budget is split evenly between the regression and projection steps in both algorithms. Results are presented for
e € {2,4,10,20,40,100,200}; stronger privacy guarantees (i.e., ¢ < 2) were tested but excluded from the plots due to
substantially higher RMSE values.

Figure 6 shows the post-intervention RMSE of DPSC,,; and DPSC,,;. As is to be expected, error diminishes with
larger €. We also continue to observe DPSC; outperforming DP.SC,,; for most € values, as in Section A.2. DPSClyy
performs slightly better thatn DPSCy,; at € = 2 in this dataset (Tp = 10 and n = 10); however, it is not the case for all
datasets (See Figure 2 in Section 4.1).
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Figure 6: Post-intervention RMSE of DPSC,,; (blue), and DPSC;(red) for varying e, tested on a dataset with Ty = 10
and n = 10.

For epsilon-regimes that are closer to the values chosen in practice (i.e., ¢ < 4), the empirical RMSE was too high for
practical use. We suggest a few methods to remedy this in future work. First, a rejection sampling step can be introduced
between the learning and projection steps of each algorithm that compares the noisy f°“¢ and the original £7¢9. This step
must also be done differentially privately to maintain the overall privacy guarantee. Additionally, our experiments only
considered pure-DP with § = 0; relaxing to approximate-DP with § > 0 would likely yield lower RMSE.

B Privacy Guarantees of DPSC,,;

In this section, we will prove Theorem 3.1, that DPSC is (€ + €3, 0)-differentially private. The proof relies on the privacy
of £°“* in the learning phase, and then X. post in the prediction phase. At a high level, f°“* is e;-DP through a (non-trivial)
application of the Output Perturbation algorithm of Chaudhuri et al. (2011). The non-triviality comes from the vertical
regression used in synthetic control, rather than the horizontal regression classically used in empirical risk minimization
(as illustrated in Figure 1), which requires novel sensitivity analysis of the function f"¢9. In the prediction phase, we
must show that sufficient noise is added to ensure Xpost is an eo-DP version of X,,,;. Then privacy of 2" comes from
post-processing and composition of these two private estimates.

B.1 Privacy of f°*
Let us begin by proving that £°“* is ¢;-DP.
Theorem B.1 Step I of Algorithm 2 that computes o4 is (e1, 0)-differentially private.

It might seem that Theorem 3.1 should follow immediately from the privacy guarantees of Output Perturbation in Chaudhuri
et al. (2011). Indeed, Theorem 6 of Chaudhuri et al. (2011) states that a similar algorithm is (¢, 0)-DP under certain
technical conditions. However, the proof of this result relies on sensitivity analysis of classical empirical risk minimization
(see Corollary 8 of Chaudhuri et al. (2011)) which does not hold in the synthetic control setting. The crux of the difference
comes from the vertical regression (i.e., along the columns) of synthetic control as illustrated in Figure 1, while privacy must
still be maintained along the rows. Thus the sensitivity of £ to a change in a single donor row is fundamentally different
from the sensitivity in a standard empirical risk minimization setting. See Remark B.5 for a more technical exploration of
this difference. Additionally, while the ERM framework of Chaudhuri et al. (2011) is fully general, their results (including
Theorem 6 and Corollary 8) apply only to the problem setting of binary classification via logistic regression, by assuming
a specific loss function £ in the analysis.

Instead, we prove Theorem B.1 primarily using first-principles (i.e., direct sensitivity analysis and the Laplace Mechanism
of Dwork et al. (2006), which also underpins the results of Chaudhuri et al. (2011)) starting with Lemma 3.7. The proof of
Lemma 3.7 and Theorem B.1 will be augmented with one intermediate result for output perturbation from Chaudhuri et al.
(2011) that does apply to our setting, and one fact from Cummings et al. (2015), which extended the binary classification
result of Chaudhuri et al. (2011) to the Ridge regression loss function that we use.
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Lemma 3.7 The {5 sensitivity of f7¢9 is Afred < 4Lovsin V)\8+".

To prove Lemma 3.7, we will first use the following lemma from Chaudhuri et al. (2011), which bounds the sensitivity of
f7°9 as a function of the strong convexity parameter of the loss function L.

Lemma B.2 (Chaudhuri et al. (2011), Lemma 7) Let G(f) and g(f) be two vector-valued functions, which are contin-
uous, and differentiable at all points. Moreover, let G(f) and G(f) + g(f) be A-strongly convex. If f1 = argming G(f)
and fy = argming G(f) + g(f), then

1
[f1 = Fall2 < Xm]‘g%XHVQ(f)HQ-

We instantiate this lemma by defining
G(f)=L(f.D) and g(f) =L(f. D) - L(f,D), )
for two arbitrarily neighboring databases D, D’ and defining the following two maximizers:
fi=argmin L(f,D) = argmin G(f) and fo = argmin L(f,D’') = argmin G(f) + g(f).

Then,

Afred = — .

f D,DI’r:lEeii)g(hbors Hfl f2 H2

To apply Lemma B.2, we must show that G(f) and g(f) are continuous and differentiable. G(f) is simply the Ridge
regression loss function, which is known to be continuous and differentiable Hastie et al. (2009). Since g(f) is the
difference between two continuous and differentiable functions, then it is also continuous and differentiable Boyd and
Vandenberghe (2004). We must also show strong convexity of G(f) and G(f) + g(f). The following lemma from
Cummings et al. (2015) immediately gives that these two functions are both \-strongly convex.

A

Lemma B.3 (Cummings et al. (2015), Lemma 32) The Ridge regression loss function with regularizer i

convex.

D
is T—O-strongly

Thus by Lemma B.2, the sensitivity A f"°9 = maxp p’ neighbors || f1 — F2ll2 < % maxy [|[Vg(f)|l2. All that remains is to

bound | Vg(f)||2. A proof of the following lemma is deferred to Appendix F.
Lemma B4 Let g(f) = L(f,D’) — L(f, D) for two arbitrarily neighboring databases D, D’. Then,

max IVg(F)Il < 4v8 +n.

Remark B.5 If we were instead considering simple linear regression in the classical setting (i.e., as in Chaudhuri et al.
(2011)) using Ty data points with n dimensional features, g(f) would only contain one term in the error, namely, the one
data point (x;, y;) that differed across two neighboring databases. This yields

1

9(f) = ?O((wi- — @) f (v — i)

with gradient
2

Vy(f) = ﬁ((wé — @) (@; — @) f — (v — yo) (@ — @),

which can be bounded by O( T%)) This result does not depend on the dimension of the features (n) and only depends on the
number of data points (Tp).

However, in synthetic control, terms do not cancel as neatly across neighboring databases, and instead,
T
1 0

g(f) = T Z [z £ —we) + (2 f—winfi+ 2} fi — )] (@), — win) fi-
t=1

Through a more involved analysis of this expression, we get the bound of Lemma B.4, which depends on n, rather than Tj.
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Using these lemmas, we can now bound the sensitivity of our query, to complete the proof of Lemma 3.7.

Af9 = max  [|F(D)— F(D)||s < max||f — fol| < TOVEED

D, neighbors A

(6

Theorem B.1 then follows from the privacy guarantee of the high-dimensional Laplace Mechanism instantiated with the
appropriate sensitivity value.

B.1.1 Dependence on n

One might wonder whether the asymptotic dependence on n and T} in the sensitivity is necessary. In practice, one should
set A = O(Tp) (as discussed in greater detail in Section C.1.1), so the dependence on Tj will not affect the accuracy of the
algorithm. However, as we show next in Lemma 3.8, the dependence on n is asymptotically tight.

Lemma 3.8 The {5 sensitivity of 9 is Af™9 = Q(y/n).

Consider two neighboring databases (X,y) and (X', y), where y = 1 € R*0, X € R"*70 has all entries 1/n, except
the first row, which is all 1s. Neighboring database X’ differs from X only in the first row, which is instead all Os, and
all other entries and 1/n. The dimensions in this example are chosen to be Ty = n, and we choose A = 275, so that the
regularization coefficient is 1.

Computing the minimizers of the loss functions under each neighboring database using the closed-form expression yields
fre9 = (XX T + I)~! Xy with the first coordinate equal to 7775.—1> and all other coordinates are _>—5-—, and f"9" =

(X'X' Ty )~ X"y with first coordinate 0 and all other coordinates 15 This yields ¢ difference of,

1770 = £79")lo = \/ (n+7;1_1)2 0= (et zn))z ~ o).

Since we have a pair of neighboring databases with {5 distance in their output of ©(y/n), then the sensitivity of "9 cannot

be o(y/n).

Remark B.6 We note that while the example in Lemma 3.8 is mathematically valid, such a degenerate case where all the
donors are identical except for one person and the (exact) rank of the donor matrix is 1 is unlikely to happen in practical
settings. Thus suggests that with additional domain knowledge on the selection criteria for donors, practitioners may be
able to reduce the sensitivity and thus add less noise for privacy in special restricted cases of interest.

B.2 Privacy of Xpost and y°“t
Next we move to privacy of X post and its role in ensuring privacy of y°**.

Lemma 3.9 The computation of Xpost in Step 2 of Algorithm 2 is (e2, 0)-differentially private.

X post 18 privatized through a simple application of the Laplace Mechanism of Dwork et al. (2006). Thus to prove Lemma
3.9, we need only to bound the sensitivity of X, to show that the algorithm adds sufficient noise. We first note that the
Frobenius norm of a matrix X € R™*(T=70) i5 equal to the £, norm of the equivalent flattened vector X € R™(T=70) Horn
and Johnson (2012). Thus implementing the matrix-valued Laplace Mechanism with noise parameter calibrated to the ¢,
sensitivity of the flattened matrix-valued query over e will ensure (¢, 0)-differential privacy.

Lemma B.7 The {5 sensitivity of flattened X o5t is 21/ (T — Tp).

Changing one donor unit in X,,s; can change at most T" — T entries in the matrix. Since all entries in X,,,,; are bounded
in [—1, 1], each data point can change by at most 2 between two neighboring databases. Thus viewing X, as a flattened
matrix, this will change the ¢>-norm of X,,s; by at most 2,/(1T" — Tp).

Finally, we can combine Theorem B.1 and Lemma 3.9 to complete the proof of Theorem 3.1. The estimates fou and
Xpost are together (€1 + €2, 0)-differentially private by DP composition, and then y°“* is (€1 + €2, 0)-differentially private
by post-processing. We note that if one wanted to publish £°%¢, this would not incur any additional privacy loss.



Saeyoung Rho, Rachel Cummings, Vishal Misra

C Accuracy Guarantees of DPSC,,;

In this section we will analyze the accuracy of DPSC,,,;. We first prove Theorem 3.2, restated below for convenience.

Theorem 3.2 The estimator y°“* output by Algorithm 2 satisfies:

ou ||M OStHQ re 4Tov/8+n \/§ 4T0\/m
lmewt%§¢;4m(MU"fMHLn)+<¢m2+q>(%w+kl)

where ||f"|oc < o for some v > 0, and RMSE is the root mean squared error of the estimator, defined as

RMSE(y™") = #==E[lly*"" — mpost|2]-

This theorem gives bounds on the predicted post-intervention target vector y°%*, as measured by RMSE. This result is
stated in full generality with respect to the distribution of data and the latent variables, and thus the bound depends on
terms such as || Mpost||2.2 and E[||f7°9 — f||2]. This is consistent with comparable bounds on the RMSE of robust
synthetic control Amjad et al. (2018) which also depended on these terms (although the stated bounds of Amjad et al.
(2018) suppress dependence on n). Section C.1 provides a proof of this main result.

Analysts may still wonder about the full asymptotic performance of DPSC,,,; algorithm. To this end, in Section C.2, we
additionally derive closed-form bounds for these distribution-dependent terms (under some mild assumptions). We present
Corollary C.5, which gives a bound on RMSE of y°“! that depends only on input parameters of the algorithm and the
model.

C.1 Accuracy of post-intervention prediction y°!

We will prove Theorem 3.2 by showing that the prediction vector y°“¢ output by DPSC,,; in Algorithm 2 is close to the
true values, as measured by Root Mean Squared Error (RMSE), defined as follows:

1

RMSE(y™) = ﬁE[Hyom — Mpost 2]

(N

We note that while it may seem most natural to bound the difference between y°“ and Ypost, We instead use 1My, for
two reasons. Firstly, y,,s may not even match y,,.. due to the intervention. Secondly, 1m,,,s: captures the true signal that
we are trying to estimate, which is the counterfactual outcome without the intervention.

We begin by bounding the expected (5 difference between y°“* and m,,,s;. Using the fact that
yout = X;)rost.fout = (X;)st + WT)(freg + ’U),

and that X0t = Mpost + Z and m = MJ < f (by Equation (2)), we can expand the expectation as follows:

[e}

El|ly”" — mpost|l2] = Ell[(Xpos + W (7 +v) = Myost fll2]

[
[1(Mpoe +Z7 + W) (79 + ) = My f1]2]
[
[

IN

IMpout (F74 = E)ll2 +1(Z T + W )72+ [[(Mpose + Z7 + W )o]|2]

E
E
E[||Mpout (79 = F)ll2] + E[N(ZT + W) F9|o] + E[l| (Moo + Z7 +W vll2]  (8)

We next proceed to bound each of the terms in Equation (8) separately, making use of the following submultiplicative norm
property, which holds for any matrix A and vector x:

[ Az|ls < [[All2|[2[|2 < [|Al|F[l2||2, ©)

where ||A||2 = ||A]|2,2 is the spectral norm of A, || A|| is the Frobenius norm of A, and ||x||2 is the {2 norm of x.

We also know the distribution of the norms of noise terms v and W that were added to preserve privacy, because they were
constructed explicitly within Algorithm 2:

Efljoll) = 2V g B W] = b= 210,

1
P31 €9 (10)
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Using these facts, we can obtain bounds for the three terms in (8). A complete proof of Lemma C.1 can be found in
Appendix F.2.

Lemma C.1 The three terms in Equation (8) can be bounded as follows:

E[||Mypost (79 = F)ll2] < [|[Mpostll2,2 - E[l| £ — £lI2],
2T — TO)
— |, and

€2
+ 2\/T - To) 4T0\/8+7’L
€2 )\61 '

Msz+W¢VWWﬂsV%w( WT—To)o” +

Bl + 27+ W oll] < (Myollaz + VAT~ Ta)e?
Applying the bounds of Lemma C.1 to Equation (8) yields,

Eflly™" — mlls] <[]0,

[£7¢9 — Fll2] + vV ( n(T —Tp)o? + 2V7;2_T0>

+ 2\/T—T0> 4T0\/8+7’L
€2

+ (1o lez + VAT = To)o? v
€1

(Bt plly+ L050)

et

< |Iaz

Vi +

+ ( AT = Tp)o? W)

)\61
Combining this with Equation (7) gives the desired bound for Theorem 3.2:

out || Mpost||2,2 re ATo/8 +n V2 ATy /ST
RMSE(y ”S%;ﬂjcmvg‘f““'Ml)+<WWL*Q>(WW+AML)

C.1.1 Cost of privacy in synthetic control

To understand the additional error incurred due to privacy, compare the bound of Theorem 3.1 to the RMSE of the equiva-
lent non-private prediction, y"*9 = pogt frea.

RMSE(y"™) = E[[|Xpost 77 — m|2]

\/Ti
1
B \/TjE[H(Mpost + Poef)freg TLSfsz]
T To [H post(freg )HQ + H pogtfregHQ]
‘Jb%M¥2<Wf”—fMD+¢W“Ww2 a

Lemma C.6 in the next section shows that E[|| f"%9 — f||2] = O(y/n). Then the first term of Equation (11) can be easily
bounded using the following fact,

|‘Mpost||272 < HMpost”F < n(T— To),
so BMpostll2z < /iy Thus we see that RMSE(y"9) = O(n).

VT—To
Comparing Equation (11) with the bound on RM SE(y°“") in Theorem 3.1, we observe that the additional terms induced
by privacy are:
|‘Mpost||2,2 4T0\/8—|—n + 4T0\/(8+TL)TL0'2 vV QTL'IZJ (8+n) (12)
vV T — TO )\61 )\61 €2 )\6162

Then, using the fact that % < /n and setting € := €1 = €5 and A = O(Ty), Equation (12) can be bounded by,

4TV§?37* ¢§1%75§ ¢Zw ICERY) O(n V%):o(g)mmz1mm.

Ne? e
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Thus we conclude that the cost of privacy in the DPSC,,; algorithm is at most a factor of O(%) The restriction to
€> ﬁ is consistent with standard practice in both theoretical and practical deployments of differential privacy, and thus
is effectively without loss.

C.2  Closed-form bound on RMSE of Output Perturbation

In this section, we impose assumptions on the underlying data distribution to extend Theorem 3.2 to provide an explicit
closed-form bound on the RMSE. Throughout this section, we make the following three mild assumptions of the distribu-
tion of X, which are required to achieve this closed-form expression:

Assumption C.2 X, takes values in a k-dimensional subspace E for some small k < min{n,Ty}.

Assumption C.3 The distribution of X, over E is isotropic, hence the covariance matrix Cov(X,,.) = ¥ = Pg where
Pg is an orthogonal projection matrix onto E.

Assumption C.4 The distribution of x; € R" is supported in some centered Euclidean ball with radius O(/k).

These assumptions are only slightly stronger than those commonly made in theory Amjad et al. (2018, 2019) and that
typically hold in practice Udell and Townsend (2019). The first assumption means that X,,,.. is low rank. Assuming X,
to be approximately low rank is a common practice in synthetic control literature Amjad et al. (2018, 2019). Indeed, most
large matrices in practice are approximately low-rank Udell and Townsend (2019). Hence, we only further assume that it
is exactly rank k for some small k. The second assumption allows us to apply useful mathematical properties: || Pgl||2 = 1
and trace(Pg) = k. Then, E[X,.. X, ] = trace(X) = k and, using Markov’s inequality, we know that most of the
distribution mass should be within a ball of radius v/m for m = O(k). Hence, the third assumption asserts that not most
but all the probability mass should lie within that ball, i.e., || X||2.2 = O(v/k) almost surely.

Corollary C.5 provides a closed-form bound on the RMSE of y°%“! under these assumptions.

Corollary C.5 If Assumptions C.2, C.3, and C.4 hold, then for all £ € (0,1) and t > 1, with probability at least 1 —n~"",
if To > C(t/€)%klogn, we have

V2no? +V2n0%s? )T + 5 NCET V8Fn
( no no<s )AO 2T, +4TO 8+TL + \/W—i'—@ (\/ﬁw+4T0 8+n>
(1 =&)To + 777 A€ €2 A€t

To derive Corollary C.5 from Theorem 3.2, we only need to derive and apply bounds on || M,,s¢||2,2 and E[|| f79 — f||2].
As we did before, we bound the first term using

[ Mpost|l2,2 < || Mpost| | < v/n(T = To),

and thus % < /n. Therefore, the key step is to bound E[||f"¢9 — f||2]. The following lemma provides the

required bound on this term to prove Corollary C.5. The remainder of this section will be devoted to providing a proof
sketch for Lemma C.6. A full proof is presented in Appendix F.3.

RMSE(y*™) < v/n (

Lemma C.6 Let f™°9 = (Xpre X, + ﬁ[ )"t XpreYpre be the Ridge regression coefficients and let f be the true coef-

pre
ficients. If Assumptions C.2, C.3, and C.4 hold, then for all § € (0,1) and t > 1, with probability at least 1 — n*tQ, if
To > C(t/€)?klogn, we have,

(V2no? + V2no2s2)Ty + ﬁ
(1-8&To + ﬁ

E[I[f79 = £ll2] <

[Proof sketch of Lemma C.6.] First we can expand E|[|| "9 — f||2]:

E[l[f70 = Fll2] = E[|lf = E[f™] + E[f"] = fll2]
E[ll£77 = E[f"1ll2] + E[[[E[f™] = fI]2]
E[ll£77 = E[f"“]ll2] + E[l[ Bias(f")||2]- (13)

IA
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We can bound these two terms separately as:

and

pre

A A
Bi regy < (X 'reXT SN —1

pre

Te Te )\ -
E[|| £ — E[f"*][l2] < E[l|(XpreXppe + ! 22 - [ Xprez = Xpre ZT £ll2]-
This can be combined back with Equation (13) to yield,

). (14)

re A —
E[|£7 = flla) < Bll(XpreXote + 57D llaz - (1 Xrez = XpreZT Flla + -

Next, we use our assumptions on the data distribution to prove the following lemma about || (X e X pTre + ﬁl )7 ]2,2-

Lemma C.7 If Assumptions C.2, C.3, and C.4 hold, then for all £ € (0,1) and t > 1, with probability at least 1 — nt
and Ty > C(t/€)?klogn, we have

1

A
(X preXpre + 5-1) 7" ——
(1 — Ty + ﬁ

pre " 2Ty

To prove Lemma C.7, we use the following lemma about concentration of random matrices.

Lemma C.8 (Corollary 5.52 of Vershynin (2010)) Consider a distribution in R™ with covariance matrix %, and sup-
ported in some centered Euclidean ball whose radius we denote /m. Let Ty be the number of samples and define the
sample covariance matrix X, = %OXXT. Let € € (0,1) and t > 1. Then with probability at least 1 — n=t", one has,

If To>C(t/€)*||S]lzamlogn  then |[Sr,
where C' is an absolute constant.

We instantiate Lemma C.8 using our assumptions that ||X||2.2 = ||Pgl|l2,2 = 1 and the distribution is supported within
some centered Euclidean ball with radius +/ O(k;) to get that with probability at least 1 — n~t" and T > C (t/€)klogn,

|| -vareX—r E||2,2 < f

pre

We then use this to show that
| Xpre X pre — To||2,2 < €T,

pre

and thus all eigenvalues of (Xp’l"eX — ToI) must be at most {7y, so

pre
(1 - §)T0 < Amzn(XpreXprg) S (1 + f)TO
Finally, we can complete the proof of Lemma C.7, by observing that,

A 1 1
H(X reXTre""iI)_lH?,Q: < :
P P 2710 |)\mzn(XTX) + ﬁ| (1 - €)T0 + ﬁ

Returning to Equation (14), we can use this bound — along with the model properties specified in Equation (1) that each
element of z and Z has mean 0, variance o2, and support [—s, s] — to obtain the desired bound:

reg __ 1 T
B T < g €>T+m 1 Xprez = Xpre 27l + 5]

A
s+ Bz~ 27 A1+ 5 )

<iomia !
S - 5>To T 2T,

A
( nTo + vV nTps?)v/ 2Tho? + 2T)

< - -
S (- §)To + 97
(V2no? + \/2na 32)T0 + 2T

<
( g)TO + 2TO
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D Privacy Guarantees of DPSC;;

In this section, we prove Theorem 3.4, that DPSC; is (€1 + €2, 0)-differentially private. This proof relies on composition
of the (e1,0)-DP learning step and the (eo, 0)-DP prediction step. The prediction step is identical to that of Algorithm 2,
so the privacy of this step follows immediately from Lemma 3.9 (that XpoSt is computed in an (e2,0)-DP manner) and
post-processing on the DP output of Step 1. All the remains to be shown is that £°%7 is computed in an (e;, §)-DP manner
(Theorem D.1), and then Theorem 3.4 will follow by basic composition.

Theorem D.1 Step 1 of Algorithm 3 that computes £°% is (e, §)-differentially private.

At a high-level, the privacy of £°% comes from a carefully modified instantiation of the Objective Perturbation algorithms
of Chaudhuri et al. (2011); Kifer et al. (2012), with novel sensitivity analysis, again due to the transposed regression setting
of synthetic control (i.e., along columns not rows), where privacy is still required along the rows.

More formally, we start with the standard Ridge Regression objective function J( f), that can be separated into the MSE

loss function £( f) and the regularization term r(f) = 2To || 1|3 as follows:

A
J(f):‘c(f)+r(f):?0”ypre p're.f||2+ TOHng

The Objective Perturbation method modifies J(f) by adding two terms: an additional regularization term and a noise term
to ensure privacy:

obi A 1 A + A
TV = J(F) + o |IFIE + b F = L(f) + Hf||2 beﬁ
2To To To
where b is a random vector drawn from a high-dimensional Laplace distribution if § = 0, and from a multivariate Gaussian
distribution if 6 > 0.

Notice that J°%(f) is strongly convex (for any A > 0) and differentiable. Hence, for any given input dataset D =
(X, pre Ypre) and any fixed parameters (A, €1, €2, 6), there exists a bijection between a realized value of the noise term b and
f°% := argmin o °bj( f) given that realized b.> We can then use this bijection to analyze the distribution over outputs on
neighboring databases via the (explicitly given) noise distribution.

To observe this bijection concretely, let b(a; D) be noise value that must have been realized when database D was input
and o = arg ming J °bj (f) was output. We can derive a closed-form expression for b(a;; D) by computing the gradient of
J°% (), which should be zero when evaluated at f = « since « is defined to be the minimizer of J° ( f):

=VL(a) + Vr(a) + éa + M

!
T o 0.

VI (),
Rearranging the equation yields
b(a; D) = — (ToVL(a) + ToVr(a) + Aa) .

Now, consider two arbitrary neighboring databases D and D’ and an arbitrary output value c. Similar to Chaudhuri et al.
(2011), we can use, e.g., Billingsley (1995) to express the ratio of the probabilities of outputting @ on neighboring D and
D' as:3 .
Pr(f°% = a | D) _ Pr(b(e; D)) |det(Vb(a; D'))|
Pr(fo¥ =a | D) Pr(b(a; D)) |det(Vb(a;D))|

where we define I'(ax) := % and ®(a; A) = %. In the remainder of the proof, we will bound

INa) < e and P(a; A) < 17 5o that the product is bounded by e€!.

=T(a) - ?(a; A),

The parameter A serves a role to divide the €; budget between these two terms, by distinguishing between two cases. In the
first case, € is large enough that we can choose A = 0 and still have some privacy budget (¢y) remaining to bound I'( ).
In the other case, if €; is too small to bound ®(a; A) with A = 0, then we divide the privacy budget equally between
bounding I'(e) and ®(cx; A), and find an appropriate value for A > 0.

First, we will show ®(a; A) is upper bounded by et 0.

ZFor a simple analogy, consider the one-dimensional Laplace Mechanism on query f and database x, which outputs y = flx) +
Lap(Af/e). Given f and z, there is a bijection between noise terms and outputs since the noise term must equal y — f(z).
3with abuse of notation to let Pr denote pdf for simplicity of presentation.
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LemmaD.2 If A =0and ¢y = e — log(1 + 3¢ + /\2) orif A = — XNand ¢ = 7, then ®(c; A) < e 170,

51/4 1

We start with Lemma D.3 (proved in Appendix G.1), which bounds ®(a; A) as a function of A, ¢, and A.

Lemma D.3 Forany A > 0, ®(a; A) = % <(1+

)

Next, we use this result to prove our desired bound that ®(a;; A) < et~ . We do this by considering two cases. First,
when A = 0, then P(a; A =0) < 1+ % + f\—z < e 7 by design, where the first inequality comes from Lemma D.3
and the second inequality is a rearrangement of our choice of g = €; — log(1 + % + ;—z) in this case. In the second case,
A = — 77— — A Plugging this A value into the bound of Lemma D.3 gives ®(c;; A) < e1/2 = 1= where the second
inequality come from our choice of €y = €1 /2. Hence, in both cases, ®(a; A) < ef1 <0,

Then, we bound T'(a) = %. Note that this term depends only on the noise distribution, and not on the value of

A. Algorithm 3 offers two options of noise distributions: Laplace noise when 6 = 0, and Gaussian noise when 6 > 0.

In the case of Laplace noise, the bound that T'(at) < e follows immediately from the Laplace mechanism instantiated
with privacy parameter €g and Lemma B.4 to bound the sensitivity. The following lemma is proved in Appendix G.2.

Lemma D.4 When b is sampled according to pdf p(b; 5) o« exp (—%), where 3 = min{ 4T0\€/08+n7 c\/ﬁeJUrélTo }, then

_ Pr(b(a;D)) e
MNea) = Pr(b(gD')) < e
The two different 5 values come from two different upper bounds on the sensitivity, and the minimum value will give a
tighter bound.

In the case where ¢ > 0 and the Gaussian Mechanism is used, we cannot simply bound I'(«x) = % with probability

1. Instead, the bound must incorporate the ¢ term to bound I'(cx) with probability 1 — ¢ over the internal randomness of
the algorithm, as in Lemma D.5, formally proven in Appendix G.3.

Zte T e
Lemma D.5 When b ~ N(0, 3°L,), where § = "V Z0ESE0 o (o) = FHMED < oo ith probability at
least 1 — 6.

Finally, we combine the bounds on ®(ca; A) and I'(ax) to complete the proof. When § = 0 with Laplace noise, Lemmas
D.2 and D.4 combine immediately to give that ®(a; A)T () < ef17 ¢+ = ¢1. When § > 0 and Gaussian noise is used,
we define G to be the good event that T'(«x) < e, which we know from Lemma D.5 will happen with at least probability
1 — ¢. Then conditioned on G we have,

Pr(f°% = a | D,G)
Pr(fo = a | D', G)
We can then use this fact to derive our desired (unconditioned) privacy bound:
Pr(f% = a | D) = Pr(G) - Pr(f° = a | D,G) + Pr(G) - Pr(f% = a | D, G)
< e Pr(G)-Pr(f% =a|D,G)+6
< e Pr(f% = a | D) + 6.

=T(a) P(a;A) < e e < et

Hence, f°% in Algorithm 3 is (€1, d)-DP and the final output °% is (e; + €2, §)-DP by composition.

E Accuracy Guarantees of DPSC,,

In this section we analyze the accuracy of DPSC;. We first prove Theorem 3.5, restated below for convenience.

Theorem 3.5 The estimator y°% output by Algorithm 3 satisfies:

rarsE() < et (177 - il + g Bllbl + 1 (5 + 555 ) 218VA)

(F +f) (M+ El[bl]2] + Tazo (injA) 2TM),
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\Y4 2 €
where || f7% |00 < @ for some v > 0, and E[||b]|2] = \/nTO4 8+n v 210g 5T for Gaussian noise (5 > 0 case) and

E[|[b]|2] = min{*ov 8+”, Cf+4T° } for Laplace noise (6 = 0 case) and €y, and A are computed internally by the
algorithm.

This theorem gives bounds on the predicted post-intervention target vector °%/, as measured by RMSE. Similar to Theorem
3.2, this result is stated in full generality with respect to the distribution of data and the latent variables, and thus the bound
depends on terms such as || Mpos¢||2,2 and E[|| £79 — f||2]. Section E.1 provides proof of this result, with omitted detailed
deferred to Appendix G.

Comparing the bound of Theorem 3.5 to that of Theorem 3.2 for output perturbation, we see that the difference comes only
from the respective terms E[||(f(°4*Veb7) — £7¢9)||5]. For output perturbation, the error f°%* — £7¢9 is simply the noise
directly added to the output, so the expected norm of the error is simply the expected norm of the noise, a = %. For
objective perturbation, the interpretation of these error terms is less straightforward and is instead bounded using Lemma
E.1. As a simple case for comparison, when A = 0 and § = 0 (i.e., using Laplace noise), the expected difference becomes
E[||(£°% — £7¢9)||2] < min{ ST"/\‘{?T", 26‘//\E£8T° }. If the first term is the smaller of the two, then E[||(£°%7 — £7¢9)]|o] is
bigger than E[||(f°"“* — £79)]|2] since the denominator is smaller (ey < €1, assuming the same €; values for comparison)
and the numerator is bigger due to the factor of 2. If the second term is the minimum, then the upper bound on error is
hard to compare as both the denominator and the numerator are (asymptotically) bigger for output perturbation. In case of
€0 = 5, the expected difference of output perturbation becomes O(Ty+/n) and that of objective perturbation becomes
O(Ty + +/n). In this case, we may expect the objective perturbation to yield a better RMSE for a reasonably big Ty and n.

E.1 Accuracy of post-intervention prediction via objective perturbation y°/
We will prove Theorem 3.5, which upper bounds the Root Mean Squared Error (RMSE) of 4°%/, defined as:

_
T-Ty

RMSE(y™) = o

Ellly™ — mpost|[2].

Using the facts that y°% = X Tt Xpost = Xpost + Mpost + Zposts and Mot = M, f (by Equation (2)), we can
bound the expectation as follows

Ellly*™ — mpost|2] = Ell| X pour 7 — Myoer FI2]
= EllIXpout £ = Xpout F77 + Kot £79 = Moy F|2]
= E[l|(Mpost + Zpost + Wyost) " (f* = F7°9) + (Mpost + Zyost + Wpost) " 7! — Myyoqt |l2]
< E[|(Mpost + Zpost + Wpost) " (£77 = £7°9)]|2]

E

+ E[|[Mout (£ = F)ll2] + El(Zpost + Wyost) T F7J2], (15)
where the first equality is due to the definition of y"b{, the second equality adds and subtracts the same term, the third
equality collects terms and plugs in the expression for X,,,,;, and the final step is due to triangle inequality.

Lemma C.1 already bounds the last two terms because they do not involve £°% and Step 2 of Algorithms 2 and 3 are the
same. Specifically, we know that,

El[Mpost (F7I=F)l2] < [[Mpost||2,2E[| £ f[2] and E[[[(Zpos+Wpose) £ l2] < x/ﬁw(\/n(T—To)Jer%)-
(16)

Thus we only need to bound the first term:

E[||(Mpost + Zpost + Wpost) " (£77 — £7°9)]I2]
< Ell|Mpost (£ = £7DNl2) + Ell[(Zpost + Wost) " (F7 = £79)2]
< [ Mypost|12E[IF — £7]2] + Ell| Zpost + Wiost LIE[l| (£ = £79)][2]

< Myt lEE[1£7 = £7°7)a] + (VT = T)o? + =L B[(F4 = F0)lll, 17
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where the first step is simply triangle inequality, the second step is due to the independence of Z, W and f°%7, and the third
step comes from the proof of Lemma C.1 (see Appendix F.2), where E[|| Z,0st + Whost||2] was bounded as an intermediate
step.

Thus we only need to derive a bound on E[||f°% — f£7¢9||5], which we do in Lemma E.1 (formally proven in Appendix
G.4) to complete the proof.

Lemma E.1 The (5 distance between f°% and f7¢9 satisfies:

2 1 1
SYIA E[||b]|2] + Laxzo (/\ + /\—FA> 215/ n,

where b and A are computed internally by Algorithm 3.

E[[ £ — f°9||2) <

Combining Equations (15), (16), and (17) with Lemma E.1 completes the proof of Theorem 3.5:

) M 0S
RMSE(yObj) S H TP_tC|Z|102

" (m + ﬁ) (Vv + E[I(F — £7°9)] 1)

H 05t|| reg __ 2 1 1 2
< Wl (aii(res = ll] + 525 Ell] + Lo (5 + 55 ) 208VA)

<ﬁ N f) (Vi + 52 5Bl + Lo (5 + 55 ) 2087

(B[ = £)ll2] + B[ = £79)]]2])

T 2 € . . . C/ T
where E[||b]|2] = vVnB = 1Tocy/2los 540 ”iiog‘ﬁ_o for Gaussian noise and E[||b|o] = min{*Lo ;08“’, ‘C‘:ALT‘)} for Laplace
noise.
E.2 Closed-form bound on RMSE of Objective Perturbation

Using similar analysis as in Section C.2, we can extend Theorem 3.5 to obtain the following closed-form accuracy bound
that depends only on explicit input parameters, under the same distributional assumptions.

Corollary E.2 [f Assumptions C.2, C.3, and C.4 hold, then for all £ € (0,1) and t > 1, with probability at least 1 — n’tz,
if Ty > C(t/€)%klogn, we have

(V2no? + V2n02s2 )Ty + 55+ 2 1 1
outy 2Ty - 2
RMSE(y*") < v e+ R E{lbll] + Lae (5+535) m8va
07T 27,
V2 2 1 1 )
+ [ Vno? + == f1/)+7E[||b|| |4+ Taxo |~ + < | 2T5Vn. |,
€2 A A+A

V4 24¢
where || f7|oc < 4 for some i > 0, and E[||b||2] = \/”m 8+"EVO 2198 57 for Gaussian noise (5 > 0 case) and

E[||b]|2] = min{2%0 6V08+", C‘/E;OAT" } for Laplace noise (5 = 0 case), and ey and A are computed internally by the
algorithm.

The additional terms that arise due to the noise required to guarantee differential privacy in this setting, relative to the
bound on RM SE(y"9) in Equation (11), are:

(i + Vi + 2 (2Bl + o (3 +

1
A+ A

Van

€2

)2T02\/ﬁ> + . (18)

To analyze this expression in a simplified way, assume the regularization parameter is A = O(7T) so % = O(1), and that
Laplace noise was used (i.e., § = 0), so that E[||b]|2] = O(TD\F) Then the first parenthesis of Equation (18) becomes
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O(vn+ é), the second parenthesis becomes O(T"E—f +To~/n), and the additive term becomes O(‘E/—f) Since ¢ < €1, we

replace €y by ¢; in the bounds. Then Equation (18) is O(%” + 7;01—‘6/25) from the product of two parentheses, and omitting

the additive term, which is asymptotically dominated by the others.

Comparing to the cost of privacy in Output Perturbation in Corollary C.5, we see that the bound in Corollary C.5 does not
depend on Tj. This additional dependence on T arises for Objective Perturbation from the second parenthesis containing
E[||b]|2] and the indicator function, which is absent in the output perturbation case.

F Omitted Proofs for DPSC,,;

F.1 Proof of Lemma B.4
Lemma B.4 Ler g(f) = L(f,D’) — L(f, D) for two arbitrarily neighboring databases D, D’. Then,
e [ V()] < V5T

We first re-arrange g(f) in a way that makes it easier to compute the gradient. Let i be the index of the record that differs
between D and D'.

1 TO i n 2 1 TO n 2
— !
= <Zw f) SRS KZ - fk> _ y]
=1 L A\k=t t=1 | \k=1
- ) )
1 To 1 To
! 1
:foz Zzﬁtfj *ytJr:Ez',tfi *f)z ij,tfj *ytJri?i,tfi
=1 | \j# pt oy
1 &
2
- T Z 2 ij,tfj —uyp | (@ip — i) fi + (25, — 2 ) f7
0= [\
1 &
- Tn Z 2 ij,tfj -y | + (1'/1'7,5 + $7t)f1 (x/i,t — zi,t) fi
0= |\
1 &
T, @ f—w)+ (@] F—minhi+a"iafi —u)] @ie— i) fi (19)
t=1

The second equality comes from the definition of the Ridge regression loss function £; in the third step we pull out the
record i that differs between D and D’; the fourth step combines the sums and cancels terms, including the observation
that .z fj = > ;4 2, fj. The final two steps also involve rearranging terms.

For notational ease, we define two additional terms,
Dyi=a/f—y and E,:= (2}, —zi4)fs.

Then, Equation (19) becomes
To

g(f) = Tio S (2D¢ + Ey)E:.
t=1

We will take the partial derivatives of D; and F; with respect to both f; (the index of the data entry that differs between D
and D’) and f; for j # ¢, and then combine these to arrive at the gradient of g(f):

0D, 0Dy OF; , on
; =i S5 =T~ Tits 7 =0

af, Mt ap T Y gy, a7,
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Now, we compute the derivative of g(f) with respect to f;.

dg(f) 1 & {( oD, 8Et) 8Et}
= — 2 + E,+ (2D; + F,
ofi T 2 o, " op )BT EDer By
1 &
=T ; {(@f; +zit)Br + 2Dy + Ey)(w, — i) }

To
1
= ﬁ2{2x;,t(5€;,t —zig) fi + 2] f — o) (@], — mia)}
t=1
1 &
=7, S fital £ —w) (@, — wiy) (20)
t=1

Next, we compute the derivative of g(f) with respect to f; where j is the index of unchanged donors (j # ¢). There are

fewer term in this derivative because ‘g? t =0.
J

9g(f) _ 1 .
T S
= i Z ij,t(x;,t - mi,t)fi @D

Finally, we can use (20) and (21) to derive an upper bound for |[|Vg(f)]||2.

- (S0 45 (%42

J#i
Lo 2 2
. (TZz AT ) ) ) +5 (3mtee-m
t=1 i t=1
1 & 2
< T Z diifital -y (@i — @) r Z Z 2254 (2"s,0 — @i4) fi]
t=1 VE) t=1
T,
?Z (@infi+ ol £ =)’ (250 — wia) +g4$ —xi ) f7
=1 i
T
AN e e Te e 2 12
= 2 D (@i —wid) | (@i @l f =)’ + Y af S
0%=1 i
4 T(] n
2
™ (@'ip —2i0)® | (@] F —ye)? + 20" fill f— ) + Z x/k,th] (22)
0 t=1 k=1

The second equality comes from plugging in the partial derivatives computed in (20) and (21), the following inequality
comes from applying Jensen’s inequality, and the final three steps come from rearranging, expanding, and simplifying
terms.

We can proceed by bounding the individual terms in (22) using the our modeling assumptions of Equation (3), which give
us that:

(#'sp—wig)? <4, and (@) f—y)? <4, and 22", fi(x{ f—y) <4, and Zzli,tﬁ? <n.

Then ||[Vg(f)||3 < 128 + 16n and ||Vg(f)||2 < 4v/8 + n.
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F.2 Proof of Lemma C.1

Lemma C.1 The three terms in Equation (8) can be bounded as follows:

E[| Myt (F7¢ = Fll2] < [|Mposillz,2 - E[[£77 = fll2],
2T — To>
— |, and

€2

2\/T — T()) 4T0\/8 +n
€9 )\61 '

E(ZT + W) £9ls] < Vi ( (T~ To)o? +

E[|(Mpow + 2" + W )oll2] < <||Mpost|2,2 + V(T —To)o? +

We prove these three bounds separately. Most steps follow from the sub-multiplicative norm property of Equation (9) and
the bounds on the noise terms of Equation (10).
First,
El|Mpot (£ = F)ll2] < El|Mpostll2,2 - [| 70 = £l|2]
<[ Mpostl2 2B = fll2]-

Next,

E[|[(Zgost + W) £7l2]

IN
=

[ Zpost + W2 - [|F7|2]
H‘Zpost + WH2 ' \/EH.fregHOO]
H‘Zpost + WHQ ’ \/W]

& =

Vg B[ Zpost||2 + [[W]]2]
V- Ell| Zpostl | p + [[W]| ]
Vv

o (VT —To)o? +0)
2m>
€2 ’

IANIN IA A

IN

< \/’7L¢ ( ’I’L(T - T0)0'2 +
where the second step comes from the relationship between the /5 norm and the ¢, norm, and the third step comes from
our definition that || f"%9|o, < 9 for some ¢) > 0.

Finally,

E[||(Mpost + Zpost + W ) 0ll2] < Ell|Mpost + Zpost + Wl22/[v]|2]
El[|Mpost + Zpost + Wl|2,2] - Ef[[v]]2]
E

4/8Fn

< [||Mpost| 2,2+ ||Zpost| 2,2+ ||W||2,2] . et
44/8 +n
< (I[Mpostll2,2 + E[l| Zpost|| 7 + [[W][F]) - SV
21 —T¢ 4\/8+n
= (||Mpost||272 + (T = Ty)o? + B €9 0> ey

where the second step holds because Z,,,s¢, W and v are all independent of each other.

F.3 Proof of Lemma C.6

Lemma C.6 Let f™9 = (X, X L ﬁl )"t XpreYpre be the Ridge regression coefficients and let f be the true coef-

pre
ficients. If Assumptions C.2, C.3, and C.4 hold, then for all § € (0,1) and t > 1, with probability at least 1 — nftz, if
To > O(t/€)?klogn, we have,

(V2no? + V2no2s2)Ty + ﬁ
(1-8&To + ﬁ

E[I[f70 = £ll2] <
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First we can expand E[||f79 — f|2]:

E[llf7 = £ll2]

E[llf0 —E[f"] + E[f"] = fll2]
E[ll£77 = E[f"]ll2] + E[[E[f™] = fl]2]
E[ll£77 = E[f"1ll2] + E[l[Bias(£")|]2]; (23)

IN

where
Bias(f™9) = E[f"] — f = =M Xpre X, + M) 7' £

pre

Hence, we only need to bound the two terms: || Bias(f"%9)||2 and E[||f"¢9 — E[f"%9]||2], which we do next. First,

| Bias(£7)[l2 = || = M(Xpre X e + A1)~ f]2
< A2l (XpreXpre + A |22
< )‘H(XpreXT + )‘I)_1||2,27

pre

where the last inequality uses the fact that the ¢; norm of f is 1, which also upper bound the ¢5 norm. Next,

E[l[ 7 = E[f"]||2] = E[|[ £ — (f + Bias(f"))||2]

((XpreX e + A XpreYpre — £+ M Xpre X e + A1) 7 Fll2]
((XpreXpre + M) Xpre (Mo f + Zpre) — F + M Xpre X + A1) 7" f] 2]
((XpreXpre + M) " Xpre(Xpof = Zpof + Zpre) — F + A Xpre X + A7 F]|2]
[(Xpre Xpre + M) ™ (Xpre X + A f = f

|
|
|
|
(XpreXpre + A~ (Xprezpre = XpreZyeo f)|l2]
|
|

[ ‘(XpreX;—;rre + /\I)il(Xpresze - XPT‘BZ;;ef)HQ]
[ ‘(XpreX;—;rre + )‘I)_1H2,2 N Xprezpre — XpreZ;-zrrefH?]v
where the first four steps come respectively from plugging in expressions of E[f"9], (f"*9 and Bias(f"*)), Ypre, and

Mpye. The fifth and sixth steps come from rearranging and canceling terms, and the final inequality comes from the
submultiplicative norm property of Equation (9).

<

Plugging everything back to (23) yields,

E[lf7 = fll2] < E[lf" = E[f"]ll2] + E[[|Bias(f")||2]
< ]E[H(XpreXT + /\I>71H2,2 ' HXpresze - XpTeZT f||2 + AH(XpreXT + /\1)71H2,2]

pre pre pre

= E[|(Xpre Xpre + M) 22 - (IXprezpre = XpreZppe Fll2 + )] 24

Next, we use our assumptions on the data distribution to prove the following lemma about ||(Xpre X, + AI) ™ *|2,2.

Lemma C.7 If Assumptions C.2, C.3, and C.4 hold, then for all £ € (0,1) and t > 1, with probability at least 1 — nt
and Ty > C(t/€)?klogn, we have
1

A
(XpreXpre + 5 D) 722 € ————
e 2To (1-&To + ﬁ

[Proof of Lemma C.7] A key component of the proof of Lemma C.7 is the following lemma about concentration of random
matrices.

Lemma C.8 (Corollary 5.52 of Vershynin (2010)) Consider a distribution in R™ with covariance matrix %, and sup-
ported in some centered Euclidean ball whose radius we denote \/m. Let Ty be the number of samples and define the
sample covariance matrix ¥, = T%)XXT. Let £ € (0,1) and t > 1. Then with probability at least 1 — n_tz, one has,

If T > Ct/€)?|[Sllzamlogn  then ||, — Bll2,2 < €[|E||2,2,

where C' is an absolute constant.
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To instantiate Lemma C.8, we view the data X,,.. as Tj samples corresponding to the columns =y € R", Vt €

{1,2,--- ,Tp}. We use our assumptions that X takes values in a k-dimensional subspace E, and ¥ = Pg where Pg
is the orthogonal projection from R™ onto E. Then, the effective rank of 3 is r(X) = trﬁ;ﬂ?) = k by definition, because
[1IZ]l2,2 = ||PEll2.2 = Omaz(PE) = Amaz(Pr) = 1, since eigenvalues of an orthogonal projection matrix are either

0 or 1 as shown in Lemma 19 of Amjad et al. (2018). Then, E[||X||3,] = trace(X) = k|[X]|2,2 = kl|[Pgll22 = k.
Using Markov’s inequality, most of the distribution should be within a ball of radius v/m where m = O(k). Finally, let us
assume that all the probability mass is within that ball, i.e., || X||2.2 = O(v/k) almost surely. Then, Lemma C.8 holds with
Ty > C(t/e)*klogn samples. This is also noted in Remark 5.53 of Vershynin (2010).

To translate this to our setting, we see that with probability at least 1 — n=t", if Ty > C' (t/€)?klogn, then

1
||?0XpreX;—)rre - Z||2,2 < 5 (25)

Since ¥ = Pg is an orthogonal projection matrix, || Pg||2,2 = 1. We apply triangle inequality to obtain,

1 1 1 1
HfUXpreXpTre — Ppll22 2 ||f0XpreXpTre| 2,2 — || PEll22| = ‘||%XpreX;~e||2,2 -1 = ||?0X;U7"€X;“e —12,2.
Combining this with Equation (25), we can bound
1
= XpreXppe — Il|22 <&, orequivalently, |[|XpeX,,. — Tolll2,2 < ETo. (26)

Tp

We will use this latter expression to obtain a lower bound on the minimum singular value of XpTeXpTre, and then use it to
bound ||(Xpre X, e + AI) 71|22 from above.

pre

Note that since || A||2,2 is the maximum singular value of matrix A, the upper bound of (T of Equation (26) should hold for
all singular values of A. For symmetric matrices such as XX T+ T,I,the singular values are also the absolute values

pre
of its eigenvalues. This means that all eigenvalues A, of XpreXpTTe — ToI must satisfy |/\,((XpT€XpTTe —Tol)| < &To.

Therefore, this bound must also hold for the smallest eigenvalue Ayp,ir, (+):

|Amin(XpreXT - TOI)| S gTO

pre
— |)\min(XpreX;~e) - TO| S gTO
— (1 - E)TO S Amin(XpreX;,‘e) S (1 + g)TO
By plugging in the lower bound on the minimum singular value of X pTeX;;e, we arrive at the desired bound to complete
the proof of Lemma C.7.
1(XpreXpre + A1) 7|2 = Omaa(XpreXpre + A1) )
B 1
N amin(XpreX;;e + AI)
1

o |)\min(XTX)+)\|
1

< ———

T(=9To+ A

Returning to Equation (24), we can use this bound to obtain,

E[|lF"? = fll2] < E[|(XpreXpre + M) Hl2i2 - ([ Xprez — XpreZ T Fll2 + A)]
1
(1=8To+ A

IN

E[l|Xprez = XpreZ' fll2 + Al 27)
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The expectation term in Equation (27) becomes,
E[||Xprezpre — XPT(inTTefHQ + Al = E[[|(Mpre + Zpre) zpre — (M + Zpre) pref||2 + Al
< E[[|Mpre(zpre — ZpTve N2 + 1 Zpre(zpre — pre Pllz + A
< | Mprellz2Ell|2pre = Zpre fll2] + Elll Zprell22 - 12pre — Zpre f1l2 ]
= || Mprel [ FEll|zpre = Zpre fl2) + Elll Zprellr - ||2pre — prefll I+
< \/niToIE [1zpre = Zprelo] + V/nTos?E| Izpre Zyrefll2] +
nTy + vnTos?)E[||zpre — pTefH ]+

where the first step is plugging in for X,,,.., the second step is triangle inequality, the third and fourth steps are due to the
submultiplicative norm property, the fifth step comes from the definition of the Frobenius norm, the fact that M. and
Zpre are both of dimension n x T, and bounds on data entries. The final step collects terms.

Finally, we need only to obtain a bound on E[||zpre — Z,,,. f|[2]-

Elllzpre — Zprefll2] <

Inequality (a) is due to Jensen’s inequality. The step in (b) is because E[z;Z,” f] = E[z]E[Z," f] = 0 by independence
of noise terms. The step in (c) is by the same logic as in (b), since all cross-terms f; f; for ¢ # j are zero in expectation.
Lastly, we bound the ¢ norm of f by ¢; norm instead in (d) (i.e., || f||2 < [|f][1 < D).

Hence,
E[HXprezpre XpreZ;efH? + )‘ nTO + TLT0$2) \% 2TOU2 + A
=ToV2no? 4+ TyV2no?s2 4+ \
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Finally, combining this with Equation (27) gives the desired bound to complete the proof of Lemma C.6.

V2no? 4+ vV2no2s2) Ty + A
(1=8OTo + A

E[|£77 — flla] < <

G Omitted Proofs for DPSC,;

G.1 Proof of Lemma D.3

Lemma D.3 Forany A > 0, ®(a; A) = % <(1+ Hﬁ)?

Recall that b(c; D) is the noise value that must have been realized when database D was input and cv = arg ming J°% ( f)
was output. Since J°% (f) is strongly convex for any A and is differentiable, the closed-form expression for b(cx; D) is
derived by computing the gradient of .J°% (f), which should be zero when evaluated at its minimizer f = a:

VIY(f)],_, = VL) + Vr(a) + Boqb@d) Ly,

?oa Ty
Rearranging the equation yields

b(a;D) = — (ToVL(a; D) + T Vr(a) + Aax) .

For ease of notation, let A = —Vb(a; D) and E = Vb(a; D) — Vb(c; D’). Then,

_ [det(Vb(a: D)| _ |det(~Vb(a; D))| _ |det(A + E)|
|det(Vb(a; D)) |det(—Vb(a; D)) |det(A)|

D(a; A)

By definition, A = —Vb(a; D) = To(V?L(c; D) + V?r(a)) + Al,. Using the Hessians V2L (a; D) = TiOXpTeX;;e and
V2r(a) = 2 In, A can be expressed as

A=2Xp X5, +(N+A)L,.

pre

To express E succinctly, let neighboring databases D = (X, y) and D’ = (X', y) differ in the j-th row. Then,

2([12513 = llz;113)  (5,4)
E= 2(X1/)7‘6X;l7—7|‘—e - Xp’r‘eX;—;«e) = Q(m; - xj)Twi (],Z) or (Zv.]) ) Vi e [n]a { 7é.] (28)
0 otherwise

where x; (resp. x;) denotes the i-th person’s data, which is the i-th row of X (resp. X,..).

Note that all eigenvalues of A are at least A+ A > 0 (i.e., Apin(A) > A+ A) because XpTeX;—Te is positive-semi-definite,
and thus A is full rank. Also, rank(E) = 2. This allows us to apply the following lemma.

Lemma G.1 (Lemma 2 of Chaudhuri et al. (2011)) If A is full rank and E has rank at most 2,

det(A+ E) — det(A)

det(A) = M(AT'E) + \a(ATE) + M (AT E) Ao (ATUE),

where \;(Z) is i-th eigenvalue of matrix Z.

Let Aoz (Z2) = max; |A;(Z)|, the maximum absolute of eigenvalue of matrix Z. Instantiating Lemma G.1 yields:

det(A+ F
s ) = ST
_ | det(A+ E) — det(A)
det(A)
— 14+ M(AE) £ Ma(A71E) + M (A TE)\(ALE)|
<1+ \)\1(A_1E)| + |)\2(A_1E)| + |/\1(A_1E))\2(A_1E)|
<1+ 20| (AT E) + N paa (A7 E)?,

+1
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where the first inequality is simply triangle inequality, and the second inequality bounds all absolute eigenvalues by the
maximum one |y, qz|-

Assume that A4 (E) < cfor some constant ¢. Since F is a real-valued matrix, such a finite ¢ exist. In Algorithm 3, ¢ is
explicitly taken as an input parameter. Then,

)‘\maz\(E) < c

by AR < .
marl (A7) < Sy S 3 ¥A

Finally,

2c 2 c 2
Dla; A) <1+ 2\ ATYE) + ) AR <1 < (14— .
(aa )7 + \ma:c\( )+ \max\( ) <1+ )\—i-A + (/\+A)2 s ( + )\—I—A)

G.2 Proof of Lemma D.4

Lemma D.4 When b is sampled according to pdf p(b; ) o exp (7 H%‘b ), where 3 = min{ 210 ;OSJr", C‘/ﬁe—[’;‘lT‘J }, then

Pr(b(a;D €
I'(a) = Pr((b((a;D’)))) < e

We can start by re-writing I'(a) as follows, where the first line directly comes from the pdf Pr(b; 3), the second line is
due to reverse triangle inequality, and the third line is from the definition of b(c; D) and canceling terms that occur in both
b(a; D) and b(e; D'):

na>:am<—;uwunpnz—HMaﬂ7mz0
Sem(;|waﬂ»b«uomz>

1
=exp <ﬁ||T0V£(a; D) — ToVL(a; D)||2) (29)

Next, we can continue to bound Equation (29) in two different ways, corresponding to the two possible values of /3. The
two values come from two different upper bounds on the sensitivity, and the minimum value will give a tighter bound.

The first upper bound uses Lemma B.4, and its notation of g(f) = L(f,D’) — L(f, D) for neighboring databases D, D’.
Then we can bound:

<m<m{ymwmm)
< exp <;4TO\/8 + n> .

Hence, setting 3 > 4T067 V08+" makes I'(a) < e,

The second upper bound is based on ¢, and will yield a tighter bound when c is small. Recall that matrix E' is defined in
Equation (28), and that c is the upper bound A|,,,,|(E) < c. By plugging in VL(«a) = T% (2XpTeXpT,,ea = 2XpreYpre) »
we can alternatively bound:

1
(29) = exp (6||2(X1/7TSX1/0—7|’—6 - XPTGX;;e)a + 2(XP7’€ - lewe)yP’FeHQ)

1 1
dmmmﬂk—&m&kmm+ﬁmaﬁ—xmmmh)

1 4T
IEal+ 25"

(
(

< (5l1Elkallall + 231
(

C\/ﬁ'ﬁ‘ 4T0>
5 )
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where the second step is due to triangle inequality, the third step is plugging in the definition of £ and bounding the second
term based on the worst-case Xgl)'re — Xpre, which is all zeros with just one row with all 2’s, and worst-case ¥, which
is all 1’s). The fourth step is the submultiplicative property of operator norms, and the final step is due to the fact that
[[E]l2,2 = Ajmaz|(E) < cand that all elements of a € [—1,1]™ are bounded by 1. Then setting 5 > C\/iitﬂo ensures

INa) < e,

If either of the above conditions on [ holds, then I'(a) < €% as desired. Thus we can choose 8 =
Inln{ 4To+\/8+n
€0

c‘/it4T° } that at least one will be satisfied. Taking the minimum rather than just one allows for a lower 3
and hence lower noise magnitude, while still satisfying the privacy requirement.

)

G.3 Proof of Lemma D.5

RV \/ 24e r(b(o: . ..
Lemma D.5 When b ~ N(0, 321,,), where 3 = Hovsin 602 85F0 then INa) = % < e with probability at
least 1 — 0.

The proof of Lemma D.5 follows a similar structure to Lemma 14 of Kifer et al. (2012). We include the full proof for
completeness. Let the noise term b be sampled from a multivariate Gaussian distribution N(0, 321,,), and let D and D’
be two arbitrary neighboring databases. Let h(a) = b(a; D) — b(ax; D) Then, we can express I'( ) as,

b(a;D)| |2
— exp( 3 (e D)~ [1b(c D))
= expl55(11b(es D) + (@) ~ 1b(es D))
= expl3 (2{bles D). () + 1)), (30)

where the first step is from the distribution of noise b, the final step is a binomial expansion applied to norms.
Note that,
h(a) = b(a; D) — b(a; D)
=To(VL(a;D) — VL(a; D))
= 7T0v.g(a)a
where g(a) = L(a, D') — L(a, D), as defined in Equation (5). By Lemma B.4, we know that ||Vg(a)||2 < 4v/8 + n, so

also

[[h(a)||2 < 4ToV8 + n. 31

Similarly, because b is sampled from a multivariate Gaussian distribution N (0, 51,,) and sum of Gaussian variables is also
Gaussian, then,

(b(c; D), () ~ N(0,5|[h(c)|[3)-
Since the exact distribution is known, we use a Gaussian tail bound to find a well-behaving set of b.

Lemma G.2 (Chernoff bound for Gaussian Wainwright (2019)) Let Z ~ N(0,02). Then, for all t > o,

t2

PlZ > 1] < eXp(*ﬁ)-

We instantiate Lemma G.2 with Z = (b(e; D), h(x)) and t = B||h(ax)||24/2]log 2. Note that t > o for any § > 1/2.

Then,
m<wmmmm»zmmmuwmgﬂsg,
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which, by Equation (31) implies that,
2 1)
Pr l(b(a;D),h(a)) > B(4TpvV8 +n)y/2log (51 < 3 (32)

Define a set of values of b, corresponding the the good event described by Equation (32): GOOD =
{b | (b(a; D), h(ax)) < B(4Tp\/8 + n)y/2log 2}. By definition, Pr[b € GOOD] > 1 — §. That is, with probability
at least 1 — 9, the noise vector b is in the well-behaving set GOOD.

When b € GOOD, then we can complete the bound on I'(a) from Equation (30), combining the bound on ||h(c)||3 from
Equation (31):

D(a) = exp(

[2(b(c D), () + [|h(@)[}]) < exp (Hw%ﬁs T /2108 > + (4ToVE" +n>21> .

1
232 2532

Finally, the goal is to bound I'(a) < e, in the case where b € GOOD. Solving the expression above for 5 yields

5o (4Tyv/8+n)y/2log % . \/(4Tm/8 Tn)*2log} | (4ThvBFn)

€ €0

DN =

€0

ATov8+n \/210g2+\/210g2+60 (33)
€0 0 0
4To/8+n)y/2log 2 + ¢

ﬂ>( 0 ) Ky 0

= €0

DN =

Note that choosing

satisfies the bound of Equation (33).
Thus I'(ax) < e®°, conditioned on b € GOOD, which occurs with probability at least 1 — ¢.

G.4 Proof of Lemma E.1

Lemma E.1 The {5 distance between f°% and f7¢9 satisfies:

) 2 1 1
E[|| £°% — fre9||y] < E 1 —+— ) 2T}
154 = 701] < 52 R Bllk] + Lo (5 + 135 ) 2TEVA

where b and A are computed internally by Algorithm 3.

Recall the objective functions .J°%/ and J"¢9:

A+ A

, A
TV = L)+ SIS+ - bTE and () = £(6) + 1B

with their respective minimizers f°°7 and f7¢9. Define another objective function J# and its minimizer f7#,

A+A

2
+ S I3

J*(f) = L(f)

which is a noise-free variant of J°% .

We will express the difference between 79 and f° using f# as an intermediate value:

1£79 = Fo |2 = |F70 — f7 4+ F7 = £ < N7 = 7 Nl2 + 1FF = £ (34)
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We will bound these two terms separately, starting with || f# — £°%7|;. Tt is known that J°% is (2£2)-

and that the gradient of of .J°%7 evaluated at its minimizer £°% is zero. Then by the definition of strong convexity,

# _ pobj||2 ~ ( jobj( g obj( pobjyy 210
IF7 = 7702 < (T () = I (F™) &

We can proceed to bound the difference in the objective function .J°%/ at these two points:
. . . 1 , 1 ;
I gy = () T ) < (TR T )
0 0
. 1 1 .
= (FHEF) = T + (0T = b
To T

1 .
<0+ fllbllz\lf# — £z
0

strongly convex,

(35)

where the inequality is due to the fact that J# (f#) < J#(f°%), since f# is the minimizer of J#.

Plugging this into Equation (35) gives

. 1 . 2T
If# — fo¥)3 < fo||b”2||f# S i P

A+ A’

or equivalently,
£ = £ 2 < [I]]2

2
A+AT
To bound the first term of Equation (34), we observe that if A = 0, then J# = .J7* and thus f# = 79, so || f™*9 —
f#||2 = 0. Thus we only need to bound the distance when A # 0.

We can write £7¢9 and f# using their closed-form expressions,

A+ A

A _
fregi()(pv"e)(T +7I) Xpreypre and f# (XPT'eXT [) 1X;m“€y177‘€7

pre " 9T, pre T 2T
and use these to bound the difference:
X A A+ A
re _ T T —1
||f g — f#||2 - H ((XPTEXpre + T%I) (XPTEXpre 2TO I) ) XpTeypre||2
A A+ A
< (X D+ e X+ 255D ) Xirctiprels— 36)

The spectral norm of a general form [|(XX " + M) ™| can be bounded by the inverse of minimum singular value of the
matrix X X " 4+ \I, which is positive semi-definite and has minimum singular value at least \:
1 1

XXT 4 M) Y < < -
I ALl = Omin(XXT + ) — X

Using this fact, we can further bound Equation (36) as,

. o0y 2Th
1770 = 4l < (524 23 ) 1 Xometiorel
1

1
<270 (5 + 535 ) 1Kol

<27, (i ! )VnTO\/ITO

A+ A

_ 1 1 2
= <A+>\+A> 215 /n-

Finally, we combine Equation (34) with bounds on both terms to yield:

E[| £ — £ 2] S E[[F* — £ llo] + LazoE[| F70 — 7 ]]2]

2 1 1

< —+— | 213Vn.
< g BBl Lo (5 + 555 ) 218VA




