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r1 ∈R {0, 1}k
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C, n, e, n

′
, e

′
, r1−−−−−−−−−−−→

e 80-bit prime? and n odd?

if not, reject. otherwise,

x1, x2 ∈R Z∗
n, r2 ∈R {0, 1}k

y1 = xe
1 mod n, y2 = xe

2 mod n

w = H(pw, x2, ID1)

ID1 = (C,G, n, e, n
′
, e

′
, r1, r2, y2)

if gcd(w, n) ̸= 1, reject

z = y1 · w mod n

G, n
′
, e

′
, r2, z, y2←−−−−−−−−−−−−

r2, z, y2←−−−−−
n

′
odd?

b1 ∈R Z∗
n
′ , x2 = yd2 mod n

w = H(pw, x2, ID1)

if gcd(w, n) ̸= 1, reject

c1 = be
′

1 mod n
′

x1 = (w−1 · z)d mod n

µ = H1(x1, ID1, z, c1)

C, c1, µ−−−−→
b2 ∈R Z∗

n

c2 = be2 mod n

C, c1, c2, µ−−−−−−−→
µ valid?

η = H2(x1, ID1, ID2)

η
←−

ID2 = (z, c1, c2)

b1 = cd
′

1 mod n
′

G, η, c2←−−−−
η valid? sk ← H3(b1, b2, ID)

b2 = cd2 mod n ID = (ID1, ID2)

sk ← H3(b1, b2, ID)

accept ← true accept ← true

Figure B.1: Gateway-oriented password-authenticated key exchange protocol

based on RSA.
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