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Chapter 1Introdution
Résumé: Ce hapitre introduit la problématique dans laquelle e travail est situé- ontr�le d'aès pour les environnements pervasifs. Nous présentons les di�ultésrenontrées pour appliquer les méanismes de séurités existantes a�n de protéger lesressoures en prenant en ompte les senarios distribués onsidérées par e travail.Nous faisons le lien ave les besoins au niveau de modélisation et support à des poli-tiques de séurités �exibles et sensibles au ontexte. Des problèmes liés au ontr�led'aès dans les environnements pervasifs est atuellement un dé� essentiellementdû au ontexte et au onstant hangement de omportements des utilisateurs. Nousdérivons aussi les problèmes liés au l'impate de la vie privée et de la qualité duontexte sur les opérations de dé�nition et véri�ation des politiques de séurité sen-sible au ontexte. Également, la motivation, les ontributions et la distribution desautres hapitres de la thèse sont dérites dans e hapitre.IntrodutionThe development of pervasive omputing environments (PCE) is beoming a re-ality with growing advanement of mobile omputing devies (e.g., smartphoneswith embedded sensors), sensors (e.g., RFID, indoor and outdoor loation sen-sors), and wireless ommuniation tehnologies, suh as Wi-Fi (IEEE 802.11a/b/g/n[802.11 2009℄), Bluetooth (IEEE 802.15.3 [802.15 2009℄), ZigBee (IEEE 802.15.4[802.15 2009℄), 3G (e.g., WiMAX IEEE 802.16 [802.16 2009℄), and 4G (e.g., GigabitWiMAX IEEE 802.16m [802.16 2009℄).As omputers beome more pervasive in our daily life, new appliations willemerge to provide users unobtrusive aess to information, resoures, and servies.Clearly, the suessful deployment of suh appliations will depend on our abilityto seure them [Covington 2001℄. Moreover, due to the dynamiity of the pervasiveenvironment and the mobility of users, aess to resoures available on the envi-ronment must be granted taking into aount the urrent situation. Therefore, thisthesis addresses a major issue for pervasive omputing environments (PCE): aessontrol of pervasive resoures1 .1In this thesis the term pervasive resoure refers to any kind of digital objet that an beproteted by an aess ontrol solution running in a pervasive environment. For instane, it anbe a servie, a �le, an information, a printer or a URL.



4 Chapter 1. IntrodutionSensor-rih pervasive devies o�er users, anytime and anywhere, new opportu-nities for reating, visualizing, retrieving, and sharing resoures, suh as personaldouments (e.g., photos, videos), situational information (e.g., user loation), andservies (e.g., web servies). This type of resoure, namely pervasive resoure, anbe reated, modi�ed, and aessed by users in indoor or outdoor mobility situations.In fat, nowadays it is possible to use multiple sensors embedded in pervasivedevies (e.g., GPS, Bluetooth, temperature, luminosity, aelerometer, ompass,proximity) to haraterize the urrent situation of users (e.g., their loation, ativ-ity and nearby pervasive devies) in order to aess adapted servies and informa-tion [Filho 2010b℄. This kind of data is widely known in the sienti� ommunity asontext information [Dey 2001℄. Moreover, suh ontextual information an be asso-iated automatially with pervasive resoures at reation time (e.g., photos, videos)or at request time (e.g., web servies), in order to improve retrieving, organization,and sharing operations of resoures [Viana 2008℄.From an aess ontrol point of view, the ability of pervasive devies to dynami-ally reate and aess ontent interating with other surrounding devies, results inthe need to provide aess ontrol mehanisms that are �exible and sensitive to thehanging situations. Traditional aess ontrol solutions, suh as Role-Based AessControl (RBAC) [Ferraiolo 1992℄, typially evaluate permission depending on theidentity/role of users that are requesting aess to resoures. However, pervasiveenvironment provides aess on resoures often to unknown entities whose identitymay be uninformative or not su�iently trustworthy [Corradi 2004a℄. In fat, it isalmost impossible for servie providers to know in advane the identities or roles ofall subjets that are likely requesting aess to proteted pervasive resoures.Therefore, pervasive environments all for new aess ontrol models, poliies,and enforement mehanisms that are able to dynamially adjust permission. Suhadjustments should be made, if possible, by taking into aount the urrent situationof observed entities2, suh as users and their atual environment.In order to make it possible, PCE should be able to identify the urrent situationin whih users are part, ommonly known as ontext, in order to aordingly adjustpermission. Dey et al. [Dey 2001℄ have proposed the following general de�nitionof ontext, whih is widely referened by the sienti� ommunity: �ontext is anyinformation that an be used to haraterize the situation of an entity. An entityis a person, plae, or objet that is onsidered relevant to the interation between auser and an appliation, inluding the user and appliations themselves.�Currently, it is inreasingly ommon for people to have a personal pervasivedevie, enabling them to share and to aess resoures dynamially with other peo-ple. By using their devies, users are able to simultaneously assume the role ofonsumers and providers of resoures. Moreover, pervasive environments are rih in2In this thesis the term observed entities refer to any entity that the system is able to observeand to haraterize their situation. For example, it an be the resoure owners, resoure requestors,resoures and the environment around them.



1.1. Researh motivation 5peer-to-peer interations, where soial relationships between users and informationharaterizing their urrent situation should be exploited for making aess ontroldeisions. In fat, pervasive devies should partiipate atively in the proess ofidentifying the urrent situation of its users, by inorporating a personal ontextmanagement entity embedded on these devies. Thus, ontext information ould beused as a way of having dynamially and transparently aess to resoures aord-ingly to the urrent situation.Several sienti� and tehnologial hallenges should be addressed in order toallow the development of �exible and ontext sensitive aess ontrol systems forpervasive environments, as desribed previously. Among these hallenges we haveidenti�ed:� Support to ontext-awareness: the spei�ation of aess ontrol models shouldtake into aount the urrent ontext of users, resoures, and the environmentaround them;� Privay and quality-aware management of ontext information: ontext infor-mation used to make aess deisions should have high quality. Moreover, theprivay of users should be ensured by the ontext management framework.In summary, ontext management entities should provide ontext informa-tion with quality to ontext-based aess ontrol approahes, proteting user'sprivate ontext information from misuse.In following setion we desribe in detail eah one of these hallenges and ourresearh motivation.1.1 Researh motivationEmerging pervasive omputing environments need aess ontrol mehanisms thatare non-intrusive and easily adaptable to the ontext. Unfortunately, traditionalaess ontrol mehanisms are unaware to the hanging situations, requiring a om-plex and stati authentiation infrastruture in whih a user has to identify him-self (e.g., username and password) in order to aess proteted pervasive resoures.However, in environments haraterized by ad-ho interations (user-to-user anduser-to-environment interations) and users in mobility situations, aess ontrol toresoures ould rather preferably depend on the urrent ontext of users than ontheir identities [Hulsebosh 2005℄.Pervasive user-generated ontent needs to be ontrolled by �exible aess ontrolapproahes, o�ering means of de�ning poliies based on information that hara-terizes the situation of users, resoure, and the environment around them. Usersshould be able to de�ne aess ontrol poliies for proteting dynamially theirresoures, moving from traditional entralized aess ontrol approahes based on



6 Chapter 1. Introdutionidentities/roles to ontext sensitive user-entri solutions. By oupling aess on-trol to ontext information, aess ontrol servies an beome far more user friendlyand �exible.In fat, PCE introdues new seurity requirements that an not be solved bytraditional aess ontrol models, suh as Mandatory AessControl (MAC)[Sandhu 1994℄, Role-based Aess Control (RBAC) [Ferraiolo 1992℄,and Disretionary Aess Control (DAC)[Harrison 1976℄. These aess ontrol ap-proahes were initially spei�ed for losed and relatively unhangeable distributedsystems, dealing with a set of known users who aess a set of known resoures. Fur-thermore, they do not take into aount information that an haraterize the situa-tion of resoure owners, resoure requestors, resoures, and the environment aroundthem, for determining whether permission should be allowed or not [Filho 2009℄.In a RBAC-based system, for instane, eah user should be expliitly assoiatedwith one or more roles in order to have permission [Ferraiolo 2003℄. By ontrast, ina PCE we annot make the assumption that the system is able to know previouslythe identity of all users, assigning roles to them. Consequently, by using a RBAC-based solution the system will be unable to apply orretly user-role assoiations.For example, in a onferene workshop arried out in a PCE, the ollaborative rela-tionships between the partiipants are established in a dynami and unpreditablemanner. In this ase, users are unable to determine previously the persons that willinterat with them, possibly sharing or aessing resoures, suh as a presentation�le or a researh paper.In order to grant permission in a RBAC-based system, the O�e of InformationTehnology (OIT) should reate an identity for eah user and assign to it one or moreroles, i.e., it is neessary to de�ne previously the user-role assoiations. Then, userswill get the permission assoiated with the roles assigned to them in the urrentsession. However, these administration tasks an be simpli�ed if permission ouldbe granted to users aording to the urrent situation, e.g., ativity of users (e.g.,partiipating in the workshop), loation (onferene room), and time (session time).For example, the administrator ould de�ne a poliy to grant read aess on thepresentation �le to everyone loated in the onferene room at session time.In the real world, people are aware of their situation in a spontaneous andtransparent manner, whih are onsious of what is happening around them andunderstand how information, events, and their own ations will impat their goalsand objetives, both now and in the near future. However, we an not assert thesame statements for PCE. Suh environments need to be expliitly informed aboutthe situation of users in order to adapt their deisions. To ahieve this feature, PCEshould have many distributed entities for gathering, interpreting, deriving, inferring,and providing ontext information with quality to ontext sensitive appliations andservies [Filho 2010a℄.In fat, as ontext information represents real-world situations, it is assoiated



1.1. Researh motivation 7with ertain quality features, named Quality of Context (QoC), whih need to beobserved and evaluated. For example, the system should be able to answer thefollowing questions: How old is this loation information? Could we trust this infor-mation? Furthermore, entities in harge of ontext management operations shouldprotet it as well as the entities that onstrut and disseminate that information,possibly taking into aount user's privay requirements, named Privay of Context(PoC). For instane, users ould de�ne a seurity poliy to dislose their loationinformation only to their family at weekends. Moreover, suh users ould dislosetheir exat loation (e.g., GPS oordinates) to everyone but with a delay of threehours.Aording to the previous example we an onlude that QoC might dereaseby enforing user's privay poliies. Obviously, the quality of ontext informationhas a strong impat on the orretness of ontext-based servies and appliations.For instane, if a user who has dislosed their loation with a delay of three hoursrequests a loation-based servie, then the response of this servie will not be urrentand may not be more useful.We desribe in the following some harateristis of pervasive environmentsthat should be onsidered when proposing new ontext sensitive aess ontrol ap-proahes:� Spontaneous and unpreditable interations between onsumers andproviders of resoures: it is not always possible to predit the interationsbetween onsumers and providers of resoures, sine users are haraterized bymobility situations, sometimes aessing/providing resoures from/to otherspervasive devies. Therefore, users ould aess servies from other pervasiveenvironments that do not belong to their main domain;� Pervasive environments are dynamis: in most ase, there is not a wellde�ned organizational infrastruture. Pervasive devies an establish dynam-ially ad-ho interations with other surround devies, providing/aessingresoures. In this ase, the availability of resoures hanges with time. Theyan pass from the state available to unavailable, unexpetedly;� Resoure disovery: pervasive devies should be able to transparently anddynamially disover the pervasive resoures available in the environment,aording to the urrent situation;� Absene of property: if there is an organizational infrastruture (e.g., aorporate building) behind a pervasive environment, possibly some availableresoures (e.g., printers, web servies) are not owned by a partiular user,but by the organization. In this ase, users do not have the ontrol of theseresoures (i.e., it is neessary to support system-level aess ontrol poliies toprotet them);



8 Chapter 1. Introdution� Aess ontrol requirements are dependent on the appliation: a-ording to the senario of appliation (e.g., personal multimedia appliation,orporate management systems, smart homes) there is a di�erent set of usersthat an interat with other users and resoures, a set of resoure types thatan be ontrolled, a set of permission that an be assigned, and who is inharge of de�ning aess ontrol poliies to protet the resoures;� Diversity of entities in harge of ontext information monitoringoperations: there exist several entities that ollaborate for onstruting aglobal vision of the urrent situation in whih users are part. For instane, wean use sensors embedded in personal pervasive devies and sensors distributedin the environment;� Quality and privay of ontext information: the quality of ontext infor-mation used for making deisions impats diretly on the orret behavior ofontext sensitive appliations and servies, suh as an aess ontrol system.Moreover, it is neessary to o�er mehanisms to protet ontext informationagainst misuse sine this ontains personal information of users, suh as theirloation and ativity.In the next setion, we present brie�y the main ontribution of our work. Wehave taken into aount the harateristis desribed in this setion to propose afamily of ontext-based aess ontrol model for PCE.1.2 Thesis ontributionThe development of an aess ontrol system is usually arried out with a multi-phase approah based on the following onepts: aess ontrol poliies, aess on-trol models, and aess ontrol mehanisms [Samarati 2001℄. Aess ontrol poliiesare, in fat, high-level rules that speify how aess is managed by the aess on-trol mehanisms and whih may aess resoures under what irumstanes. Aessontrol poliies are enfored through an aess ontrol mehanism that translatesaess requests in terms of a struture provided by the aess ontrol system. Forinstane, an Aess Control List (ACL)3 is a familiar aess ontrol mehanism.Aess ontrol models bridge the gap in abstration between an aess ontrolpoliy and the aess ontrol mehanism implementing them. An aess ontrolmodel provides a formal representation of how aess ontrol poliy works, allowingto verify properties and the seurity provided by the designed aess ontrol system.Rather than attempting to evaluate and to analyze aess ontrol systems exlusivelyat the mehanism level, aess ontrol models are usually written to desribe the3ACL is a ommon aess ontrol solution supported by most of the Unix and Unix-like operatingsystems, suh as Linux, Ubuntu, Fedore, and OpenSUSE. An ACL spei�es whih users or systemproesses are granted aess to objets, as well as what operations are allowed on given objets.



1.2. Thesis ontribution 9seurity properties of an aess ontrol system. Therefore, aess ontrol models areformal representations of the seurity poliy enfored by the system and are usefulfor proving theoretial limitations of an aess ontrol system.This work proposes a family of Context-Based Aess Control models, namely
CxtBAC, whih aptures aess ontrol requirements of pervasive environments.
CxtBAC models ould be used as basis spei�ation to develop aess ontrol meh-anisms that use the ontext as the main onept for de�ning aess ontrol poliies.Unlike traditional aess ontrol models, usually based on assoiation between usersand permission statially de�ned, in CxtBAC-based mehanisms this assoiationis made dynamially aording to the urrent situation of aess, namely aessontext.Therefore, CxtBAC spei�es ontext-based aess ontrol models, providing abasis for implementing real aess ontrol approahes and for proposing ontext-based aess ontrol poliies. CxtBAC is poliy neutral and independent of im-plementing aspets. CxtBAC family is omposed by 8 (eight) elements, whihwas gradually de�ned through adding the support for new aess ontrol require-ments: CxtBAC0 (Base model), CxtBAC1 (Aess Control Hierarhies), CxtBAC2(Constraints), CxtBAC3 (The Core), Q − CxtBAC (Quality-Aware CxtBAC),
P − CxtBAC (Privay-Aware CxtBAC), S − CxtBAC (Soial-Aware CxtBAC),and QPS − CxtBAC (Quality, Privay and Soial-Aware CxtBAC).This work proposes also a Quality and Privay-Aware Context ManagementFramework, namely CxtMF , in order to provide ontext information to ontext-based aess ontrol systems implemented following the CxtBAC spei�ation. Itis in harge of ontext management operations, onsidering the quality and privayaspets of ontext management in its various layers. Furthermore, CxtMF providesQoC-enrihed ontext information to ontext-aware servies and appliations, suhas a ontext-based aess ontrol system.We have de�ned a general ontext model (Context Ontology) that an be eas-ily extended to aommodate spei� requirements of ontext sensitive appliations[Filho 2010a℄. This model is supported by the CxtMF, whih makes the frame-work reusable for di�erent ontext sensitive appliations and servies. We use webtehnologies, suh as Web Ontology Language (OWL) [OWL 2009℄, for modeling,deriving, and inferring new ontext information from raw ontext data. From theContext Ontology model we de�ne the Aess Context Ontology to desribe the sit-uation of any relevant entity for a CxtBAC-based mehanism: resoure owners,resoure requestors, resoures, and the environment around them.In order to provide ontext information with quality, we propose also a qualityof ontext model (QoC Ontology) that an be used to desribe semantially thequality information assoiated with eah ontext onept (e.g., loation, ativity).Moreover, we de�ned QoC evaluating methods that an be dynamially deployedby the CxtMF , providing QoC-enrihed ontext information to ontext sensitive



10 Chapter 1. Introdutionappliations and servies.In fat, CxtBAC is an ative aess ontrol model that supports system/user-level ontext-based aess ontrol poliies, i.e., CxtBAC an be instantiated to sup-port both, mandatory and disretionary poliies. By enforing prede�ned poliies, a
CxtBAC-based system grants dynamially permission, taking into aount informa-tion that haraterizes the urrent aess ontext. We have de�ned aess ontext asany information that an be used to haraterize the situation of an observed entitythat is relevant for making aess ontrol deisions. These entities an be resourerequestors, resoure owners, resoures, and the environment around them. There-fore, we have extended the ontext dimensions supported by the existing ontextsensitive aess ontrol approahes, whih normally onsider only the ontext ofusers and the environment when evaluating aess ontrol poliies.The administration tasks of a CxtBAC-based system ould be deployed by fol-lowing two approahes:� Distributed user-entri approah (disretionary): users are able to de�ne a-ess ontrol poliies for proteting their resoures (i.e., user-level aess ontrolpoliies);� Centralized approah (mandatory): there is an administration o�e in hargeof aess ontrol administration tasks (i.e., system-level aess ontrol poli-ies).We have instantiate a CxtBAC model (Soial-Aware CxtBAC ) to protet re-soures of mobile multimedia appliations. We have developed an appliation,named PPlog - Pervasive Personal Blog, to demonstrate how mobile multimediaappliations an use CxtBAC to onstrut aess ontrol mehanisms integratedwith CxtFM to protet personal multimedia resoures.1.3 Dissertation outlineThis doument is divided into two parts: general introdution and proposition. Theintrodution presents the main researh topis related to this work. Firstly, wedisuss general onepts related to aess ontrol systems and the existing aessontrol approahes, emphasizing the RBAC and RBAC extended models. Then, wedesribe in detail existing aess ontrol approahes that use ontext information tomake aess ontrol deisions or simply to improve poliy enforing mehanisms. Wehave divided these existing solutions into two groups: ontext-aware aess ontrol(CAAC) and ontext-based aess ontrol (CBAC) approahes.During the development of this work, we have observed the importane of verify-ing the quality of ontext information (QoC) used by CAAC and CBAC systems, in



1.3. Dissertation outline 11order to ensure the orret behavior of poliy enforing mehanisms. Furthermore,these systems need to ensure the privay of ontext information (PoC) used for mak-ing aess ontrol deisions, taking into aount the user's privay requirements. Insummary, CAAC and CBAC approahes normally need to use ontext informationwith quality and, in some usage senarios, to ensure the privay of users. Therefore,even in this �rst part we present existing work related to the modeling, evaluating,and use of quality of ontext (QoC).The seond part of this work presents our proposition, whih is omposed of threeparts: the proposed family of Context-Based Aess Control models (CxtBAC);the de�nition of a Quality and Privay-Aware Context Management Framework(CxtMF ); the integration of these propositions in an aess ontrol infrastruturethat implements the CxtBAC built on the CxtMF , whih was applied to mobilemultimedia appliations for validating our work. In the validation step, we usedone approah that explores the expressive power of Web Ontology Language (OWL)[OWL 2009℄ for desribing ontext-based aess ontrol poliies. This approah usesontext information diretly desribed by OWL douments for enforing ontext-based aess ontrol poliies.This doument is organized into 8 (eight) Chapters, inluding this introdution,as desribed below:� Chapter 2: it introdues the researh area of aess ontrol. We presentthe traditional aess ontrol approahes, emphasizing the RBAC extendedmodels;� Chapter 3: it presents the existing aess ontrol approahes for pervasiveenvironments, whih are lassi�ed into Context-Aware (CAAC) and Context-Based Aess Control (CBAC) solutions;� Chapter 4: this Chapter presents onepts related to the quality of ontextinformation (QoC) and the existing QoC modeling and evaluating approahes;� Chapter 5: it presents brie�y the summary of existing works, and the researhopen issues that guided our propositions;� Chapter 6: it desribes the proposed family of ontext-based aess ontrolmodels (CxtBAC). CxtBAC family is omposed of 8 (eight) aess ontrolreferene models, whih an be used as basis for implementing ontext-basedaess ontrol systems;� Chapter 7: this Chapter desribes the proposed quality and privay-awareontext management framework. It is in harge of apturing, managing, andproviding QoC-enrihed ontext information to ontext-based appliations andservies, suh as an aess ontrol system implementing CxtBAC;� Chapter 8: this Chapter presents the instantiation of the CxtBAC (Soial-Aware CxtBAC model) integrated with the CxtFM for proteting personal



12 Chapter 1. Introdutionmultimedia resoures. This instane of CxtBAC was built on the proposedontext management framework (CxtMF ). Also, an appliation (PPlog) wasdeveloped, showing the use of this aess ontrol infrastruture;� Chapter 9: This Chapter onludes the thesis by presenting the ontributionsof our work, as well as exposing the future work.



Chapter 2Traditional Aess ControlSolutions
Résumé: Ce hapitre dérit l'état de l'art en matière des solutions de ontr�led'aès en insistant sur les méanismes traditionnels, tel que les modèles Disre-tionary Aess Control (DAC), Mandatory Aess Control (MAC), et Role-BasedAess Control (RBAC). Aussi, nous présentons l'état de l'art liés aux extensionsspatio-temporelles des r�les des utilisateurs (modèle RBAC) et aux aspets de général-isation du onept de r�le. L'idée générale de e hapitre et de dérire les modèles deontr�le d'aès qui sont utilisés omme point de départ pour la dé�nition des nou-velles propositions des méanismes de ontr�le d'aès. Également, les avantages etdésavantages liés à haque modèle sont disutés en détail dans e hapitre.
Contents2.1 Introdution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142.2 Disretionary Aess Control (DAC) . . . . . . . . . . . . . . 152.2.1 Aess Control Matrix . . . . . . . . . . . . . . . . . . . . . . 152.2.2 Authorization Table . . . . . . . . . . . . . . . . . . . . . . . 172.2.3 Aess Control List (ACL) . . . . . . . . . . . . . . . . . . . 172.2.4 Capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192.2.5 Advantages and disadvantages . . . . . . . . . . . . . . . . . 202.3 Mandatory Aess Control (MAC) . . . . . . . . . . . . . . . 212.3.1 Ken Biba model . . . . . . . . . . . . . . . . . . . . . . . . . 232.3.2 Chinese Wall model . . . . . . . . . . . . . . . . . . . . . . . 242.3.3 Advantages and disadvantages . . . . . . . . . . . . . . . . . 262.4 Role-Based Aess Control (RBAC) . . . . . . . . . . . . . . 272.4.1 RBAC0: RBAC Core model . . . . . . . . . . . . . . . . . . . 282.4.2 RBAC1: Hierarhies . . . . . . . . . . . . . . . . . . . . . . . 292.4.3 RBAC2: Constraints . . . . . . . . . . . . . . . . . . . . . . . 312.4.4 RBAC3: Consolidated Model . . . . . . . . . . . . . . . . . . 33



14 Chapter 2. Traditional Aess Control Solutions2.4.5 Management of RBAC models . . . . . . . . . . . . . . . . . 332.4.6 Advantages and Disadvantages . . . . . . . . . . . . . . . . . 352.5 Extended RBAC Models . . . . . . . . . . . . . . . . . . . . . 362.5.1 Temporal dimension of roles . . . . . . . . . . . . . . . . . . . 362.5.2 Spatial dimension of Roles . . . . . . . . . . . . . . . . . . . . 382.5.3 Spatial-temporal dimension of Roles . . . . . . . . . . . . . . 432.5.4 Generalized Roles . . . . . . . . . . . . . . . . . . . . . . . . 462.6 Conlusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
2.1 IntrodutionBy de�nition, aess ontrol is the proess of mediating every request to resouresand data maintained by a system, determining whether the request should begranted or denied [Samarati 2001℄. In formal terms, objets represent the resouresthat are being proteted by the system, subjets represent, for example, users orproesses performing ations on an objet, and operations represent all the ationsthat the subjets an perform on the objets. Seurity-sensitive environments shouldprotet their resoures against unauthorized use by enforing aess ontrol meha-nisms driven by aess ontrol poliies.Traditional aess ontrol systems are generally lassi�ed as Disretionary AessControl (DAC) [TCSEC 1985℄ or Non-Disretionary Aess Control (NDAC). In aDAC-based aess ontrol approah, the objet owner or anyone else who is autho-rized to ontrol the objet's aess spei�es who have aess to the objet by de�ningaess ontrol poliies. For instane, Aess Control Matrix [Lampson 1974℄, AessControl Lists [Samarati 2001℄, and Capability-Based Aess Control [Levy 1984℄ arewell known DAC solutions.All aess ontrol other than DAC are ategorized as NDAC. In NDAC-basedaess ontrol approahes, poliies are rules that are not spei�ed at the disre-tion of users. In this group, stand out the Mandatory Aess Control (MAC)[TCSEC 1985℄, Role-Based Aess Control (RBAC) [Ferraiolo 1992, Sandhu 1996℄,and the Attribute-based Aess Control (ABAC) [Priebe 2004℄, whih are largelyimplemented by onventional omputer systems for proteting digital resoures.In fat, there are other types of lassi�ation for aess ontrol approahes, suhas based on the type of information used for authentiating users (e.g., identity-based, group-based, role-based aess ontrols), the ontent of proteted objets(ontent-based aess ontrol), the trust relationship between resoure owner andresoure requestor (trust-based aess ontrol), the user's soial relationships (soial-based aess ontrol), and ontext-entri solutions.



2.2. Disretionary Aess Control (DAC) 15We lassify as traditional models the existing solution for ontrolling aess ofonventional resoures, suh as douments and servies of orporate or administra-tive organizations. Normally, the identity of users is used to verify if they are allowedor not to aess a required resoure. We present in the following the most impor-tant and largely implemented aess ontrol models by urrent operating systemsand data base management systems. These solutions are based on DAC, MAC, andRBAC models. Then, we fous on existing RBAC-Extended models, desribing theproposed improvements in order to enfore dynamially aess ontrol poliies.2.2 Disretionary Aess Control (DAC)DAC is a type of aess ontrol de�ned by the Trusted Computer System EvaluationCriteria - TCSEC[TCSEC 1985℄ �as a means of restriting aess to objets based on the identity ofsubjets and/or groups to whih they belong�. The ontrols are disretionary in thesense that a subjet with a ertain aess permission is apable of passing thatpermission on to any other subjet.Disretionary term is ommonly used by aess ontrol solutions that assumethat every objet has an owner that ontrols the permission to aess her/his objet.However, the TCSEC [TCSEC 1985℄ de�nition does not desribe anything aboutresoure owners. Tehnially, an aess ontrol system does not have to support theonept of owner to meet the TCSEC de�nition of DAC.Disretionary aess ontrol is ommonly de�ned in opposition to MandatoryAess Control [TCSEC 1985℄, sometimes termed non-disretionary aess ontrol.Thus, an aess ontrol system is disretionary or purely disretionary as a way ofattesting that the system laks mandatory aess ontrol. However, aess ontrolsystems an implement both MAC and DAC simultaneously, where DAC refers tothe ability that subjets have to transfer permission among eah other, and MACrefers to the imposed onstraints upon the �rst.Therefore, a purely DAC is an user-entri aess ontrol approah that preventillegitimate aess to resoures, o�ering users all the rights about the objets theyreate. Moreover, users an grant the rights they have to others (delegation) andthey an remove the granted rights. In the following we present some existing DAC-based solutions.2.2.1 Aess Control MatrixLampson [Lampson 1974℄ proposed the use of aess ontrol matrix for ontrol-ling aess rights in a DAC-based system. Graham et al. [Graham 1972℄ re�nedthe Lampson's proposition, whih was posteriorly formalized by Harrison et al.[Harrison 1976℄. The formalization proposed by Harrison et al. [Harrison 1976℄



16 Chapter 2. Traditional Aess Control SolutionsTable 2.1: Example of Aess Control Matrix in a Unix-like operating systemUser /home/user1 /home/user2 /tmpuser1 read, write, exeute - read, write, exeuteuser2 - read, write, exeute read, write, exeuteidenti�ed six primitive operations that an have an e�et on the authorization stateof an aess ontrol matrix: adding and removing a subjet, adding and removingan objet, and granting and removing a privilege.The original model is alled aess matrix sine the authorization state is repre-sented as a matrix. An aess ontrol matrix onsists of rows representing subjetsand olumns representing objets. Thus, the ells in the matrix de�ne the operationsthat the subjet an perform on the given objet. A �rst step in the developmentof an aess ontrol matrix is the identi�ation of the objets to be proteted, thesubjets that exeute ativities and request aess to objets, and the ations thatan be exeuted on the objets.The state of a system implementing an aess ontrol matrix is de�ned by atriple (S,O,A), where S is the set of subjects whih an exerise privileges, O isthe set of objects on whih privileges an be exerised, and A is the aess ontrolmatrix, where rows orrespond to subjets, olumns orrespond to objets, and anentry A[s, o] reports the privileges of s on o.Aess ontrol matrix (A) is formally de�ned by Equation 2.1, where A[s, o] ⊆ Arepresents the aess operations that the subjet, s ∈ S, an perform on an objet
o ∈ O. A is the set of all the aess operations that a subjet an perform on anobjet.

A = A[s, o]s ∈ S, o ∈ O,A[s, o] ⊆ A (2.1)Table 2.1 desribes a example of aess ontrol matrix implemented by a Unix-like operating system. User1 has read, write, and exeute aess permission on/home/user1 and /tmp diretories, but he/she annot aess the /home/user2. Theadministrator (root) has delegated to user1 and user2 rights to hange aess per-mission on their home diretory.Systems that implement a DAC-based solution must have a Referene Mon-itor (RM) [Anderson 1972℄ in harge of heking aess request validity, grant-ing/denying aess on proteted resoures. Referene Monitor (RM) onept is ane�etive tool for desribing the abstrat requirements of seure system design andimplementation. A Referene Monitor should have the following properties:� It must be always invoked, i.e., every aess is mediated;� It must be tamper proof. It must be impossible for a intruder to attak



2.2. Disretionary Aess Control (DAC) 17the aess mediation mehanism suh that the required aess heks are notperformed and authorizations not enfored;� It must be small enough to be subjet to analysis and test, the ompletenessof whih an be assured.Together with hardware, �rmware and other software, the referene monitor ina omputer system forms the trusted omputing base (TCB). The TCB is de�nedas the set of omponents that, if working orretly, will be enough to enfore theseurity poliy in the system regardless of the behaviour of other omponents.While the aess ontrol matrix is a good theoretial tool, it is rarely used assuh in atual implementations. The matrix is likely to be sparse in systems withmore than one user where objets aessed by the users of the system rarely overlap.Storing the matrix as a two-dimensional array is therefore a waste of memory spae.For example, in a typial Unix-like operating system users have their own �les intheir own home diretories (see the Table 2.1), and the only �les that are ommonlyshared between users are the exeutables in the system. Therefore, aess ontrolimplementations typially use either Authorization Table, Aess Control Lists orCapabilities to represent DAC-based aess ontrol poliy.2.2.2 Authorization TableIf a DAC-based system is implemented by using authorization table, then the nonempty entries of an aess ontrol matrix are reported in that table [Samarati 2001℄.An authorization table is omposed by three olumns, orresponding to subjets,ations, and objets, respetively. Eah tuple of this table orresponds to an aessauthorization. The authorization table approah is generally used by Data BaseManagement Systems (DBMS). In this ase, authorization tables are stored andrepresented as relational tables of the database.Table 2.2 shows the same example of DAC poliies illustrated in Table 2.1, butrepresented using authorization tables. The main advantage of using authorizationtable instead of aess ontrol matrix is to redue the waste of memory.2.2.3 Aess Control List (ACL)By taking a olumn entri view of the aess ontrol matrix approah, eah olumnof the matrix is translated to an aess ontrol list (ACL) [Samarati 2001℄. ACLare typially stored with the objet that the olumn represents. The ACL ontainsentries for eah subjet de�ning the operations that the subjet an exeute on thegiven objet. Figure 2.1 illustrate the ACL reate from the aess ontrol matrixpresented in Table 2.1.In an ACL-based solution it is often di�ult to see whih objets are aessible
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Table 2.2: Example of Authorization TableUser Authorization Objetuser1 own /home/user1user1 read /home/user1user1 write /home/user1user1 exeute /home/user1user1 read /tmpuser1 write /tmpuser1 exeute /tmpuser2 own /home/user2user2 read /home/user2user2 write /home/user2user2 exeute /home/user2user2 read /tmpuser2 write /tmpuser2 exeute /tmp

Figure 2.1: Example of Aess Control List.



2.2. Disretionary Aess Control (DAC) 19to a given subjet. This is rarely a problem, sine it is usually more interesting toget the list of subjets that are allowed to aess a given objet. If it is neessary to�nd all objets aessible to a given subjet, it is possible by heking eah protetedobjet in the system. In the ACL represented in the Figure 2.1, for example, it isneessary to hek all ACL of proteted objets (/home/user1, /home/user2, /tmp)in order to �nd the objets aessible to a user (User1).For pratial reasons aess ontrol lists are often trunated when they are im-plemented by operating systems, restriting the assignment of authorizations to alimited number (usually one or two) of named groups of users, while individual au-thorizations are not allowed. For instane, in most Unix-like operating systems theACL assoiated with a �le ontain only three subjets: user (u), group (g), andothers (o). Authorization for eah �le an be spei�ed for the �le's owner (u), forthe group to whih the �le belongs (g), and for the rest of the world (o), meaningall the remaining users.In fat, there exists two motivations for simplifying ACL in operating systems:1) in most �les in a Unix-like operating system are aessed only by a few subjets oralternatively by a group of subjets, resulting in very sparse ACL; 2) omplete ACLwould need to be updated whenever a new subjet is added to a system resulting inthe management software having to go through all existing ACL of all the �les inthe system.2.2.4 CapabilitiesADAC-based system an alternatively be implemented with a row entri view of theaess ontrol matrix, where eah row of a matrix is translated to a apability. Eahuser has assoiated a list reated from the orrespondent row of aess ontrol matrix(apability), indiating for eah objet her aess permission. In a system supportingapabilities, it is su�ient for a subjet to present the appropriate apability to gainaess to an objet. Figure 2.2 illustrates an example of apabilities.Capability-based aess ontrol systems share apabilities with users aording tothe priniple of least privilege1, and to the operating system infrastruture neessaryto make suh transations e�ient and seure. In theory, a system with apabilitiesremoves the need for any aess ontrol list or similar mehanism by giving allentities all and only the apabilities they will atually need.Beause apabilities are often stored with the subjet and the possession of a a-pability implies authority, it is important that a apability implementation protetsthe integrity of the apabilities. More spei�ally, apabilities must be unforgeableand non-transferable.1Priniple of least privilege (minimal privilege or just least privilege) requires that in a partiularabstration layer of a omputing environment, every module (suh as a proess, a user or a programon the basis of the layer we are onsidering) must be able to aess only suh information andresoures that are neessary to its legitimate purpose
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Figure 2.2: Example of Capabilities.Capability represents an advantage in distributed systems sine it permits toavoid repeated authentiation of a subjet: a user an be authentiated at a host toaquire the appropriate apabilities, then he/she presents them to obtain aess tothe various servers of the system. However, apabilities are vulnerable to forgery,i.e., the apabilities an be opied and reused by an unauthorized third party. An-other problem in the use of apability is the enforement of revoation, meaninginvalidation of apabilities that have been released. A number of apability-basedomputer systems were developed in the 1970s, suh as the Cambridge CAP om-puter [Wilkes 1979℄.2.2.5 Advantages and disadvantagesThe �exibility and simpliity of DAC-based solutions are the key reasons why DAC iswidely known and used by most existing operating systems. However, DAC solutionshas some limitations. For example, in a multi-domain setting the entralized natureof DAC solutions introdues some problems, suh as di�ult to deploy and delegateaess permission. We desribe below the main disadvantages of using DAC forproteting resoures:� Global poliy: DAC let users deide the aess ontrol poliies on their data,regardless of whether those poliies are onsistent with the global poliies.Therefore, if there is a global poliy, DAC has trouble to ensure onsisteny;� Information �ow: information an be opied from one objet to another,so aess to a opy is possible even if the owner of the original does notprovide aess to the original opy. This has been a major onern for militaryappliations;� Maliious software: DAC poliies an be easily hanged by the owner, soa maliious program (e.g., an untrustworthy software) running by the owneran hange DAC poliies on behalf of the owner;



2.3. Mandatory Aess Control (MAC) 21� Flawed software: similarly to the previous item, �awed software an beinstruted by attakers to hange its DAC poliies.In operating systems that implement DAC, proesses are able to run programs(e.g., Trojan Horse) whih annot be trusted for the operations they exeute. Forthis reason, restritions should be enfored on the operations that proesses them-selves an exeute. Mandatory aess ontrol poliies provide a way to enforeinformation �ow ontrol through the use of labels, as disussed in Setion 2.3.2.3 Mandatory Aess Control (MAC)Unlike DAC-based approahes, mandatory solutions enfore aess ontrol on thebasis of regulations mandated by a entral authority. MAC-based systems have theirroots in the military and intelligene ommunities, whih have based their aessontrol on hierarhial lassi�ation levels. MAC is de�ned by the Trusted ComputerSystem Evaluation Criteria - TCSEC [TCSEC 1985℄ as �a means of restriting a-ess to objets based on the sensitivity (as represented by a label) of the informationontained in the objets and the formal authorization (i.e., learane) of subjets toaess information of suh sensitivity�.MAC-based systems an only protet the on�dentiality2 or integrity3 of data,but never both simultaneously. Moreover, the subjet onept used by MAC-basedsystem has a di�erent meaning that the onsidered in DAC-based solutions. Whilesubjets in DAC-based solutions typially orrespond to users or groups, in MAC-based systems subjets refer to the proesses (i.e., programs in exeution) operatingon behalf of users. This distintion allows the MAC-based systems to ontrol theindiret aesses aused by the exeution of proesses, whih is the main seurityproblem of DAC-based solutions.The most ommon MAC solutions is the multilevel seurity (MLS) [Bell 1973℄,the Ken Biba model [Biba 1977℄, and the Chinese Wall model [Brewer 1989℄.2.3.0.1 Multilevel seurity (MLS)Multilevel seurity (MLS) [Bell 1973, Bell 1974, Bell 1976, LaPadula 1973℄ is basedon the lassi�ations of subjets and objets in the system. Objets are passiveentities storing information and subjets are ative entities that request aess tothe objets. The MLS model onentrates on the on�dentiality of data. It preventsinformation from �owing downwards in the lassi�ation system, i.e., from a higherlevel of lassi�ation to a lower one.2Con�dentiality has been de�ned by the International Organization for Standardization (ISO)in ISO-17799 �as ensuring that information is aessible only to those authorized to have aess�.3Integrity means that data annot be modi�ed without authorization.



22 Chapter 2. Traditional Aess Control SolutionsThe aess lass is one element of a partially ordered set4 of lasses. The partialorder is de�ned by a dominane relationship, whih is denoted by ≥.Most ommonly the lassi�ation of aess (aess lass) is de�ned as onsistingof two omponents: a seurity level and a set of ategories. The seurity level is anelement of a hierarhially ordered set, suh as Top Seret (TS), Seret (S), Con�-dential (C), and Unlassi�ed (U), where TS > S > C > U . The set of ategories isa subset of an unordered set, whose elements re�et funtional or ompetene areas,suh as Finanial, Administration, and Researh.A subjet in an MLS system is allowed to aess an objet only if its aess lassis greater or equal to the aess lass of the objet. For example, a user with aesslass Seret S is able to read and write Seret (S), Con�dential (C), and Unlassi�ed(U) objets, but not Top Seret (TP) objets.De�nition 1. The dominane relationship ≥ is then de�ned as follows: an aesslass c1 dominates ≥ an aess lass c2 iff the seurity level of c1 is greater thanor equal to that of c2, and the ategories of c1 inlude those of c2.� Let ℓ be the ordered set of seurity lass and C a set of ategories;� Aess Class (AC) = ℓ × ℘5(C), and ∀c1 = (L1, C1), c2 = (L2, C2) : c1 ≥
c2 ⇔ L1 ≥ L2 ∧ C1 ⊇ C2;� Two lasses c1 and c2 suh that neither c1 ≥ c2 nor c2 ≥ c1 holds are lassi�edas inomparable;� AC satis�es the following properties: re�exivity, transitivity, antisymmetry,existene of a least upper bound and a greater lower bound.Mathematially, the seurity level aess may also be expressed in terms of aseurity lattie [Denning 1976℄ (a partial order set) where eah objet and subjethave a greater lower bound (meet) and least upper bound (join) of aess rights. Infat, a seurity lattie is formed from the de�nition of aess lasses together withthe dominane relationship between them. Figure 2.3 illustrates the seurity lattieobtained onsidering seurity levels S and C, with S > C and the set of ategories{Finanial, Administration}.The seurity level of the aess lass assoiated with a user (learane) re�ets theuser's trustworthiness to not dislose sensitive information to other users not learedto see it. Categories de�ne the area of ompetene of users and data in order to pro-vide �ner grained seurity lassi�ations of subjets and objets than lassi�ationsprovided by seurity levels alone. They are the basis for enforing need-to-know4Partially ordered set (poset) onsists of a set together with a binary relation that indiatesthat, for ertain pairs of elements in the set, one of the elements preedes the other.5

℘(S) is the power set (or powerset) of S, whih is the set of all subsets of S, inluding the emptyset and S itself.



2.3. Mandatory Aess Control (MAC) 23

Figure 2.3: Example of lattie seurity.restritions, on�ning subjets to aess information they atually need to knowto perform their job. For instane, in the seurity lattie illustrated in Figure 2.3,for a user to get aess on an objet lassi�ed as on�dential (C) and the ategoryAdministration, he/she needs to have at least the learane (C, {Administration}).Two priniples formulated by Bell et al. [Bell 1973℄ must be satis�ed to protetthe on�dentiality of objets:� No-read-up (simple seurity property): a subjet is allowed a read aessto an objet only if the aess lass of the subjet dominates the aess lassof the objet, i.e., a subjet S is allowed to read objet O only if class(O) ≤
class(S);� No-write-down (*-property): a subjet is allowed a write aess to anobjet only if the aess lass of the subjet is dominated by the aess lassof the objet, i.e., a subjet S is allowed to write objet O only if class(S) ≤
class(O).These two priniples prevent the information �ow aessible by users lassi�edin a high level seurity lass to be aessible by users lassi�ed at lower levels (i.e.,users not leared for it).2.3.1 Ken Biba modelKen Biba has proposed a MAC-based model [Biba 1977℄ from the priniples of theBell and LaPadula model [Bell 1973℄. This model onentrates solely on data in-tegrity, ignoring on�dentiality onsiderations. When proteting the on�dentialityof information, it is important to prevent that information �owing from high lassi-�ation levels to lower lassi�ation levels. However, in a system that requires theintegrity of information, it is neessary to prevent information �owing upwards, i.e.,



24 Chapter 2. Traditional Aess Control Solutionsfrom lower lassi�ation levels to a higher one. In this ase, subjets should alwaysread up and write down, i.e., subjets should read data from a higher lassi�ationlevel and write data to lower lassi�ation levels. These goals are ontrary to thegoals of a on�dentiality proteting system.Therefore, the Ken Biba model ontrols the �ow of information and preventssubjets to modify information they do not have the write aess. Like for on�-dentiality in the Bell and LaPadula model, eah subjet and objet in the systemis assigned to an integrity lassi�ation. The lassi�ation and the dominane rela-tionship between the aess lasses are de�ned as desribed in the setion 2.3.0.1.For instane, integrity levels ould be de�ned as following: Cruial (C), Important(I), and Unknown (U).In fat, the integrity level assoiated with a user re�ets the user's trustworthi-ness for inserting, modifying, or deleting information. The integrity level assoiatedwith an objet re�ets both the degree of trust that an be plaed on the informationstored in the objet and the potential damage that ould result from unauthorizedmodi�ations of the information. Like in the Bell and LaPadula model, ategoriesan be used to de�ne the area of ompetene of users and data.In the Ken Biba model, the aess ontrol is enfored aording to the followingtwo priniples:� No-read-down: a subjet is allowed a read aess to an objet only if theaess lass of the objet dominates the aess lass of the subjet, i.e., i.e., asubjet S is allowed to read objet O only if class(O) ≥ class(S);� No-write-up: a subjet is allowed a write aess to an objet only if theaess lass of the subjet dominates the aess lass of the objet, i.e., asubjet S is allowed to write objet O only if class(S) ≥ class(O).By satisfying these priniples, the integrity of information �owing from low ob-jets to higher is assured. A major limitation of the Ken Biba model is that they onlyapture integrity ompromises due to improper information �ows. If both on�den-tiality and integrity have to be ontrolled, objets and subjets have to be assignedtwo aess lasses, one for on�dentiality ontrol and one for integrity ontrol.2.3.2 Chinese Wall modelBrewer and Nash have proposed the Chinese Wall model [Brewer 1989℄. This modelhas its roots in the investment banking industry where it is important to internallyprevent on�its of interest. The motivation for this work was to avoid that sensitiveinformation onerning a ompany be dislosed to ompetitor ompanies throughthe work of �nanial onsultants. Therefore, the main goal of the Chinese Wallmodel is to prevent information �ows whih ause on�it of interest for individualusers, i.e., the orporations.
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Figure 2.4: Example of data organization.However, unlike in the Bell and LaPadula model, aess to data is not onstrainedby the data lassi�ations but by what data the subjets have already aessed. Themodel is based on a hierarhial organization of data objets and uses two aessrules (read and write rules), as follows:� Information: objets are items of information, eah onerning a single or-poration. Example: �les;� DataSet: ompany datasets de�ne groups of objets that refer to a sameorporation;� Con�it of interest (CoI) lasses: it de�nes ompany datasets that referto ompeting orporations;� Read Rule (simple seurity rule): a subjet S an read an objet O if:� O is in the same Dataset as an objet already aessed by S, OR� O belongs to a CoI from whih S has not yet aessed any information(i.e., a Dataset of an entirely di�erent CoI).� Write Rule (*-property): a subjet S an write an objet O if:� S an read O aording to the Read Rule, AND� No objet has been read by S whih is in a di�erent ompany dataset tothe one on whih write is performed, AND� The O ontains unsanitized6 information. Therefore, the �ow of infor-mation is on�ned to its own ompany dataset.Chinese Wall poliy ontrols users and not proesses. This is beause a userould be able to aquire information about organizations that are in on�it ofinterest simply by running two di�erent proesses. This model is a ombination offree hoie and mandatory ontrol, whih initially a subjet is free to aess anyobjet it wishes. One the initial hoie is made, a Chinese Wall is reated for that6Sanitization is the proess of removing sensitive information from a doument or other medium,so that it may be distributed to a broader audiene.



26 Chapter 2. Traditional Aess Control Solutionsuser around the dataset to whih the objet belongs. In order to improve the aessontrol of the proteted objets, a Chinese Wall an be ombined with DAC poliies.Figure 2.4 illustrates an example of data organization of four di�erent orpora-tions, namely A,B,C, and D. The two on�it of interest lasses de�ne the on�itsbetween the orporations A and B, and between C and D. A user of orporation Aannot read objets from the orporation B, and vie versa. The same ours withthe users of the orporations C and D. If a user of the orporation A has read an ob-jet from the orporation C, then he/she an only write objets in that orporation(C), being unable to read and write in the orporation D.Chinese Wall model still has some limitations. For instane, the strit enfore-ment of the properties may result in a too rigid aess ontrol solution, and theenforement of poliies requires keeping and querying the history of the aesses.Moreover, it is neessary to add the support for exeptions and sanitization of in-formation.2.3.3 Advantages and disadvantagesWhile formal MAC models enable reasoning about the seurity of the systems byassuring the on�dentially and integrity of information �ow, in many ases thesemodels end up being too rigid for pratial deployments. Operations that shouldbe simple, e.g., objet reation and deletion, beome overly omplex and requireompromises.In MAC-based solution, the main problem is the orret lassi�ation of sub-jets and objets, suh that orret aess rights are enfored. Another issue is theomprehensibility of the poliy spei�ation to the MAC mehanisms.Note that DAC and MAC models are not mutually exlusive, i.e., these twotypes of aess ontrol models an be applied jointly for proteting resoures in asystem. In this ase, for granting aess to a user, it is neessary to satisfy theseonditions: i) to satisfy the mandatory aess ontrol poliy; ii) the existene of theneessary authorization for aessing it. In fat, the disretionary poliy operateswithin the boundaries of the mandatory poliy, restriting the set of aesses thatwould be allowed by MAC alone.However, one hallenging problem in managing large systems using MAC and/orDAC solutions, is the omplexity of seurity administration. Whenever the numberof subjets and objets is high, the number of authorizations an beome extremelylarge, whih ompliates the administration tasks. Moreover, if the user populationis highly dynami, the number of grant and revoke operations to be performed anbeome very di�ult to manage. End users often do not own the information forwhih they are allowed aess.Normally, in a professional environment the orporation is the atual ownerof data objets. In this ase, the aess ontrol is often based on employee fun-



2.4. Role-Based Aess Control (RBAC) 27

Figure 2.5: Relationship among RBAC96 models.tions rather than data ownership. In order to simplify the administration tasksand to support funtion-based aess ontrol, RBAC [Ferraiolo 1992, Sandhu 1996,Ferraiolo 2003℄ has been proposed as an alternative approah to DAC and MAC-based solutions. Setion 2.4 following we desribe in detail this aess ontrol model.2.4 Role-Based Aess Control (RBAC)Ferraiolo et al. [Ferraiolo 1992℄ proposed the RBAC model (a.k.a RBAC92 model),identifying the fundamental onepts related to the onept of roles. RBAC92 modelwas subsequently extended by Sandhu et al. [Sandhu 1996℄ in order to propose aRBAC oneptual framework that an be used as basis for implementing RBAC-based solutions, named RBAC96 model.In the years that followed, RBAC model beame the predominant model foradvaned aess ontrol, mainly by reduing osts of deployment and maintenane.This motivated NIST7 to all for a uni�ed standard for RBAC in order to integratethe RBAC model published by Ferraiolo et al. [Ferraiolo 1992℄ with the RBACframework introdued by Sandhu et al. [Sandhu 1996℄. This proposal was publishedby Sandhu et al. [Sandhu 2000℄ and adopted as an ANSI8/INCITS9 standard in2004.Sandhu et al. [Sandhu 1996℄ proposed a family of RBAC models (RBAC96models, see Figure 2.5): RBAC0 (the base model, a.k.a. RBAC ore), RBAC1 (itinludes the RBAC0 with the support to Role Hierarhy), RBAC2 (it inludes the
RBAC0 with the support to onstraints), and RBAC3 (it inludes RBAC1, RBAC2,and RBAC0 by transitivity). The NIST RBAC model [Sandhu 2000℄ there are fourlevels of inreasing funtional apabilities: i) Core RBAC, also named Flat RBAC;ii) hierarhial RBAC; and iii) onstrained RBAC; iv) symmetri RBAC. These7National Institute of Standards and Tehnology.8Amerian National Standards Institute: http://www.ansi.org/9InterNational Committee for Information Tehnology Standards: http://www.inits.org/



28 Chapter 2. Traditional Aess Control Solutionslevels are umulative and eah adds exatly one new requirement.2.4.1 RBAC0: RBAC Core modelThe RBAC96 ore model (RBAC0) has four main elements: Users (U), Roles (R),Permission (P), and sessions (S). A user represents a human ativity or an au-tonomous agent in a omputer system, while a role is a job funtion or job titlewithin the organization that represents authority and responsibility onferred on amember of the role. A permission is an approval of a partiular mode of aess toone or more objets in the system.Aording to the NIST RBAC model [Sandhu 2000℄, permission is always posi-tive and onfers the ability to the holder of that permission to perform some ation(s)in the system. The NIST model does not rule out the use of so-alled negative per-mission whih deny aess. The nature of a permission depends diretly on theimplementation details of a system and the kind of system that it is (e.g., read andwrite permission on �les in a �le system, INSERT and DELETE operations on atable of a data base).In the RBAC96 model [Sandhu 1996℄, eah session is a mapping of one user topossibly many roles, i.e., a user establishes a session during whih the user ativatessome subset of roles. The following de�nition formalizes the above disussion.De�nition 2. The RBAC0 Model is omposed of the following omponents:� U, R, P, and S (users, roles, permission, and sessions respetively);� PA ⊆ P ×R, a many-to-many permission to role assignment relation;� UA ⊆ U ×R, a many-to-many user to role assignment relation;� user: S → U , a funtion mapping eah session si to the single user user(si)that is onstant for the session's lifetime;� roles: S → 2R, a funtion mapping eah session si to a set of roles roles(si) ⊆
{r|(user(si), r) ∈ UA}. The permission assigned to a user is the union setresulting from the sets of permission assigned to eah role ativated in thesession to that user.Figure 2.6 illustrates the RBAC0 model. The basi onept of this model isthat users are assigned to roles (user assignment), permission is assigned to roles(permission assignment), and users aquire permission by being members of roles.In a RBAC model, user-role and role-permission assignment an be many-to-many,whih is represented by a double-headed arrow. The NIST RBAC model namedthis RBAC96 model of Flat RBAC. The main di�erene between them is that theonept of session is not expliitly a part of �at RBAC. In fat, a session orresponds
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Figure 2.6: RBAC0: The ore model [Sandhu 1996℄.
Figure 2.7: NIST Flat RBAC: The ore model [Sandhu 2000℄.to a partiular oasion when a user signs on the system to arry out some ativity,whih an vary widely from system to system (e.g., some systems ativates all user'sroles and others the user is given a hoie to ativate and deativate roles in a givensession at the user's disretion). Moreover, Flat RBAC requires support for user-rolereview (i.e., to determine whih roles a given user belongs to and whih users a givenrole is assigned to) and role-permission review (i.e., to determine whih permissionis assigned to a role and whih roles a permission is assigned to). Figure 2.7 presentsthe NIST Flat RBAC model, where sessions are not expliitly present in that model.2.4.2 RBAC1: Hierarhies

RBAC1 of RBAC96 model introdues Role Hierarhies (RH) using as basis the
RBAC0. Figure 2.8 illustrates the RBAC1. RH is a natural means for struturingroles to re�et the hierarhial organization of a ompany. For example, in a teh-nology ompany we ould have the following roles: projet member, test engineer,programmers, and projet supervisor. Figure 2.10 presents these roles struturedfollowing the ompany organization of authority and responsibility. By onvention,more powerful roles (i.e., senior roles) are shown toward the top and less powerfulroles (i.e., junior roles) toward the bottom. In the example illustrated by Figure 2.10,the projet supervisor role inherits from both test engineer and programmer roles.The formal de�nition of RBAC1 is given below.De�nition 3. RBAC1 model has the following omponents:
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Figure 2.8: RBAC1: Role Hierarhy (RH) [Sandhu 1996℄.

Figure 2.9: NIST Hierarhial RBAC [Sandhu 2000℄.� U, R, P, S, PA, UA, are unhanged from RBAC0;� RH ⊆ R×R, is a partial order on R alled the role hierarhy or role dominanerelation (≥);� Roles : S → 2R requires roles(si) ⊆ {r|(∃r1 ≥ r2) [(user(si), r1] ∈ UA}, andsession si has the permission resulting from the union set of permission as-signed to the urrent role and eah dominated role in the HR.
RBAC1 model introdues also the onept of private role, whih bloks upwardinheritane of ertain permission. In the NIST RBAC model, the RBAC1 is namedHierarhial RBAC (see Figure 2.9). This model de�nes two types of hierarhies:General Hierarhial RBAC and Limited Hierarhial RBAC. The �rst supports anarbitrary partial order to serve as the role hierarhy, while the seond may imposerestritions on the struture of the role hierarhy, suh as to be represented by treesor inverted trees. Moreover, hierarhial NIST RBAC model presents two distintinterpretations of a role hierarhy: inheritane hierarhy (members of a senior role
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Figure 2.10: Example of Role Hierarhy.in the hierarhy are regarded as inheriting permission from juniors), and ativationhierarhy (ativation of a senior role does not automatially ativate permission ofjunior roles).2.4.3 RBAC2: ConstraintsConstraints are an important aspet of RBAC96 model used to de�ne higher-levelorganizational poliy, suh as mutually disjoint roles. If the management of RBACis deentralized, onstraints beome a mehanism by whih senior seurity o�ersan restrit the ability of users who an exerise administrative privileges.Constraints an be applied to UA and PA relations, to sessions, user, and rolefuntions assoiated with a session. When applied to these relations and funtions,onstraint returns a value of aeptable or not aeptable. Constraints are formallyde�ned by the following de�nition:De�nition 4. RBAC2 is unhanged from RBAC0 exept for requiring that there bea olletion of onstraints determining whether or not values of various omponentsof RBAC0 are aeptable. Only aeptable values will be permitted.Figure 2.11 illustrates the RBAC2 model. The most frequently mentioned on-straint is the mutually exlusive roles. A user an be assigned to at most one rolein a mutually exlusive set. This type of onstraint supports separation of duties.The mutual exlusion onstraint on permission assignment (PA) is a useful meansof limiting the distribution of powerful permission. Moreover, it is possible to de-�ne onstraint on user assignment (UA), suh as ardinality onstraints (e.g., themaximum number of members in a role). A role hierarhy an be onsidered as aonstraint where a permission assigned to a junior role must also be assigned to allsenior roles. However, it is preferable to support hierarhies diretly rather thanindiretly by means of redundant assignment.Unlike RBAC96 model, NIST RBAC model adds onstraints to the hierarhialRBAC model (the equivalent to the RBAC1 of RBAC96 model). In this model,
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Figure 2.11: RBAC2: Constraints [Sandhu 1996℄.

Figure 2.12: NIST Constrained RBAC - Stati SoD [Sandhu 2000℄.

Figure 2.13: NIST Constrained RBAC - Dynami SoD [Sandhu 2000℄.



2.4. Role-Based Aess Control (RBAC) 33onstraints may be assoiated with the user-role assignment (stati separation ofduty - SSD), or with the ativation of roles within user sessions (dynami separa-tion of duty - DSP). The separation of duty (SoD)10 is used to enfore on�it ofinterest poliies that the organization may employ to prevent its users from exeed-ing authority when aessing the proteted resoures. The motivation to implementit is to ensure that fraud and major errors annot our without the involvementof multiple users performing di�erent tasks in the organization. To support thisfuntionality, it is neessary to apply before the priniple of least privilege (see thede�nition in the setion 2.2).The NIST model supports both stati and dynami SoD, but leaves open whihof these should be implemented. Stati SoD enfores onstraints on the user-roleassignments. Suh onstraints are inherited within a role hierarhy. For instane,if a user is authorized for the Cashier role, then that user is unauthorized for theCashier Supervisor role. See Figure 2.12 these two types of onstraints. DynamiSoD addresses potential on�it-of-interest issues at the time a user-role assignmentis authorized. For example, a user may be authorized for both Cashier and CashierSupervisor roles. However, if a user ating in the Cashier role attempted to swith tothe Cashier Supervisor role, then the RBAC system would require the user shutdownher/his urrent user-role assignment before assuming the Cashier Supervisor role.Figure 2.13 illustrates the NIST onstrained RBAC that supports dynami SoD.2.4.4 RBAC3: Consolidated Model
RBAC3 ombines RBAC1 and RBAC2 (and the RBAC0 by transitivity) to providesimultaneously role hierarhies and onstraints. As a result, onstraints an beapplied to the role hierarhy itself, as indiated by the dashed arrow to RH inFigure 2.14.

RBAC3 model is named symmetri RBAC in the NIST RBAC model. From thetwo NIST onstrained model (stati and dynami SoD) desribed in the previoussetion, authors de�ned two symmetri RBAC models by extending the support ofonstraints on permission-role assignments. Figure 2.15 and Figure 2.16 illustratethese two models, respetively.2.4.5 Management of RBAC modelsManagement of RBAC-based systems onsist of performing the following set of a-tivities: i) de�ning roles and role hierarhy; ii) granting and revoking membership tothe set of spei�ed roles within the system; iii) de�ning the permission-role assign-ments applying the priniple of least privilege; iv) de�ning onstraints; v) reviewing10Separation of duty requires that for a partiular set of transations, no single individual isallowed to exeute all transations within the set. Example: in a orporation, no single individualshould be apable of exeuting both a payment and to authorize it.
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Figure 2.14: RBAC3: The onsolidated RBAC96 model [Sandhu 1996℄.

Figure 2.15: NIST Symmetri RBAC - Stati SoD [Sandhu 2000℄.

Figure 2.16: NIST Symmetri RBAC - Dynami SoD [Sandhu 2000℄.
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Figure 2.17: RBAC96 Administrative Model [Sandhu 1996℄.onstraints, roles and the user-role and permission-role assignments during the entirelife yle of the system.The RBAC model an be used for managing RBAC itself [Sandhu 1996℄. Sandhuet al. proposed a management model for RBAC illustrated in Figure 2.17. The tophalf of the model is similar to the RBAC3 and the onstraints are applied to allomponents. The bottom half of Figure 2.17 is a mirror image of the top half foradministrative roles and administrative permission. Administrative roles AR andadministrative permission AP are disjoint from the regular roles R and permissionP, respetively. Thus, the administrative RBAC (ARBAC) an be used to managethe RBAC.2.4.6 Advantages and DisadvantagesRBAC an be on�gured to support a wide variety of aess ontrol poliies, in-luding traditional disretionary aess ontrol (DAC) and mandatory aess ontrol(MAC). In the RBAC model, the user is assigned to a subset of roles when he/shestarts a session. During a session, although roles an be ativated or deativatedbased on onstraints suh as role on�it or prerequisite roles. In RBAC-basedsystems user's aess privileges are not hanged based on ontext information butin the roles that she/he performs in an organization.Therefore, the user and permission assignments are statis and do not take intoaount any ontextual information from the environment when assigning permis-sion, suh as time and the loation of users. In fat, traditional RBAC models annotbe used to apture seurity-relevant informations from the environment, whih ouldhave an impat on aess deisions.



36 Chapter 2. Traditional Aess Control SolutionsFor instane, in a health are system the aess to medial reords of patientsould be dynamially ontrolled depending on the loation of users (e.g., dotor,nurse) at request time. Normally, a dotor that is not loalized in the hospitalshould not have aess to medial reords of patients. Moreover, this aess isallowed only during their work shift. Setion 2.5 presents some existing approahesthat extend RBAC model in order to dynamially make user-role and role-permissionassignments.2.5 Extended RBAC ModelsIn this setion, we present some existing aess ontrol models and mehanismsthat extend the RBAC model in order to dynamially enfore RBAC poliies. Theproposed extensions ould be based on one or more of the following aspets:� Supporting environment information: these solutions take into aount someinformation that an be used to haraterize the environment (e.g., time, lo-ation), users, and the proteted resoures;� Adding new entities into the RBAC: these approahes add new entities on theRBAC model for taking into aount dynami aspets of the environments;� Dynami user and permission assignments: Unlike the traditional RBAC,some approahes make user-role and role-permission assignments, dynami-ally;� Extending the onstraints: some proposal have added new types of onstraints.We di�er these approahes from ontext-aware and ontext-based solutions de-sribed in the Chapter 3, beause they do not make expliit use of the ontextonept.2.5.1 Temporal dimension of rolesRBAC models presented in the setion 2.4 do not address the requirement relatedto temporal onstraints on roles. For example, in the ase of part-time sta� inan organization, whih is authorized to work only on working days between 9 AMand 1PM, the role assigned to it should be enabled only during the aforementionedtemporal intervals. Thus, RBAC systems should be able of enabling and disablingroles aording to temporal onstraints de�ned for ativating/deativating them.To ope with these requirements, Bertino et al. proposed the Temporal-RBAC(TRBAC) model [Bertino 2001℄ that extends the RBAC model in order to supporttemporal onstraints on enabling/disabling roles. They de�ned the Role Enabling
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Figure 2.18: Example of Role Enabling Base (REB) [Bertino 2001℄.Base (REB) in order to desribe temporal onstraints on the enabling of roles, whihis omposed by periodi events (PE) and role triggers (RT).Periodi events have the form (I, P, p:E), where I is a time interval, P is aperiod expression, and p:E is a prioritized event expression. Role triggers havethe form E1, . . . , En, C1, . . . , CK → p : E after ∆t, where the Eis are simple eventexpressions, the Cis are role status expressions, p : E is a prioritized event expression,and ∆t is a duration expression.Figure 2.18 illustrates an example of REB for a medial domain. VH (Very High)and H (High) denote prioritized event expressions with H ≺ V H. The periodievents (PE) and role triggers (RT) in the REB state that the dotor-on-night-dutyrole must be enabled during the night (see PE1 and PE2), whereas the role dotor-on-day-duty must be enabled during the day (see PE3 and PE4). Role triggers RT1and RT2 state that the role nurse-on-night-duty must be enabled whenever the roledotor-on-night-duty is. Role triggers RT3 and RT4 impose the same onstraint fordotor-on-day-duty and nurse-on-day-duty, respetively. Finally, role triggers RT5and RT6 speify that the role nurse-on-training must be enabled only during thedaytime when two hours after role nurse-on-day-duty is enabled.Joshi et al. [Joshi 2005℄ have extended the model proposed in [Bertino 2001℄ thatonly addresses the role enabling onstraints. They proposed a Generalized TemporalRole Based Aess Control (GTRBAC) model that allows spei�ation of a ompre-hensive set of time-based aess ontrol poliies, inluding temporal onstraints onrole enabling, role ativations, user-role and role-permission assignments. Moreover,GTRBAC model extends the syntati struture of the TRBAC model and its eventand trigger expressions subsume those of TRBAC. Unlike TRBAC, GTRBAC allowsexpressing role hierarhies and separation of duty (SoD) onstraints for speifying�ne-grained temporal semantis.The approahes desribed in this setion proposed RBAC extensions in orderto take into aount temporal onstrains on the RBAC omponents, suh as userassignments, permission assignment, and role hierarhy. In some senarios, however,it is desirable that users are not able to assume roles when they are not loated inthe supposed loation for the aomplishment of their tasks. For example, a dotorshould not have aess to their patient reords when he/she is not loated in the
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Figure 2.19: Spatial Role-Based Aess Control Model (SRBAC) [Hansen 2003℄.hospital. In the next setion we desribe RBAC extensions proposed in order tosupport suh loation-based aess ontrol poliies.2.5.2 Spatial dimension of RolesIn order to protet aess to data in loation-aware servies, appliations require thede�nition of spatially aware aess ontrol poliies. Loation information needs tomodel physial environments and the system should be able to identify the loationof entities in that model. Numerous loation models have been proposed and anbe globally ategorized into lasses [Jiang 2002℄: hierarhial models, whih followa topologial, desriptive or symboli representation of the physial environment(e.g., room, �oor, building); Cartesian loation model, whih use metri or geometrioordinates (e.g., GPS11). A loation information an be lassi�ed as absolute (i.e.,the exat loation of an entity in a model) or relative (i.e., loation of an entity inrelation to the loation of another).Hanser et al. [Hansen 2003℄ proposed the Spatial Role-Based Aess ControlModel (SRBAC), whih extends the RBAC model in order to onstrain the set ofpermission available to roles that a user may ativate at a given loation. Permissionsets depend on spatial information within the same ative role, thus SRBAC reduesa number of roles spei�ed within the system, simplify seurity administration.SRBAC model onsists of the following �ve basi omponent sets (see Fig-ure 2.19): Users, Roles, Permission(PRMS), Sessions, and Locations(LOC).Loations are represented by means of symboli expressions alled loation expres-sions that desribe loation domains identi�able by the systems. In the followingwe present a summary of SRBAC de�nitions:� USERS, ROLES, PRMS, SESSIONS, and LOC, represent the �nite setof users, roles, permission, sessions, and loations respetively;11Global Positioning System



2.5. Extended RBAC Models 39� UA ⊆ USERS × ROLES, the user assignment;� assigned_users(r : ROLES) → 2USERS ,the mapping of a role onto a set of users.Formally, assigned_users(r) = {u ∈ USERS|(u, r) ∈ UA};� PA ⊆ ROLES × LOC × PRMS, the relation that assigns a permissionto a role available in a loation;� assigned_permission(r : ROLES, l : LOC) ⊆ 2PRMS , the mapping of arole r onto a set of permission based on loation. assigned_permission(r, l)

= {p ∈ PRMS|(r, l, p) ∈ PA};� user_sessions(u : USERS) ⊆ 2SESSIONS, assigns a user onto a set of ses-sions;� session_roles(s : SESSIONS) ⊆ 2ROLES , the mapping of eah session to aset of roles;� avail_session_permission(s : SESSIONS, l : LOC) ⊆ 2PRMS , the permis-sion available in a session for a loation,
⋃

{r∈session_roles(s)} assigned_permission(r, l).SRBAC supports two types of separation of duties: Spatial Stati Separationof Duty (SSSD) and Spatial Dynami Separation of Duty (SDSD). SSSD enforesonstraints on the assignment of users to roles with regards to loation. This impliesthat if a user is assigned to a role in a given loation, the user annot be assignedto another role in this loation if these roles are on�iting. Thus, a user may neverativate two roles that share a SSSD relation for a given loation. SDSD is enforedon permission assigned to roles that are ativated in a user's session. SDSD allowsusers to be assigned to two or more roles that are not on�iting when ativated inseparate sessions for a given loation.A well-known spatial-aware model by the sienti� ommunity is GEO-RBAC.This model was proposed by Bertino et al. [Bertino 2005, Damiani 2007℄ as anextension of the RBAC, in order to deal with spatial and loation-based informationwhen making aess ontrol deisions. In the GEO-RBAC model, spatial entitiesare used to model objets, user positions, and geographially bounded roles. Rolesare ativated by the aess ontrol model based on the physial position of users,whih are assigned to a logial position representing the feature (e.g., the road, thetown, the region) in whih they are spatially loated. GEO-RBAC onsists of threeomponents referred to as Core, Hierarhial, and Constrained GEO-RBAC:� Core GEO-RBAC spei�es the basi onepts of the model that are used bythe other omponents: notion of spatial role, role shema, real/logial position,ativated/enabled role;



40 Chapter 2. Traditional Aess Control Solutions� Hierarhial GEO-RBAC extends the onept of hierarhy by introduing twonovelties: i) two distint hierarhies, one over role shemas and one role in-stanes; ii) The formal de�nition of role ativation and enabling in the preseneof hierarhies;� Constrained GEO-RBAC supports the spei�ation of separation of duty on-straints for spatial roles and role shemas.In the GEO-RBAC model, objets have a geometri representation ompliantwith the OGC12 simple feature geometri model [Consortium 1999℄. The geometryof an objet an be of type point, line, polygon, or reursively be a olletion ofdisjoint geometries. All geometries ontained in a referene spae (i.e., a polygon)is denoted by the term GEO, and that referene spae is denoted with MinimumBounding Box (MBB)13.GEO-RBAC assumes that resoures onsist of data about entities of the realword that may oupy a position (named features). Features an be lassi�ed asspatial (they are assoiated with a loation) or non-spatial (they are not assoiatedwith any loation) features, whih are represented by Fs and Fns respetively (Fs ∩
Fsn = ⊘, and F = Fs ∪ Fsn).The entral idea of GEO-RBAC is the distintion between the onept of roleshema (Rs) and role instane (Ri) (or spatial role). In fat, a role shema de�nesommon properties of a set of spatially aware organizational funtions with a similarmeaning. Role shema spei�es the type of logial loations and the granularity ofthe position that the users playing that role may oupy. A role instane is a roleful�lling the onstraints de�ned at shema level. Therefore, a role instane has thesame name of the shema role name whereas the spatial boundary of the role is aspatial feature with a preise semantis.Figure 2.20 illustrates the Hierarhial GEO-RBAC model. Ri and Rs repre-sent the set of role instanes and role shemas, respetively; RPOS is the set ofreal positions; U , SES, OPS, OBJ , and PRMS are the set representing users,sessions, operations, objets, and permission, respetively; and RHi and RHs areRole Instane Hierarhy and Role Shema Hierarhy, respetively.In the following, we present a summary of the relationships between the entitiesof the model.� SPAs : Rs × PRMS, a many-to-many mapping permission-to-spatial roleshema assignment relation;� SPAi : Ri × PRMS, a many-to-many mapping permission-to-spatial roleinstane assignment relation;12Open GeoSpatial Consortium. Site: http://www.opengeospatial.org/standards13The smallest retangle ompletely enlosing a set of points.
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Figure 2.20: Hierarhial GEO-RBAC [Bertino 2005℄.� SUA ⊆ U × RI, a many-to-many mapping user-to-spatial role instaneassignment relation;� SessionUser : SES → U , the mapping from a session s to the user of U ;� SessionRoles : SES → 2Riwith SessionRoles(s) ⊆ {r|(SessionUser(s), r) ∈ SUA}.
SessionRoles(s) orrespond to the roles that an be potentially ativated ina session s. However, depending on the user position during that session, only asubset of suh roles is enabled and permission granted. Enabled roles are the basis fordetermining whether to grant or rejet an aess request. An aess request is a tuple

< s, rp, p, o >, stating that the user of session s loated at real position rp wants toperform operation p on objet o, thus a< s, rp, p, o > ∈ SES×RPOS×OPS×OBJ .An aess request an be satis�ed at real position rp, if permission (p, o) belongs tothe set of permission assigned to the roles that are enabled in s when the sessionuser is in position rp. See [Bertino 2005, Damiani 2007℄ for more details about thismodel.Zhang et al. [Zhang 2006℄ proposed a loation-aware extended RBAC model,named LRBAC. Unlike GEO-RBAC, it desribes the logial loation domain aord-ing to the seurity poliy of an organization, not fully in geometri ways. LRBACis formally modeled for dealing with spatial restritions in an aess ontrol system.They have introdued the onept of spatial role, e�etive role (like RBAC roles),and spatial role hierarhies. LRBAC allows modeling objets, user loations, andgeographially bounded roles. The roles are automatially ativated/deativated bythe position of the user. The evaluation of poliies takes into aount both the a-tivated role of a requester and the his loation. In this ase, permission assigned tousers depend on their loation and the objets to whih permission must be grantedare loated in the ontrolled environment.Spatial role (SR) ombines roles with logial loation domain that indiates the



42 Chapter 2. Traditional Aess Control Solutionsspatially bounded role. A spatial role is a pair (r, ldom), where r is the role name and
ldom the logial loation domain of the role. The logial loation domain de�nesthe boundaries of the spae in whih the role an be assumed by the user. Thesame spatial role an be assoiated with di�erent loation domains. We desribe asummary of LRBAC model in the following:� U , SR, OP , O, S, RLOC, LDOM stand for users, spatial roles, operations,objets, sessions, real loations, and logial loation domains, respetively;� PRMS = 2OP×O, is the set of permission;� PA : PRMS × SR, is a many-to-many mapping permission to spatial roleassignment relation;� AssignedPrms : SR → 2PRMS , the mapping of spatial roles onto sets ofpermission. Formally, AssignedPrms(sr) = p ∈ PRMS|(p, sr) ∈ PA;� UA → U × SR, a many-to-many user to spatial role assignment relation;� AssignedSession : U → 2S , assigns a user onto a set of sessions;� AssignedUser : SR → 2U , the mapping of spatial role onto sets of users.Given a spatial role

(r, ldom) ∈ SR, AssignedUser((r, ldom)) = {u ∈ U |(u, (r, ldom)) ∈ UA};� SessionUser : S → U , is a funtion mapping eah session s to the single user
SessionUser(s) that is onstant during a session;� SessionRoles : S → 2SR, is a funtion mapping eah session s to a set ofspatial roles
SessionRoles(s) ⊆ {(r, ldom) ∈ SR|(SessionUser(s), (r, ldom)) ∈ UA}.In the LRBAC, SessionRoles(s) orresponds to the roles that an be potentiallyativated in session s. If a user is assigned to several roles, it is up to her/himto deide whih SessionRoles(s) will be ativated. Roles integrated into spatialinformation are dynami in nature and users do not selet the role to be ativateddiretly. In fat, depending on the loation in whih a user is situated during thesession, only a subset of suh roles is e�etive and permission granted. Roles areautomatially (de)ativated by the environment.The loation-aware RBAC models presented in this setion take into aountspatial onstraints when enforing aess ontrol poliies. However, it is desirableto onsider simultaneously the spatial and temporal dimensions when de�ning andenforing aess ontrol poliies. In the next setion we present some existing RBAC-extended approahes that take into aount spatial-temporal dimensions in theirmodels.
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Figure 2.21: LoT-RBAC model [Chandran 2005℄.2.5.3 Spatial-temporal dimension of RolesChandran et al. [Chandran 2005℄ proposed a Loation and Time-based RBAC(LoT-RBAC) model by extending the GTRBAC model [Joshi 2005℄. LoT-RBACaddresses aess ontrol requirements of highly mobile and dynami environments toprovide both loation and time based aess ontrol. Lot-RBAC uses a �ne-grainedspatial model inluding detailed loation hierarhy and the notion of relative loa-tions. Figure 2.21 illustrates the LoT-RBAC model. LoT-RBAC uses the notionof role being in three states introdued by Joshi et al. in the GTRBAC model[Joshi 2005℄: enabled, disabled and ative. The authors argue that the main RBACentities (i.e., users, roles, and permission) an have its own loation, named loationontext (see in Figure 2.21).Basially, enabled roles in loation l at time t an be ativated by an user if he/shesatis�es the loation onstraints assoiated with the role ativation. To allow thesestate hanges based on time, LoT-RBAC uses enabling, assignment, and ativationof roles aording to the loation ontext. Therefore, role ativation ours whentemporal and spatial onstraints are satis�ed. However, permission assignments arenot dependent on loation and time. It means that when a role is ativated all thepermission assoiated with the role an be invoked.In [Ray 2007, Ray 2008℄ Ray et al. proposed a spatio-temporal role-basedaess ontrol model based on the RBAC model. The authors onsider two types ofloations: physial and logial. Users and objets are assoiated with loations thatorrespond to the physial world. These are referred to as the physial loations.



44 Chapter 2. Traditional Aess Control SolutionsA physial loation is formally de�ned by a set of points in a three-dimensionalgeometri spae. Moreover, they onsider two kind of information to represent thetime: time instant and time interval. This model has the same set of omponents asthe RBAC model, but they are assoiated with loation and time. In the followingwe present some de�nitions of this model:� UserLocations(u, t) and UserLocations(u, d) that gives the loation of theuser at time instant t and during the time interval d, respetively;� ObjLocation(o, t) and ObjLocation(o, d) takes as input the tuples (objet o,time instane t) and (objet o, time interval d), respetively, and return theloation assoiated with the objet;� RoleAllocLoc(r) gives the set of loations where the role an be alloated;� RoleAllocDur(r) gives the time interval where the role an be alloated. Somerole s an be alloated anywhere, in suh ases RoleAllocLoc(s) = universe.Similarly, if role p an be assigned at any time, RoleAllocDur(p) = always;� RoleEnableLoc(r) gives the loation where role r an be ativated and
RoleEnableDur(r) gives the time interval when the role an be ativated;� The prediate UserRoleAssign(u, r, d, l) states that the user u is assigned torole r during the time interval d and loation l;� The prediate SessionUser(u, s, d) indiates that a user u has initiated asession s for duration d;� The prediate SessionRoles(u, r, s, d, l) states that user u initiates a session sand ativates a role for duration d and at loation l;� PermRoleLoc(p, r) spei�es the allowable loations that a user playing therole r must be in for him to get permission p. PermObjLoc(p, o) spei�es theallowable loations that the objet o must be in so that the user has permissionto operate on the objet o. PermDur(p) spei�es the allowable time whenthe permission an be invoked;� PermRoleAcquire(p, r, d, l). This prediate is true if role r has permission pfor duration d at loation l;� The prediate PermUserAcquire(u, o, p, d, l) means that user u an aquirethe permission p on objet o for duration d at loation l.The authors also integrated loation and temporal onstraints into the two typesof hierarhy identi�ed by Joshi et al. [Joshi 2005℄ : permission inheritane hierar-hy14 and role ativation hierarhy15. They also desribe the impat of loation andtemporal onstraints on the stati and dynami separation of duties.14A senior role x inherits the permission of a junior role y.15a user assigned to a senior role an ativate a junior role



2.5. Extended RBAC Models 45Aih et al. [Aih 2007℄ proposed a Spatio-temporal Role Based Aess Con-trol, named STARBAC. In [Aih 2009℄ the authors enhaned the apabilities of thismodel in order to inlude separation of duty and aess ontrol evaluation proess(Enhaned Spatiotemporal Role Based Aess Control - ESTARBAC). The authorsproposed a spatio-temporal extension to the temporal role enabling and disablingapproah as proposed by Bertino et al. in [Bertino 2001℄. Aording to Bertino etal. [Bertino 2001℄, only enabled role an be ativated by the user. Typially, a rolein an organization is disabled by default, i.e., it is not ready for ativation by theuser. The transition of role from its disabled to enabled state is what is named roleenabling and the reverse transition is typially known as role disabling. Therefore,STARBAC model allows to write onstraint expressions whih enable or disable rolebased on spatio-temporal fator (e.g., user request time, resoure loation).STARBAC assumes both subjet and resoure to be potentially mobile in natureand hene, heks the loation ontext of both subjet and objet against the spatialonstraints. The model deals with logial loation whih is typially appliationdependent. It assumes a mapping whih unambiguously maps the physial position(or point) into a set of logial loations. The time information is evaluated againstthe temporal onstraints de�ned for the appliation. The granular point in temporalreferene is a time instant.STARBAC uses Role Control Commands to de�ne expressions whih enode thespatio-temporal resoure aess poliy. They de�ne the COND set whih onstitutesthe ondition part of role ontrol ommands. In the following we desribe formallysome STARBAC de�nitions:� Condition set (COND): The set COND is the generi set of onditions. Itonsists of the following onditions: elements of SCOND (i.e., spatial COND),elements of TCOND (i.e., temporal COND), and elements of STCOND (i.e.,spatio-temporal COND);� If cd1 and cd2 are elements of COND then so are cd1 ∧ cd2 and cd1 ∨ cd2;� Role Control Command: The Role ontrol ommand has the form
< c, command > where c ∈ COND and ommand is either a ommand (e.g.,enable r1, disable r2, |r1, r2 ∈ R).An example of STARBAC role ontrol ommand is

< (Office,Officehour), enableCLERK >, where O�e is an element of SCOND,
Officehour is a periodi interval inluded in TCOND and the Role CLERK isde�ned in STARBAC role set R. The set of the STARBAC role ontrol ommandsde�ned for an organization onstitutes STARBAC Control Base (SCB).



46 Chapter 2. Traditional Aess Control Solutions2.5.4 Generalized RolesMihael J. Covington et al. [Covington 2000, Moyer 2001℄ have addressed the prob-lem of seuring appliations that will aess and ontrol information resoures inthe home of the future, i.e., smart or aware homes. Their vision of the future isone whih homes will have networked information applianes that are aessible viathe Internet. Thus, intruders ould, in theory, enter in the home digitally, sine theseurity physial mehanisms (e.g., burglar alarms, dead-bolts) will o�er little orno protetion from these virtual attaks. Unlike a physial burglar, an eletroniintruder an attak the aware homes at any time, from any loation. Finanial loss,publi embarrassment and even physial harm are just a few of the many potentialnegative onsequenes of a breah in the digital seurity of smart homes.In this senario, some environment information, suh as time and loation, an beused to improve the traditional RBAC model in order to o�er a more �exible aessontrol mehanism. A real senario of appliability is, for instane, the following: ifan intruder is able to disover the identity of a real user (e.g., login and password)he/she might use it to try remote aess of the proteted resoure of a smart home.By verifying the loation of a user that is requesting aess on resoure, the aessontrol system is able to deny the permission sine he/she is not loated on the roomwhere the permission is allowed (e.g., the permission to turn-on a TV is allowed onlyif he/she is loated on the living room).From their point of view, an aess ontrol poliy should onstrain aess toinformation or resoures based on several fators, inluding attributes about thesubjet, the resoure or the environment. For example, subjets an be lassi�ed asresident or guest, or even as adult or hild. Then, aess rights an depend on thesubjet's attributes, suh as her identity, loation, or even based on environmentalfators (e.g., the temperature or the time of day). In addition, aess to informationobjets or resoures may depend on seurity-relevant attributes of the objet's state.In order to take into aount this type of information, Covington et al.[Covington 2000, Moyer 2001℄ propose a Generalized Role-Based Aess Control(GRBAC) model, whih is an extension of traditional Role-Based Aess Control(RBAC). It enhanes traditional RBAC by inorporating the notion of objet rolesand environment roles, with the traditional notion of subjet roles. These new typesof roles allow one to de�ne rih, easy-to-understand seurity poliies without havingsigni�ant tehnial knowledge of the underlying omputer systems that implementthose poliies.By de�ning these three types of roles, GRBAC uses information gathered fromenvironment sensors (e.g., time, loation) as a determining fator for making aessdeisions. The de�nition of environment roles allows the model to partially addressthe problem of ontext-unawareness in the traditional RBAC-based approahes.This extension uni�es ideas from several existing aess ontrol models into onemodel that aptures all seurity-relevant state in a system. The uni�ation of all



2.5. Extended RBAC Models 47relevant state into a single onept (roles) makes aess ontrol poliies signi�antlyeasier to de�ne and implement in GRBAC than in other models. In the following,we present the main harateristis of GRBAC:� Environment role: it is based on any system state that an be auratelyolleted, suh as loation and time;� Objet roles: it allows the aess ontrol mehanism to apture various om-monalities among the objets in a system, and use these ommonalities tolassify the objets into roles. Objet roles an be based on any lassi�ableproperty of an objet, inluding its date of reation, objet type (image, soureode, streaming video, et.), sensitivity level (seret, top seret, et.), or in-formation about the objet;� Role ativation: separation of duty and role preedene [Sandhu 1996℄ areboth related to an authorized role set, beause as the size of an authorizedrole set grows, separation of duty and role preedene beome more di�ult tomanage. GRBAC solves this problem by using role ativation. In this ase, asubjet must expliitly delare whih roles he intends to use at anytime. Rolesthat have been delared ative onstitute the subjet's ative role set. Thus,only roles in the ative role set an be used to exeute operations;� Complex algorithm for making aess deision: In RBAC, if subjet S wants toaess objet O, S must possess role R that is authorized to exeute operationOP, suh that an aess O. In GRBAC, the aess mediation algorithm issimilar, but slightly more omplex. Subjet S possesses a set of subjet roles,and objet O possesses a set of objet roles. In addition, the system keepstrak of a set of environment roles.In a GRBAC-based system, for S to aess O, S must possess some subjet role
RS , suh that:1. ∃ some objet role RO, owned by O;2. ∃ some environment role RE that is urrently ative;3. ∃ some operation OP that allows RS to aess RO when RE is ative.Figure 2.22 presents the basi RBAC de�nition and rules. Clearly, the aessmediation rule of the GRBAC is more omplex than the orresponding rule fortraditional RBAC.
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Figure 2.22: Basi RBAC De�nitions and Rules [Covington 2000℄.2.6 ConlusionDAC solutions have as main advantages the �exibility and simpliity [TCSEC 1985℄.Aess ontrol matrix (ACM) [Lampson 1974, Harrison 1976℄, authorization tables,aess ontrol list (ACL) [Samarati 2001℄, and apabilities [Wilkes 1979℄ are exam-ples of DAC-based solutions presented in this Chapter. Despite its advantages,DAC-based solutions have some problems, suh as the following: DAC do not sup-port ontrol of information �ow and system-level aess ontrol poliies.Unlike DAC-based approahes, mandatory aess ontrol solutions [TCSEC 1985℄o�er means of assuring the on�dentially and integrity of information �ow. More-over, MAC-based solutions supports the de�nition of global poliies (i.e., system-level poliies) and they ould be used to prevent on�its of interest. Multilevelseurity (MLS) [Bell 1973℄, the Ken Biba model [Biba 1977℄, and the Chinese Wallmodel [Brewer 1989℄ are examples of existing MAC solutions disussed in this Chap-ter. However, the main problems with MAC-based solutions are the orret lassi-�ation of subjets and objets, and the omplexity of seurity administration.RBAC model was proposed [Ferraiolo 1992, Sandhu 1996, Ferraiolo 2003℄ in or-der to simplify the administration tasks and to support funtion-based aess on-trol. Basially, in RBAC-based models users are assigned to roles and roles areassigned to permission. Then, users are assigned to a subset of roles when he/shestarts a session, getting the permission assigned to that set of roles. However, in theRBAC models the user-role and role-permission assignment are de�ned statially.Moreover, they do not take into aount environment information when assigningroles and permission.RBAC extensions were proposed in order to assign dynamially roles and permis-sion, taking into aount some environment information, suh as time [Bertino 2001,Joshi 2005℄ and loation [Hansen 2003, Bertino 2005, Damiani 2007℄. However, on-text is not omposed by only time and loation information. Thus, Mihael et al.



2.6. Conlusion 49[Covington 2000, Moyer 2001℄ generalized the onept of roles in order to take intoaount other situational information.Like RBAC models desribed in Setion 2.4, RBAC-extended solutions presentedin Setion 2.5 have the same problems when applied in pervasive environments:we an not assume that it will be possible to assign a role to any user on theenvironment, given the mobility of users. Therefore, Chapter 3 presents existingaess ontrol solutions spei�ally de�ned for pervasive environments.





Chapter 3Aess Control Approahes forPervasive Environments
Résumé: Ce hapitre dérit l'état de l'art en matière de ontr�le d'aès en pré-isant les aratéristiques partiulières des environnements pervasifs. Nous pro-posons une lassi�ation des solutions basée sur le type de support à la onnaissanedu ontexte. Le premier groupe est omposé par des solutions qui ont pris ommepoint de départ le modèle RBAC. L'autre groupe est omposé par des propositionsqui ne prennent en ompte que les informations ontextuelles lors de la prise dedéisions d'aès sur les ressoures protégés. Nous présentons aussi un tableau deomparaison pour synthétiser les di�érentes approhes existantes, dont nous pouvonsobserver que la majorité des modèles se base sur la notion de r�les pour délivrer lesautorisations d'aès. Nous avons remarqué dans l'ensemble des propositions exis-tants l'insu�sane au niveau de la modélisation du ontexte et des di�ultés pourreueillir orretement es informations situationnelles. Ces aspets onstitueront lepoint de départ pour les ontributions de e travail.
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52 Chapter 3. Aess Control Approahes forPervasive Environments3.1 IntrodutionWe present in this Chapter the existing aess ontrol approahes for pervasive envi-ronments. Some approahes are based on one or more traditional solutions desribedin Chapter 2 (e.g., RBAC, MAC, DAC). These solutions take into aount spei�aess ontrol requirements of pervasive environments when making aess ontroldeisions, suh as ontext-awarenesses. We have divided the existing approahesin two groups: Context-Aware Aess Control (CAAC) and Context-Based AessControl (CBAC) solutions.3.2 Context-Aware Aess Control (CAAC) solutionsIn this setion, we desribe existing approahes that use ontext information asa way for assigning dynami permission to users. Generally, these solutions useontext information as a means of improving an existing model that is not ontext-dependent in its basis, suh as RBAC model. On one hand, these solutions ouldwork without using any ontext information. On other hand, the expressive power ofaess ontrol poliies will be more limited, i.e., it will not bene�t from the �exibilityof supporting ontext information.3.2.1 Environment RolesCovington et al. [Covington 2001℄ proposed an Environment Role-Based AessControl Model based on their earlier work in whih they proposed a generalizationof the basi RBAC model, named GRBAC [Covington 2000℄. This new model allowspoliy designers to speify suh environmental ontext through a new type of rolesnamed environment roles.In a system that implements this approah, there may be a very large numberof environment roles. Role ativation of environment roles is based on onditionsin the environment where a request is made. These ould inlude time, loationor other ontextual information that is relevant to aess ontrol. The state of theenvironmental onditions must be aptured via sensors that are embedded in theenvironment. Thus, at aess time the system must determine whih of those rolesare ative in order to grant/deny permission.For instane, suppose an aess request is made at 5:30 p.m. on Monday, May3, 2010, under a CPU load of 65% and a network load of 45%. To mediate theaess request, the system must gather information about whih environment rolesare urrently ative. There may be an environment role alled high CPU load (over70%), as well as roles for Monday afternoons, weekdays, and business hours. Allof these roles are ative at the time of the request. Also, unlike traditional aessontrol models where requests are made expliitly by subjets, requests in smart en-



3.2. Context-Aware Aess Control (CAAC) solutions 53vironments (e.g., Aware Home) may be generated based solely on the environmentalonditions.They have formalized the Environment Role-Based Aess Control Modelfollowing the RBAC96 spei�ation [Sandhu 1996℄:� From RBAC0, they keep U, R, P, and S. These apture users, roles, permissionand sessions respetively;� This model add ER and EC, where ER refers to Environment Roles and ECaptures the Environment Conditions that are used to de�ne suh roles. Tosome degree, EC is analogous to U beause the redentials assoiated with auser allow it to assume roles in R. Similarly, values of variables in EC allowertain roles in ER to be ativated.This model has the relations UA, PA, and EA, that de�ne the assoiationsbetween subjet roles, users, permission assignments, and environment roles. Theserelations are as follows:� UA = U×R. This omes from RBAC and de�nes what roles in R a user fromU is allowed to assume;� PA ⊆ P × R × 2ER. This aptures permission that is assigned to a user rolewhen a given set of environment roles is ative. Thus, PA not only assoiatesa permission with a subjet role but makes it onditional on a set of ativeenvironment roles. Clearly, permission may hange for a single subjet roleaessing a resoure if the environmental onditions vary between requests.The following funtions de�ne what user and environment roles an be ativated:� User: S → 2R. In a given session S, a set of roles an be ativated for a user;� Request: EC → 2ER. Although some environment roles an be ativated forthe duration of a session, hanging onditions will require other roles to beevaluated every time. Thus, based on the environmental onditions, a set ofenvironment roles are ativated at the time of a request.Figure 3.1 illustrates examples of Subjet (a) and Environment Role Hierarhy(b). A request that requires permission p an be granted if (1) <p, r, e-set> ∈ PA,(2) the subjet role r is in the ative role set of the user making the request, and(3) the environment roles that are ative in the urrent environmental onditionsEC ontain the roles in e-set.The system administrator is responsible for de�ning environment roles by usinga prolog-style logial language for expressing poliies, named Generalized PoliyDe�nition Language (GPDL) [Covington 2000℄. Statements are used to de�ne roles,sub-role relationships, transations, and poliy rules. The syntax is desribed below:
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Figure 3.1: Examples of Subjet and Environment Role Hierarhy [Covington 2001℄.

Figure 3.2: Transations with Environment Roles [Covington 2001℄.De�nition of Environment Roles: erole(erole_name).Examples: erole(weekend), erole(business_hours);Role relationships: role_rel(erole_name, entry_ondition)and role_rel(parent_role, hild_role). Examples: role_rel(business_hours,08:00 < time_of_day < 17:00), androle_rel(sunday, day_of_week=SUNDAY);Error rules: in order to keep trak of errors due to on�iting de�nitions in therule base, it is neessary to have error rules. Example: error(erole1, erole2).In this example, the rule states that given two environmental rules erole1 anderole2, the system annot simultaneously ativate both of the rules.In order to manage environmental ontext information the authors proposed anarhiteture based on the Context Toolkit that has been developed at Georgia Teh



3.2. Context-Aware Aess Control (CAAC) solutions 55[Dey 1999℄. This toolkit provides abstrations for assessing environmental statewhih ould be used to manage environment roles. This arhiteture addressesissues suh as role ativation and authorization based on environment roles.Figure 3.2 illustrates the proposed aess ontrol arhiteture, showing the aessrequest from beginning to the end. For instane, suppose that a user U wants to usea servie. Whether done impliitly via sensors or expliitly, U presents redentialsto the system and is provided with a set of ative subjet roles. Ultimately, thesesubjet roles will help to determine the resoures U is allowed to aess. Thesetransations are fundamentally onsistent with those found in traditional RBAC.With a set of ative roles, U will be able to request aess to a partiular resourein the environment.User's request is forwarded to the entralized authorization servie that enforesthe urrent seurity poliy. A poliy grants aess to U under ertain onditions.In order to verify those environmental onditions, the authorization servie ontatsthe environment role ativation servie. The environment role ativation servie,whih interats seurely with the Context Toolkit [Dey 1999℄, has already reeivednoti�ation from the aggregators. This set of ative roles is returned to the autho-rization servie. The set of environmental ative role, along with the subjet roleand resoure request, provides a math to the rule spei�ed in the seurity poliy.Aess rights are therefore granted to U.In this approah, a pervasive environment is omposed by many devies andservies whih are entrally administered. Authorization servie ensures that aessrules are onsistent aross all resoures and allows for any resoure to enfore seuritypoliies. A lient or subjet desiring to aess a proteted resoure must �rst ontatan authorization server to obtain the required redentials.However, it is likely that not all of environment roles are relevant to the aessontrol deision that must be made. Testing every environment role on every aessontrol mediation would be prohibitively expensive, so the system should employan e�ient means of role entry testing for environment roles. They solve this prob-lem by using the environment role ativation servie to automatially ativate roleswhen appropriate. By maintaining an internal data struture of all ative roles, theenvironment role ativation servie an e�iently interat with the authorizationservie for making aess ontrol deisions.3.2.2 Spae rolesSampemane et al. [Sampemane 2002℄ proposed an aess ontrol model for AtiveSpaes1. This model provides support for both disretionary and mandatory aessontrol poliies, using role-based aess ontrol tehniques for easy administration of1Ative Spaes are physial spaes augmented with heterogeneous omputing and ommunia-tion devies along with supporting software infrastruture.



56 Chapter 3. Aess Control Approahes forPervasive Environmentsusers and permission. The model reognizes three kinds of user roles: system roles,spae roles, and appliation roles. System roles are assigned when user aounts arereated, and de�ne users' generi permission for ertain lasses of resoures withinthe entire system. Within eah Ative Spae, aess ontrol poliies are expressedin terms of spae roles.Ative Spaes within a system has an administrator who sets aess ontrolpoliies for resoures. When users enter a spae, their system role is mapped intoan appropriate spae role automatially. Appliation roles allow an appliation tospeify a ustomizable aess ontrol poliy. For instane, a presentation appliationmay require that only the presenter role be allowed to ontrol the slides in thepresentation. Appliation roles are mapped into spae roles and aess ontrol isperformed on these resulting spae roles.This model supports four distint spae modes of ollaboration:� i) individual: it allows a single user in a spae all the rights that are given byher role;� ii) shared: a group of users share the spae without any speial trust relation-ship between them;� iii) supervised-use: some users need more permission than the group to om-plete an ativity;� iv) ollaborative: users in a spae trust the people they are working with, andare able to delegate their permission to the group.An aess ontrol request has three parameters: a subjet making the aessrequest, a system objet, and the spei� objet right (or method) being requested.Aess rights to objets are traditionally stored in aess ontrol lists (ACL) orapability ontrol lists (CL), whih are implemented by an aess matrix. Thespei�ation of the proposed model is given below:� U : set of USERS� Rsys: set of SYSTEMROLES� Rspace: set of SPACEROLES (Rsys ⊆ Rspace)� Rgrp: set of GROUPROLES (Rgrp ⊆ Rspace)� Rapp: set of APPROLES (Rapp ⊆ Rspace)� Rdev: set of DEVICEROLES� S: set of SERVICES (objets in the system)� OD: set of OWNEDDEVICES (OD ⊆ S)



3.2. Context-Aware Aess Control (CAAC) solutions 57� ALs: set of {〈r : roles;m : methods〉} (aess ontrol list for a servie s ∈ S)� A: set of all ALs : s ∈ S (oneptual Aess Matrix)� Mode : enum {Ind, Shared,Collab, Super} (spae modes)� C: set of CREDENTIALS whih are one oftypeof(u: USERS; r: SYSTEMROLES)owns(u: USERS, o: OBJECT)exports(s: SERVICE; m: METHODS)� URA: set of {〈u : USERS; r : ROLES〉} (User-role assignment)� AS: Current Ative Spae; users, servies and ALs� CU : set of users urrently in spae AS� CRT : set of {〈u : USERS; rsys : SY SROLES; rspace : SPACEROLES〉}(Current role assignment for users in spae AS)� SysAdm ∈ Rsys, SpaceAdm ∈ RsysIn the following, we desribe some funtions inluded in the model (see the fullspei�ation in [Sampemane 2002℄):� currentrole(r,mode) : ROLES ×MODES → SPACEROLES. This fun-tion returns the urrent spae role aording to the ativated role and modeof spae aess;� allow(u, s,m) ∧ typeof(u, r) ∈ C

∧(s ∈ S) ∧ exports(s,m) ∧(currentrole(r,mode),m) ∈ ALs → true. Thisfuntion heks redentials of a requester, and return true if the requestedmethod is allowed.For instane, onsider an ative spae in a university with two types of users:student and faulty. In this system, there are four system roles: student, faulty,sysadm, spaeadm. In a given ative spae AS1 (smart room), there are two pro-teted devies: projetor (P) and writeboard (B). When a user enters alone intothe room, he/she must use his/her redential for attesting his/her system role (i.e.,student). Then, the spae starts a session with the spae mode set to individual andassigns to that user a urrentrole of student. In this mode, the AL show that thisstudent is allowed to read and write the whiteboard. This spae on�guration isshown in Figure 3.3.
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Figure 3.3: Spae on�guration: Individual Session [Sampemane 2002℄.

Figure 3.4: Dynami Role-Based Aess Control model [Zhang 2004℄.3.2.3 Dynami user-role and role-permission assignmentsZhang et al. [Zhang 2004℄ proposed a Dynami Role-Based Aess Control model,named DRBAC, that dynamially grants and adapts permission to users aordingto urrent ontext. DRBAC model ombines the required redentials of users andthe urrent ontext when making user-role and role-permission assignments. DR-BAC addresses two key requirements of pervasive environments: i) aess privilegesof users hange aording to the urrent ontext of users; ii) a resoure must ad-just its aess permission when its system information (e.g., network bandwidth,CPU usage, memory usage) hanges. DRBAC dynamially adjusts user-role assign-ments and role-permission assignments based on ontext information. Figure 3.4illustrates the main entities and the relationship between them of DRBAC aessontrol approah: subjet, ontext agent, role, permission.Eah user is assigned to a role subset from the entire role set. A resoure haspermission subsets for eah role that will aess that resoure. During the intera-tions with an aess ontrol system implementing this approah, state mahines aremaintained by delegated aess ontrol agents representing the subjets, to navigatethe role subset (Role State Mahine), and the objet, to navigate the permissionsubset for eah ative role (Permission State Mahine). The state mahine onsistsof state variables (i.e., role, permission), whih enode its state, and ommands,whih transform its state. These state mahines de�ne the urrently ative role andits assigned permission in order to navigate the role/permission subsets aording



3.2. Context-Aware Aess Control (CAAC) solutions 59to the hanges in the ontext. Di�erenes between DRBAC model and the RBACmodel are desribed below:� There exist a new entity, named ENVS, whih represents the set of ontextinformation in the system. DRBAC inorporates an authorized Context Agentto ollet ontext information;� In a session, the ative role will be hanged dynamially among the assignedroles for eah interation;� Context information is used to deide whih role is ative, i.e., dynami user-role assignment (UA);� Eah role has assigned a set of permission, and the ontext information is usedto deide whih permission is ative for that role, i.e., dynami role-permissionassignment (PA);� There is a Role State Mahine for eah user, and a Permission State Mahinefor eah role. Roles and permission are used as state variables, respetively.Context Agents are in harge of olleting ontext information, generatingprede�ned events in order to trigger transitions in the state mahines.Kim et al. [Kim 2005℄ have proposed a similar Context-Aware Aess Controlmodel that extends RBAC via some funtional omponents. Figure 3.5 illustratesthe global infrastruture of a ontext-aware aess ontrol mehanism that imple-ments the proposed model. In suh model users are assigned to roles and rolesare assigned to permission as in the RBAC model. Thus, users aquire permissionthrough the roles. Default UA is a mapping that assigns a role to a user. Eah useris assigned to a set of roles. Default PA is a mapping that assigns permission to arole.Every role is assigned to a set of permission. Default roles are assigned tothe users by the traditional RBAC, and then the role is ativated or deativatedaording to the hanging ontext information of users. The ontext informationis used to deide whih role is ative and whih permission is ative for that role.Default UA and PA are hanged to ontext-aware UA and PA by applying the stateheking matrix (SCM) to deal with ontext information. As a result, the modeluses the ontext-aware UA and PA assignments, whih dynamially grant and adaptpermission to users aording to the urrent ontext information of users.In this model (see Figure 3.5), there are traditional RBAC elements and threenew important omponents: state heking agent, state heking matrix(SCM) andontext-aware agent. State heking agent maintains the role subset for eah user,monitoring the environment status of users and dynamially hanging their ativeroles.
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Figure 3.5: Context-Aware Aess Control Model [Kim 2005℄.
Figure 3.6: SCM for loation information [Kim 2005℄.State heking matrix deals with the ontext information (e.g., loation, time,and resoures suh as network bandwidth and memory usage), (de)ativating rolesof users. Context-aware agent maintains the permission subset for eah role, moni-toring hanges on the state heking matrix and dynamially hanging default UAand PA to ontext-aware PA and UA.In this model, aess ontrol deisions depend on the urrent status of all mon-itored ontext information. A role is only ativated when all ontext elements re-striting that role are ativated. For instane, onsider that the system uses loationand time as monitored ontext information for (de)ativating roles and permission.Then, it is neessary a SCM for eah type of ontext information. Figure 3.6 andFigure 3.7 illustrate examples of SCM for loation and time information, respe-tively.In this example, user's role is only ative when loation and time are ativated.The onept of ativeness of role an be desribed as follows:
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Figure 3.7: SCM for time information [Kim 2005℄.

Ativeness of role = Context(Context1, Context2, . . . , Contextn)

= Context(Active, Active, . . . , Active) = Ative (3.1)In the ase of using only loation and time information, the ativeness of role isdesribed as following:Ativeness of role = Context(Location, T ime)

= Context(Active, Active) = Ative (3.2)By verifying the ativeness of roles in the loation2 at time4 from the tablesillustrated in Figure 3.6 and 3.7, only the R2 will be ativated. See this mappingbellow:Ativeness of R1 =Context(Loation2, Time4)= Context(Inative, Inative) = InativeAtiveness of R2 = Context(Loation2, Time4)= Context(Ative, Ative) = AtiveAtiveness of R3 = Context(Loation2, Time4)= Context(Ative, Inative)= InativeTherefore, state heking matrix (SCM) is used to deal with ontext information,deiding the ativeness of roles by mapping the status of ontext information (e.g.,loation and time) when user's ontext information hanges.3.2.4 Role Context and Context RoleKumar et al. [Kumar 2002℄ have proposed the Context-Sensitive RBAC Model (CS-RBAC) that extends the RBAC model by introduing the notions of role ontext andontext �lters. A role ontext an be omposed by user and objet ontexts, whihis dynamially assigned to the users by verifying the Boolean onstraint expressionsnamed ontext �lters. Figure 3.8 presents the CS-RBAC model. A formal de�nitionof ontext-sensitive RBAC model is presented below:� R: set of roles;� U: set of users;
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Figure 3.8: The Context-Sensitive RBAC model [Kumar 2002℄.� C: set of lasses of proteted objets;� M: set of methods/operations on the objet lasses in C;� OC: set of all objet instanes;� Oz : set of instanes/objets of a given lass Z;� P ⊆ M ×C, {(m, c)|m ∈ M, c ∈ C,m ∈ methods(c)}, is the set of permission;� PA ⊆ P ×R, the many-to-many permission-to-role assignment relation;� UA ⊆ U ×R, the many-to-many user-to-role assignment relation;� UC : the set of all seurity-relevant attributes of the user, i.e. the user ontext;� OC : the set of all seurity-relevant attributes of all target objet lasses;� OCz : the set of all seurity-relevant attributes of target objet of a given lassZ (objet ontext);� Contextual Constraint CC: ⋃L∈C

{

2UC × 2OCL
}

→ 2U×O, is a funtion, for arole, mapping a pair of user ontext and objet ontext to a set of individual(user, objet) pairs;� Role Context is de�ned as RC =< UC,OC,CF >, a three-tuple onsisting ofthe user ontext, the objet ontext and Context Filter ;� Context Filter CF: U × O → {0, 1}, is a funtion that returns true if, for arole, the given (user, objet) pair belongs to the set of (user, objet) pairsallowed by the ontextual onstraint CC of that role;� Context-Sensitive Permission S is de�ned over U × P × O as {(u, p, o)|∃r ∈roles(u) suh that (p, r) ∈ PA ∧ CF(u, o) = true ∧ u ∈ U ∧ o ∈ O ∧ p =
{(m, c)| m=method() and =lass(o)}}To enfore permission in CS-RBAC, the aess ontrol system �rst identi�es theuser's role memberships that permit the expeted operation. For eah assigned role,the orresponding role ontext is identi�ed by verifying the values from the ontext
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Figure 3.9: Context-Role Based Aess Control Model (CRBAC) [Park 2006℄.of users and objets, and its ontext �lter is evaluated. If any of the �lters evaluatesto true, the permission will be allowed.Park et al. [Park 2006℄ have proposed another model, alled Context-RoleBased Aess Control (CRBAC), that adds the ontext-role notion to RBAC model.Context-role represents the environment state of the system when making aess on-trol deisions. Figure 3.9 presents the CRBAC omponents and the relationshipsbetween them, whih is formally de�ned in the following:� U(users): U represents a set of user;� C(ontext): C represents a set of ontext information in the system. C ap-tures the ontext information that is used to de�ne ontext role;� R(roles): R represents a set of roles. A role is omposed by two roles: userroles and ontext roles;� UR(user roles): UR represents a set of user roles. It is equal to ROLE intraditional RBAC;� CR(ontext roles): CR represents a set of ontext roles, whih are used toapture seurity-relevant ontext information about the environment for usein CRBAC poliies;� P(permission): P represents a set of permission;� S(sessions): S represents a set of sessions. A role is ativated for user duringeah session. Ativated role is a mapping between user roles and ontext roles;



64 Chapter 3. Aess Control Approahes forPervasive Environments� CRBAC supports Stati Separation of Duties (SSD) on the Role Hierarhyand UA assoiations;� CRBAC supports Dynami Separation of Duties (DSD) on session-role asso-iations;� UA ⊆ U×UR, a many-to-many mapping user-to-user role assignment relation;� assigned_users(ur : UR) → 2U , the mapping of user_role ur onto a set ofusers. assigned_users(ur) = {u ∈ U |(u, ur) ∈ UA}� R ⊆ 2(UR×CR), the set of roles;� PA ⊆ P×R, a many-to-many mapping permission-to-role assignment relation;� assigned_permission(r : R) → 2P , the mapping of role r onto a set ofpermission;� user_sessions(u : U) → 2S , the mapping of user u onto a set of sessions;� session_roles(s : S) → 2R, the mapping of session s onto a set of roles.
session_roles(si) ⊆ r ∈ R|(session_users(si), r) ∈ UA.Like in RBAC models, a transation spei�es a partiular ation to be per-formed in a CRBAC system. A transation of CRBAC is a tuple in the form of

< user_role, context_role, permission >. A poliy database onsists of a trans-ation listing paired with a permission bit for eah transation (i.e., allow or deny).In [Li 2008℄, Li and Cao have proposed a CRBAC model similar to that proposedby Park et al. [Park 2006℄. However, they have proposed three types of ontextroles: time-related, loation-related, and trust-related ontext roles. Furthermore,they present an algorithm for ativating roles based on these ontext roles.3.2.5 Role StatesChae et al. [Chae 2006℄ have proposed an aess ontrol model that supports ontextinformation by managing three role states: assign (a role is assigned to a user),disable (the role is deativated when onstraints are unsatis�ed), and enable (therole is ativated when onstraints are satis�ed). Roles are assigned to users whenstarting the sessions (like in RBAC model), then the system heks time and loationonstraints on roles in order to hange the role state (i.e., disabled or enabled).Figure 3.10 shows the possible role states of the proposed model. The ompo-nents of this model that di�er from the RBAC elements are desribed below:� Loation_hierarhy: LH ⊆ Locations× Locations� Constraints_UA(c : Constraint) → UA
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Figure 3.10: Role states [Chae 2006℄.� Constraints = Location|T imes|Locations× T imes� Assigned_users(r : Roles) → 2Users� Assigned_permission(r : Roles) → 2Permission� Constraint Expression: given a role, a onstraint expression  is de�ned as
c = Lc|Tc|Lc × Tc� User/role/constraint Expression : given a user u, roles r and onstraints ,the proposed assignment expression is de�ned as u : {c,R}.For instane, the temporal onstraint expression

Alice : {13 : 00 : 18 : 00, enable Part− timeNurse} enables the part-timeNurserole from 1 p.m. to 6 p.m. The spatial onstraint expression
Bob : {Room302, OperatingRooms, enable patientRecords} enables Bob to a-ess patient reords when he is in his o�e or in any operating room. Finally, thespatial-temporal onstraint expression
Alice : {20 : 00 : 4 : 00, OperatingRooms, enablepart− timeNurse} enables therole part-timeNurse when Alie is in any operating room, from 8 p.m. to 4 a.m.3.2.6 Context-based onstraintsNeumann et al. [Neumann 2003℄ proposed an approah that uses speial RBAConstraints to base ertain aess ontrol deisions on ontext information. Contextonstraint is de�ned as a dynami RBAC onstraint that heks the atual valuesof one or more ontextual attributes for prede�ned onditions. If these onditionsare satis�ed, the orresponding aess request an be permitted. Aordingly, aonditional permission is an RBAC permission whih is onstrained by one or moreontext onstraints.The authors di�erentiate onstraints between stati and dynami onstraints.Stati onstraints refer to onstraints that an be evaluated diretly at design timeof an RBAC model (e.g. stati separation of duties). However, dynami onstraints



66 Chapter 3. Aess Control Approahes forPervasive Environmentsan only be heked at runtime aording to the atual values of spei� attributes,or with respet to harateristis of the urrent session (e.g. dynami separationof duties, or time onstraints). Another lassi�ation riterion used by the authorsis the distintion of endogenous and exogenous fators. Endogenous onstraintsare onstraints that relate to intrinsi properties of an RBAC model, and inherentlya�et the struture and onstrution of a onrete instane of an RBAC model (e.g.,stati separation of duties - SSD). Exogenous onstraints are onstraints that applyto attributes that do not belong to the ore elements of an RBAC model (e.g., timeonstraints that restrit role ativation to a spei� time interval).Constraints an also be subdivided in authorization onstraints and assignmentonstraints. Authorization onstraints are onstraints that plae additional ontrolson aess ontrol deisions. Thus, even if a subjet is in possession of permissionthat grants a ertain aess request, the aess an only be allowed if the orre-sponding authorization onstraints are ful�lled at the same time. For example,suh onstraints an be applied to implement aess ontrol poliies based on a-ess histories. Assignment onstraints are onstraints that ontrol the assignmentof permission and roles (e.g., maximum and minimum ardinalities, or separation ofduty onstraints).However, this approah is based on the notion of ontext onstraints. A ontextonstraint spei�es that ertain ontext attributes must meet ertain onditionsin order to permit a spei� operation. With respet to the ategories mentionedpreviously, ontext onstraints are dynami exogenous authorization onstraints. Aontext onstraint is de�ned through the terms ontext attribute, ontext funtion,and ontext ondition:� Context attribute: represents a ertain property of the environment whoseatual value might hange dynamially (e.g., time, date, or session-data), orwhih varies for di�erent instanes of the same abstrat entity (e.g. loation,ownership, birthday, or nationality). Eah ontext attribute CA represents avariable that is assoiated with a domain CA whih determines the type andrange of values this attribute may take;� Context funtion: it is a mehanism to obtain the urrent value of a spei�ontext attribute. For example, a funtion date() ould be de�ned to returnthe urrent date. A ontext funtion an also reeive one or more input pa-rameters. For example, a funtion age(subject);� Context ondition: it is a prediate (i.e., a Boolean funtion) that omparesthe urrent value of a ontext attribute either with a prede�ned onstant, oran other ontext attribute of the same domain. The orresponding omparisonoperator must be an operator that is de�ned for the respetive domain. Allvariables must be ground before evaluation. Therefore eah ontext attributeis replaed with a onstant value by using the aording ontext funtion prior



3.3. Context-Based Aess Control (CBAC) Solutions 67

Figure 3.11: RBAC permission with ontext onstraint [Neumann 2003℄.to the evaluation of the respetive ondition. Examples for ontext onditionsan be cond1 : date() = 2003/01/01;� Context onstraint: it is a lause ontaining one or more ontext onditions.It is satis�ed if all its ontext onditions hold. Otherwise it returns false.Context onstraints are used to de�ne onditional permission. Conditional per-mission is permission that is assoiated with one or more ontext onstraints, andgrants aess if and only if (i�) eah orresponding ontext onstraint evaluatesto true. Therefore onditional permission grant an aess operation if the atualvalues of the ontext attributes aptured from the environment ful�ll the attahedontext onstraints. The relation between ontext onstraints and permission is amany-to-many relation (see Figure 3.11).3.3 Context-Based Aess Control (CBAC) SolutionsIn this setion we present the existing solutions that use ontext as the entralonept to assign permission to users. The approahes desribed here onsider thatpervasive servie provisioning requires a paradigm shift from subjet-entri (e.g.,identity, group, role) to ontext-entri aess ontrol solutions. Therefore, aessontrol solutions for pervasive environments should onsider ontext as a �rst-lasspriniple to guide both poliy spei�ation and enforement proess.3.3.1 Context attributesCovington et al. [Covington 2006℄ have de�ned an aess ontrol model that usesontextual attributes as entral onept to apture the dynami properties of a mo-bile environment, inluding attributes assoiated with users, objets, transations,and the environment. A ontextual attribute represents a measurable ontextual
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Figure 3.12: CABAC Model [Covington 2006℄.primitive, suh as loation, time, temperature. It an be assoiated with any of thefollowing entities:� The user(s) making the aess request;� The objet or resoure being aessed;� The aess transation itself.The Contextual Attribute-Based Aess Control Model (CABAC) is not an ex-tension of existing aess ontrol models, removing the need to speify ators in thesystem. CABAC uses situations desribed as ontextual attributes to de�ne aesspoliy. Figure 3.12 illustrates the CABAC model. User attributes (UA) aptureproperties of the subjet that initiated the aess request. Objet attributes (OA)are properties that desribe resoures being proteted by the aess poliy. Envi-ronment attributes (EA) desribe properties of the physial environment at the timea transation takes plae. Finally, transation attributes (TA) apture informationabout the transation as it takes plae. Moreover, they de�ned three other entities:Environment Attributes (EA), Ation(At), and Permission Assignments (PA).Environment Attributes share many harateristis with the other lasses of at-tributes. These ould inlude temperature, ambient noise, or other ontextual infor-mation that is relevant to aess ontrol. Although some environment attributes anbe ativated for the duration of an entire session, hanging onditions will requireother attributes to be evaluated every time. Thus, based on the environmental on-ditions (EC), a set of environment attributes are ativated at the time of a request.



3.3. Context-Based Aess Control (CBAC) Solutions 69

Figure 3.13: Transation Overview using Contextual Attributes [Covington 2006℄.Permission Assignments apture the privileged ations that a subjet is authorizedto hold or exerise on an objet. The authorization is determined based on user at-tributes, objet attributes, transation attributes, and environment attributes. Thefollowing funtion aptures the rights that are assigned to a user when a given setof environment attributes are ative and she is attempting to aess an objet witha partiular set of objet attributes: (< Act, UA,OA,EA, TA >,Perm) ∈ PA,where Perm = {Allow, Deny}Permission assignment (PA) not only assoiates permission with the user at-tribute(s), but makes it onditional on a set of ative environment attributes. Rightsmay hange for the same user aessing a resoure if the objet attributes, environ-ment attributes, or even user attributes vary between requests. A CABAC requestwill be granted aess rights if and only if (i�):1. The poliy rule assigning a spei�ed ation (At) to an aess request existswith the spei�ed user attributes (UA), objet attributes (OA), environmentattributes (EA), and transation attributes (TA) that math those spei�edin the set of permission assignments (PA);2. The user attributes (UA) are ative for the user making the urrent request;3. The objet attributes (OA) are ative for the objet being aessed by theuser;4. The environment attributes that are made ative by the urrent environmentalonditions (EC) are ontained in the set EA;5. The transation attributes (TA) are ative for the urrent transation (seeFigure 3.13).



70 Chapter 3. Aess Control Approahes forPervasive Environments3.3.2 Aess Control MehanismsIn this setion we present some aess ontrol solutions that use ontext informationas entral onept for enforing aess ontrol poliies. These solutions are indepen-dent of any existing aess ontrol models, i.e., they do not use any aess ontrolmodel as basis for guiding their solutions.3.3.2.1 UbiCOSMCorradi et al. [Corradi 2004a, Corradi 2004b℄ proposed a dynami and �exible seu-rity middleware, alled UbiCOSM (Ubiquitous Context-based Seurity Middleware),that adopts ontext as the basi onept for seurity poliy spei�ation and enfore-ment proesses. In UbiCOSM ontext-based aess ontrol poliies are expressed ata high level of abstration in terms of metadata and they are leanly separated fromthe servie logi.UbiCOSM allows both administrators and users to speify aess ontrol poli-ies in order to avoid illiit aesses to resoures. UbiCOSM fouses on three mainaspets: ontext-entri aess ontrol, ative ontext view provisioning to mobileusers, and privay support in the propagation of user ontext information. Ubi-COSM aess ontrol deisions depend on dynami ontext attributes, suh as re-soure state and availability, in addition to more traditional attributes, e.g., theidentity/role of user requesting a resoure aess. UbiCOSM distinguishes two dif-ferent kinds of ontext (see Figure 3.14: physial and logial.� Physial ontexts: it identi�es physial spaes delimited by spei� geograph-ial oordinates. A user operates in a partiular physial ontext dependingon their urrent loation. At any time, one user an belong to only one phys-ial ontext. Physial ontexts de�ne spei� boundaries for aess ontrolpoliy management: eah physial ontext holds referenes to the protetedresoures;� Logial ontexts: it identi�es logial states of both physial ontexts and en-tities omposing an ubiquitous servie deployment senario, e.g., users andresoures. Logial states depend on logial properties, suh as temporal on-ditions, resoure availability and status, user ativities. At any time, entitiesmay be assoiated with di�erent logial ontexts.UbiCOSM adopts a RDF-based2 standard format for ontext representation tooverome heterogeneity of data representation over di�erent arhitetures (see Fig-ure 3.14). Both physial and logial ontexts have a Name that uniquely identi�esthe ontext, a Type qualifying the ontext (logial or physial), and a set of Ativa-tion Conditions that represent the onstraints on physial/logial onditions.2Resoure Desription Framework (RDF) - http://www.w3.org/RDF/
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Figure 3.14: UbiCOSM Context Model [Corradi 2004a, Corradi 2004b℄.
Figure 3.15: Permission and ontrol poliies [Corradi 2004a, Corradi 2004b℄.UbiCOSM allows users to speify their seurity requirements at a high level ofabstration in terms of metadata. Metadata are delarative rules that desribe bothuser/devie/resoure pro�les and authorization poliies. Metadata permit to sepa-rate seurity logi from seurity ontrol and failitate automated seurity reasoning.Figure 3.15 illustrates an example of UbiCOSM permission that inludes a Name,an Ation speifying an allowed operation, a Target representing the resoure on anda Kind representing the positive or negative meaning of that permission.UbiCOSM aess ontrol poliies are expressed in terms of tuples with the fol-lowing format: < association_Name(context_collection), permission >. The�rst argument identi�es a olletion of one or more ontexts to whih assoiate theset of permission.Hulsebosh et al. [Hulsebosh 2005℄ proposed a framework for ontext-sensitiveaess ontrol (CSAC) to resoures. The framework onsists of setting up an a-ess ontrol arhiteture related to ontext-aware servie provisioning, oneivingontext-sensitive aess ontrol, and user authentiation on the basis of ontextveri�ation.Figure 3.16 illustrates the CSAC infrastruture. They use loation and veloity(inluding its diretion) as ontextual information. For privay purposes, the true
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Figure 3.16: CSAC infrastruture [Hulsebosh 2005℄.identity of the ontext owner (CO) is deoupled from his ontext information. Twotypes of tikets are used: the Context Tiket and the Context Granting Tiket. TheCO and the trusted ontext broker (CB) know both the Context Tiket and ContextGranting Tiket. The Context Tiket is issued by the CB to the CO and ontainsa pseudonym that the CB uses to link the CO and her ontext provider (CP) (i.e.,it ontains the Owner ID and Context Provider ID). The Context Granting Tiketis issued by the CB and instantiates the assoiation between the CO and his CP.Only the CB has aess to the Context Granting Tiket and uses this tiket to reatenew Context Tikets when the CO deides to use another ontext-ontrolled servie.CASP only knows the Context Tiket and uses it for ommuniation with the CB.The loation information of ontext providers (CP) is managed by the ontextbroker (CB) servie running on the Uluru Platform3. A Portal appliation wasdeveloped to demonstrate the use of ontext-sensitive aess ontrol (a Java webappliation). A loation based aess poliy determines whether authorization isneeded for the requested resoure. Several types of aess poliies ould be imple-mented. The aess ontroller an de�ne a geographial area that grants anybodywho is inside this area aess to a servie. If the user leaves the area aess to theservie will be lost or denied.3.3.2.2 ACA2Yokoyama et al. [Yokoyama 2006℄ have proposed an Anonymous Context AwareAess Control Arhiteture (ACA2) based on an analogy to the publi telephoneservie. Users an anonymously aess servies supported by their ontext through3http://www.telin.nl/index.fm?language=en&projet=ULURU
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Figure 3.17: ACA2 Arhiteture[Yokoyama 2006℄.preregistered software omponents, named proxies.Figure 3.17 illustrates an overview on that arhiteture. ACA2 has three mainfeatures: (1) ad-ho operation, (2) revoation of aess rights due to ontext hanges,and (3) ontext erti�ates based on a streaming system. The arhiteture is om-posed by the following elements:� Context Servers: this group of servers is in harge of providing ontext infor-mation;� Proxies: this set of pre-registered elements is in harge of providing terminalattahment points with the system;� Terminals: devies used by subjets and objets;� Subjet and Objet: Servie onsumer and servie provider, respetively;� Sensors: Context soures;� Message Servie: authentiation and ommuniation servies in harge of de-livering peer-to-peer messages between ontext servers, proxies, and sensors.The message servie of the ACA2 is illustrated in Figure 3.18. Subjet (i.e.,user of Subject_Terminal) is the servie user, Objet (user of Object_Terminal)is the servie provider, and Sensors are generators of information that establish theurrent ontext of both Subjet and Objet. Subject_Proxy and Object_Proxyare software omponents deployed with the system beforehand to represent the
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Figure 3.18: Message servie of the ACA2 [Yokoyama 2006℄.Subjet and Objet, respetively. In order to give aess on resoures, Subjet sendsa ontext-olletion-soure erti�ate (it orresponds to oins in a publi-telephoneonnetion) to Subject_Proxy. A ontext-olletion-soure erti�ate desribeshow Subjet ontext is olleted, and states that a reliable third party an guaranteethe legitimay of that ontext. On reeiving the context − collection − sourceerti�ate, Subject_Proxy ollets ontext based on the information desribed inthat erti�ate. When a Subject requests aess on a Object via Subject_Proxy,the Object_Proxy representing that Object noti�es the Subject_Proxy about theontext onditions for grating that aess based on prede�ned poliies.3.3.2.3 Semanti-based ApproahToninelli et al. [Toninelli 2006℄ have proposed a semanti aess ontrol approahbased on ontext-aware poliies. This solution treats ontext as a �rst-lass priniplefor poliy spei�ation and adopts a hybrid approah to poliy de�nition basedon Desription Logi (DL) ontologies and Logi Programming (LP) rules. Thissemanti-based approah allows desription of ontexts and assoiated poliies at ahigh level of abstration, enabling their lassi�ation and omparison. The authorsadopted a resoure-entri approah to ontext modeling: ontexts are assoiatedwith the resoures to be ontrolled and represent all and only those onditions thatenable aess to the resoures.Contexts at as intermediaries between the entities requesting aess to resouresand the set of operations that an be performed on these resoures. Aess ontrolpoliies de�ne for eah ontext how to operate on the assoiated resoure(s). A
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Figure 3.19: The semanti aess ontrol approah [Toninelli 2006℄.protetion ontext onsists of all the haraterizing information that is onsideredrelevant for aess ontrol, logially organized in parts that desribe the state of theresoure assoiated with the protetion ontext. The semanti aess approah on-sists of three distint phases (see Figure 3.19): poliy spei�ation, poliy re�nement,and poliy evaluation.In the poliy spei�ation phase resoure administrators speify OWL-basedpoliies representing ontologial assoiations between ations and protetion on-texts ontology de�nitions. The protetion ontexts may have attribute values as-signed to onstants or may be variables. By adopting an objet-oriented terminol-ogy, OWL-based poliies an be viewed as poliy types: they de�ne the ationsthat are allowed in a set of ontext types. In order to be enfored in the real world,poliy types need to be transformed into poliy objets that assoiate sets of ationswith spei� instantiated ontextual onditions. In the poliy spei�ation phase,administrators have to de�ne aggregation and evaluation rules to enable e�etiveenforement and adaptation of OWL poliies.3.4 ConlusionIn this Chapter we presented some existing aess ontrol solutions for pervasiveenvironments. We divided these solutions in two main groups: CAAC and CBACapproahes. Figure 3.20 illustrates a omparative table among the existing solutionsdesribed in this hapter. We onsider as omparison parameters the following har-ateristis: base model, permission assignment, approah type, ontext-awarenessapproah, ontext model, ontext gathering approah, and poliy implementation.� Base model: this riterion lassi�es the solution aording to the type of modelused as basis for its de�nition;� Permission assignment: it lassi�es the solution aording to the entral entitywhih ats as an interfae between users and permissions;
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Figure 3.20: Comparative table among existing solutions.



3.4. Conlusion 77� Approah type: it lassi�es the solutions aording to the type of the proposedapproah, whih an be an aess ontrol model, a middleware/arhiteture inharge of enforing permissions or only a oneptual desription (e.g., semantiapproah);� Context-awareness approah: it desribes the approah used to support on-textual information for making aess ontrol deisions;� Context model: it indiates the ontext model and ontext information expli-itly used to support ontext-sensitive aess ontrol poliies;� Context gathering approah: this riterion desribes the type of solution usedfor gathering relevant ontext information for their orrespondent solutions;� Poliy implementation: it desribes the tehnology used to implement andenfore ontext-sensitive aess ontrol poliies.We an observe that most solutions are based on the RBAC model and use Roleas main entity to assign permission to the users. Moreover, there are few solutions[Covington 2006, Corradi 2004a, Corradi 2004b, Hulsebosh 2005, Yokoyama 2006,Toninelli 2006℄ that onsider the ontext to the entral onept for assigning per-mission to the users. Moreover, we observe that only the work of Covington et al.[Covington 2006℄ desribes formally an ontext-based aess ontrol model based onthe ontext attribute onept.With regarding the ontext model, we observe that most existing solutions do notspeify a model to represent relevant ontext information for making aess ontroldeisions. Often, they are limited to loation and time information [Chae 2006,Li 2008, Hulsebosh 2005℄. Moreover, they do not learly de�ne the set of observedentities and do not desribe how ontext information used for deision making isgathered from the environment.Finally, we an still observe that is inreasingly evident the use of ontext infor-mation by aess ontrol systems in order to provide �exible aess ontrol meh-anisms for pervasive environments. However, the quality, seurity, and the privayof ontext information used for making ontext-based aess ontrol deisions arefundamental to the viability and reliability of suh propositions. This ours be-ause ontextual information has the same funtion than identity of users and rolesin traditional aess ontrol solutions.





Chapter 4Quality of Context
Résumé: Ce hapitre présente les onepts relatifs à la qualité de l'information duontexte qui pourrons être utilisé pour ativer des règles de ontr�le d'aès, ainsiles façons de la modéliser et d'estimer. Nous avons identi�ée l'importane de véri-�er la qualité de l'information ontextuelle utilisée pour la prise de déision. Enfait, la véri�ation de la qualité du ontexte lors de la véri�ation des politiquesde ontr�le d'aès pourra réduire la probabilité de faire des mauvaises déisions.Don nous présentons les limitations des solutions existantes à propos de la modéli-sation, d'estimation et d'utilisation de l'information de qualité assoiés au ontextepour améliorer les opérations de gestion d'information ontextuelles et, dans l'esopespéi�que de e travail, les méanismes de séurité sensibles au ontexte.
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4.1 IntrodutionContext-aware servies and appliations expet that ontext information used toadapt their funtionalities is orret and reliable. Context-aware servies fae prob-lems in using this information due the unawareness about the quality of information(QoC) [Buhholz 2003℄. In fat, ontext information has an innate harateris-ti of imperfetion and its quality is highly in�uened by the way it is aquired[Henriksen 2004℄. Generally, a PEC has various soures of ontext information(e.g., physial and logial sensors, user interfaes) distributed in the environment,whih the quality of sensed information an di�erentiate among them.In an inter-organizational pervasive environment, ontext information an bea�eted by many error soure suh as the following [Henriksen 2004, Krause 2005℄:� Unavailability of ontext: ontext information might be unavailable orunknown when making ontext-aware deisions. For instane, if a ontext-based aess ontrol system does not know the urrent loation of users, itwill be unable to enfore any loation-based aess ontrol poliy;� Inappliability of ontext: ontext information might be out-dated or in-appliable to the urrent situation. For example, an out-dated loation infor-mation of a user may be inappliable to o�er useful ontent adapted to theirsituation (e.g., a list of nearby restaurants). Thus, ontext-aware appliationsould make erroneous ontent adaptation;� Physial restrition of sensors: physial onstraints and external in�u-enes, like temperature and humidity, might a�et the auray of the senseddata;� Context re�nement: a wrong or inaurate ontext information might bederived from other inaurate low-level ontext information. For example, aservie that uses the loation information represented as a GPS oordinateto derive the real address of users might return wrong information if thatoordinate is inaurate;



4.1. Introdution 81� Maliious ontext provider: maliious ontext providers might distributewrong ontext information to their ontext onsumers, a�eting diretly anyontext-based deision made using that misinformation;� Ambiguity of ontext: ontext information is often ambiguous. For exam-ple, a pro�led ontext information about the loation of a user named Bob(e.g., a information obtained from his agenda) erti�es that Bob is workingin his o�e, while his urrent loation obtained from a GPS integrated to hispersonal phone erti�es that Bob is in a restaurant next to the building ofhis work. In this ase, what loation information should the system onsidertrue?� privay of ontext: privay requirements of users with regard their on-text information might a�et the detail level of dislosed ontext information.For example, a user might dislose his/her loation but only with a reduedpreision (e.g., the ity name where he/she is loated).Henriksen et al. [Henriksen 2002℄ have desribed as harateristi of ontextto be imperfet the following assertions:� Context information may be inorret if fails to re�et the true state of thereal entity that it desribes;� Context might be inonsistent if ontains ontraditory information (e.g., theurrent ativity of a user is working, whereas his/her outdoor loation indiatesthat he/she is in his/her home);� Context an be inomplete if some aspets of the situation are unknown bythe system.Moreover, Henriksen et al. [Henriksen 2002℄ argued the need for taking intoaount quality dimensions when modeling ontext information [Indulska 2003℄: �...ontext models will need to speify a range of harateristis of ontext informa-tion, inluding temporal harateristis (freshness and histories), auray, resolu-tion (granularity), [and℄ on�dene in orretness of ontext information ..."On one hand, imperfet ontext information an in�uene diretly deisionsmade by ontext-aware appliations, leading to wrong onlusions. On the otherhand, quality of ontext (QoC) ould be used by ontext-aware systems in order toimprove the following ontext proessing steps:� Seletion of ontext soures: by using QoC information assoiated with theprovided ontext information, ontext management systems will be able toselet ontext providers and sensors. Only the ontext providers/sensors thatare sensing ontext information that meet the quality requirements de�ned bythe ontext management systems will be used;



82 Chapter 4. Quality of Context� Context on�it resolving: in situations where the same type of ontext infor-mation haraterizing an entity is available from two or more ontextproviders/sensors, the quality parameters assoiated with that informationan be used for on�it resolving. Moreover, QoC an be used to maintain theonsisteny of ontextual information;� Improving ontext-based deision making: QoC information an be used byontext management systems and ontext onsumers to improve their ontext-based deision making, reduing the likelihood of making a faulty deision.In fae of the exposed previously, we onlude that PCE needs modeling, eval-uating, and management proess of QoC assigned to ontext information. Theserequirements are more ritial when the ontext information an be gathered frommulti-domain pervasive environments. Moreover, in the same domain the users'personal devies an at atively in the onstrution of the ontext of his/her user.Therefore, possessing the knowledge about the QoC plays an important aspetfor using e�etively ontext to make adaptation deisions. Before disussing in detailmodeling, evaluating, and management proess of QoC, we present in Setion 4.2some QoC de�nitions.4.2 QoC De�nitionsAording to Buhholz et al. [Buhholz 2003℄, the onept quality of ontext infor-mation (QoC) di�ers from the terms quality of servies (QoS) and quality of devies(QoD). In fat, ontext information an exist without the presene of servies andphysial sensors in the pervasive environment. For example, a user might entermanually his/her loation by �lling in a user-friendly appliation interfae. In thisase, any servie or physial sensor was used to gather automatially that ontextinformation. Thus, the quality aspets are inherent to the ontext information anddo not haraterize the proess (e.g., servies, sensors) used to obtain it.One of the �rst papers about Quality of Context (QoC) has been written byBuhholdz et al. [Buhholz 2003℄. They have de�ned the term quality of ontextand proposed the following set of QoC dimensions: preision, probability of or-retness, trust-worthiness, resolution, and up-to-dateness. Buhholdz et al. de�nedQoC �as any information that desribes the quality of information that is used asontext information. Thus, QoC refers to information and not to the proess northe hardware omponent that possibly provide the information". In fat, two similarobjets representing a type of ontext information (e.g., loation) related to thesame entity (e.g., user) obtained from the same ontext soure an di�er in termsof their preision, probability of orretness, trust-worthiness, up-to-dateness, et.Kim et al. [Kim 2006b℄ have extended that list of QoC dimensions, inludingauray, ompleteness, representation onsisteny, and aess seurity. They took



4.2. QoC De�nitions 83into aount onern of users. The harateristis of the used sensors, the situationof measurement, the values expressed by the ontext information objet itself, andthe granularity of the representation format have also been identi�ed as informationsoures for determining the QoC [Krause 2005℄.With the aim of relating quality with the value-added to the information for aontext-sensitive appliation, Krause et al. [Krause 2005℄ have de�ned the followingnotion of QoC: �Quality of Context (QoC) is any inherent information that desribesontext information and an be used to determine the worth of the information fora spei� appliation. This inludes information about the provisioning proess theinformation has undergone (history, age), but not estimations about future provi-sioning steps it might run through".This de�nition distinguishes the QoC objetives from the appliation-dependentworth of a ontext information. In fat, QoC is used to estimate the worth of aontext information for an appliation. This de�nition also impats the relationbetween the onepts QoC and QoS. Quality agreements established between aontext-aware servie (CAS) and a ontext information servie (CIS) about futureprovisioning steps of a ontext information onern to QoS of CIS, whereas infor-mation about the atual reahed QoS in the provisioning steps ould beome part ofthe QoC provided. The QoC an be a�eted at several ontext provisioning steps.4.2.1 Context-Aware Servie provisioning modelThe importane of evaluate the quality of ontext information inreases when itis gathered from outside of the ontext-aware system domain. In order to presentlearly this importane and the involvement of QoC in the ontext provisioningproess, Buhholdz et al. [Buhholz 2003℄ propose a role model to lassify ontext-aware servies (CAS) and entities involved in the value hain of ontext providingin an inter-organizational environment. We mean by inter-organizational environ-ments entities belonging to several organizations working together in order to provideontext-aware servies. Figure 4.1 presents this model, where ators ould denote anindividual, an organization, et, o�ering and/or onsuming servies to/from otherators. Eah ator autonomously operates and ontrols its own tehnial domain,e.g. sensors, network infrastruture, et. The model has the following set of entities:ontext owners, CAS users, ontext providers, CAS providers, and CAS onsumers.An ator is able to adopt one or several roles, in whih a role represents a ertain�eld of ativity and omprises a well-de�ned set of tasks where ators adopting thisrole should to ful�ll. The main role is the CAS provider, whih reates and deploysCAS o�ering and/or selling them to CAS ustomers. CAS ustomers interat withCAS providers in order to negotiate the terms of CAS usage on behalf of one orseveral CAS users. CAS providers obtain ontext information for servie adaptationfrom ontext providers, whih are usually operators of ontext soures, e.g. physialor logial sensors.
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Context
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CAS
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Context
Owner

CAS
CustomerFigure 4.1: Role model for Context-Aware Servies [Buhholz 2003℄.For many CAS it would be useful that a CAS user has aess to ontext infor-mation whih is related to another ator (ontext owner). Context owners must beable to speify aess restritions regarding her ontext. CAS providers and ontextproviders will interat to ooperatively provide CAS. In a multi-domain pervasiveenvironment, the value hain of CAS provisioning is omposed by the followingphases [Buhholz 2003℄:� Context sensing: during the ontext gathering phase all relevant informationneessary for determining an atual situation of the entities is sensed. Forexample, the loation of users may be sensed by GPS reeivers;� Context re�nement and enrihment: ontext re�nement deals with the ques-tion of how to generate a usable high-level ontext information from senseddata o�ered by available ontext soures. In eah step of ontext re�nement,previously obtained low-level ontext information (e.g. sensed or derived on-text data) is used as parameter by re�nement tehniques like inferene, �lter-ing, ombination, et, in order to derive new high-level ontext information;� Context distribution: high-level ontext information is delivered to CAS forfurther usage, whih an operate in push or pull mode;� Context usage: CAS uses distributed ontext information to modify its be-havior or to adapt the ontent it provides.Context providers of the CAS role model showed in Figure 4.1 perform the �rst threesteps that ompose the ontext provisioning phase. Krause et al. [Krause 2005℄de�ne a more simple CAS role model that is omposed only by two entities: ontext-aware servies (CAS) and ontext information servies (CIS). Krause's de�nition ofCAS represents together the CAS providers, CAS users, and CAS ustomers ofthe Buhholz's CAS role model, whih is a servie requesting and using ontextinformation. CIS performs the same task set of the ontext providers. As result,they do not onsider in their model the ontext onsumer role.



4.2. QoC De�nitions 854.2.2 QoC MetrisBuhholz et al. [Buhholz 2003℄ desribed the following de�nitions of QoC metrisonsidered as important for CAS (ontext-aware servies):� Preision: it desribes how exatly the provided ontext information mirrorsthe reality. For instane, a loation information sensed by a GPS reeiver hasa preision of about 4 meters. Preision might be spei�ed on the same salelike the ontext information or a perentage ould be used;� Probability of Corretness: it denotes the probability that a piee of ontext in-formation is orret. Their value is de�ned by the original soure (e.g. ontextprovider) in order to estimate how often the ontext information provided isunintentionally wrong resulting of internal problems (e.g. sensor errors). Forexample, a ontext information servie that provides weather onditions havevarious temperature sensors distributed around the town. One of these sen-sors might fail providing wrong data, measuring 30 degrees Celsius while theorret value is 23 degrees Celsius;� Trust-worthiness: trust-worthiness also desribes how likely the provided in-formation is orret. However, it is de�ned by ontext information serviesin order to rate the quality of the ontext providers that originally reeivedthe ontext information. For example, the ontext provider X sends the tem-perature of Grenoble that is 25 degrees Celsius to the ontext onsumer Y. Xstates that this information has 100% of probability of orreteness. However,in the past Y reeived a wrong information from X. Thus, Y forwards thisinformation to users with the remark that the soure of the temperature israther untrustworthy;� Resolution: it denotes the spatial granularity in whih an information wasaptured to represent a real world entity. For example, the temperature of aroom provided by a ontext provider is 25 degrees Celsius. While this is onaverage true, in some loation (e.g., near a heater) the temperature value isdi�erent. In this ase, the ontext provider is inapable of o�ering temperatureinformation at a �ner spatial granularity;� Up-to-dateness: it desribes the age of ontext information. It an be spei�edby adding a time-stamp to ontext information. Very often, it would be moreinteresting to know how well a provided ontext information still auratelydesribes the atual situation.As we disussed earlier, there are di�erenes between quality of ontext (QoC),quality of servies (QoS), and quality of devies (QoD). While QoC desribes thequality of ontext information, QoS refers spei�ally to the quality of serviesprovided. In fat, QoS is not equal to QoC beause ontext information an exist
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QoC

QoS

QoDFigure 4.2: Relationships between QoC, QoS, and QoD [Buhholz 2003℄.without servies and QoS desribes how well a servie performs. In turn, serviesrun on hardware omponents that possess a quality (QoD), whih is any informationabout tehnial properties of devies and their apabilities. Thus, QoC, QoS, andQoD are unequal but they in�uene eah other. For instane, the outdoor loationof users an be determined using GPS reeivers or, in a GSM network, taking the ellID of the base station to whih the mobile devie is urrently onneted. Choosingone of these methods in�uenes how quikly the mobile devie an be loated (QoS)and how preise the loation information will be (QoC).There are two possibilities in whih one quality onept an a�et another one,desribed in Figure 4.2: bottom-up and top-down approahes. In the �rst onea layer in�uenes all layers above it (i.e., QoD a�ets QoS and QoC, while QoCin�uenes only QoC). In the top-down approah a layer ould have an impat onall lower layers normally by quality requirements that it poses. For example, QoCrequirements like preision of 4 meters assoiated with the outdoor loation of usersa�et diretly on the quality of devie (QoD) that should be used for sensing thisontext information. CAS providers requiring a high availability of a ontext a�etthe QoS parameters assoiated with the network tehnology used for transmittingthis information, whih should also a�et the type of network equipments to be used(QoD).High-level ontext information should very often be derived from one or severalof other ontext attributes. In this ase, the QoC of input data a�ets diretly thequality of the resulting high-level ontext information. If a ontext provider wantsto determine the weather onditions of a spei� loation at a given time, it oulduse the loation of user obtained using a GPS reeiver and the gathering time. Inthis ase, the orretness and preision of loation ould a�et the orretness of thederived weather ondition information.Quality of ontext an be used for de�ning QoC aggrements, determining ontextprovider behavior, seleting appropriated ontext providers, adapting ontext re�ne-ment and distribution, and supporting �ne-grained privay poliies [Buhholz 2003℄.In order to allow automati proessing of QoC information it must be preditablewhih QoC dimensions a ontext information lass an possibly be assoiated.



4.3. Modeling Quality of Context 874.3 Modeling Quality of Context
There are some hallenges in modeling QoC, suh as expressiveness of QoC indiatorsand the need of distinguish QoC from ontextual information. In fat, modeling QoCis very similar to modeling ontext information, where QoC information ould beonsidered as ontext information itself. For instane, preision of loation an betreated in the ontext providing proess as a ontext information.There is a wide range of possible forms to represent QoC information. QoCindiators like preision, up-to-dateness, probability of orretness are only ommonategories regarding to this diversity. In addition, we ould desribe their values inmany ways. For instane, the auray of a ontext information ould be desribedusing the average error, the minimal error, the maximal error, and the probabilitydistribution, whih are expressed as relative or absolute values.Aording to Krause et al. [Krause 2005℄, simple key-value-pairs with numerivalues ranging between 0 to 1 are not expressive enough for open pervasive systems.The main problem is how to determine the worth of a number for an appliation,i.e., how to interpret their values. Moreover, QoC indiators whih ould be appliedto a ontext information is highly dependent on the kind of ontext information.In the QoC modeling step it is neessary to verify dependenies among the QoCdimensions that will possibly ompose the QoC model. Moreover, it is a modelingdeision whether a ontext information lass has a degree of freedom onerning aspei� QoC information. For instane, �loation" information ould be assoiatedwith the �preision" as QoC information determined in the last gathering time, orit ould be represented as �loationHighpreision" or �loationLowpreision" wherethe preision is inluded in the ontext information inherently.Krause et al. [Krause 2005℄ have identi�ed same QoC-values that ould stamperontext information objets: the harateristis of the sensor, the situation of thespei� measurement, the value expressed by the ontext information objet itself,and the granularity of the representation format [Krause 2005℄.In order to help software engineers/developers in the task of modelling usefulQoC for ontext-aware appliations and servies, Razzaque et al. [Razzaque 2005℄proposed a QoC modeling proess.Figure 4.3 shows the steps of the methodology for quality ontextual informationmodelling. The initial input is user's and orresponding appliation's requirements,and the �nal outome of the modelling is the quality shema. Eah step inludesthe input, the proess, and the output. Figure 4.4 desribes brie�y eah one of thesesteps.Setion 4.3.1 presents existing QoC models that an be used to represent anduse QoC assoiated with ontext information.
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Figure 4.3: QoC modelling proess [Razzaque 2005℄.

Figure 4.4: Steps of the QoC modelling proess [Razzaque 2005℄.
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Figure 4.5: Context metamodel [Krause 2005℄.4.3.1 Context Metamodel (CMM)Krause et al. [Krause 2005℄ proposed a ontext metamodel (CMM) for modellingontext information that inlude a base onstrut to represent quality aspets. Qual-ity information is not of the same lass as the ontext information value. Figure 4.5desribes the CMM, whih QoC is represented by the metalass DatatypeClass. QoCuses the same data onstruts and transformation rules than ontext information.With the QoC and ontext information modelling, CMM meets the expressivenessrequirements of QoC. CMM is as information model inside the Java-based CoCoinfrastruture [Buhholz 2004℄.4.3.2 QoC soures and QoC parametersManzoor et al. [Manzoor 2008℄ have lassi�ed QoC into two groups: QoC soure andQoC parameters. Aording their point of view, QoC soures are quantities sensedfrom the environment or gathered from on�guration system �les. But QoC sourevalues are not appropriate for use with an appliation, they are transformed to higherlevel values named QoC parameters, whih are an suitable form for omputationaluse. Then, ontext information is assoiated with these QoC parameters and isprovided to ontext onsumers.Figure 4.6 shows the set of QoC soures and QoC parameters identi�ed by theauthors. In the following, we present brie�y eah QoC soure onept, whih arelassi�ed into sensed and UserPro�led information:� SoureLoation is the loation of the soure of a ontext information;� InformationEntityLoation is the loation of the observed entity. SoureLoa-tion and InformationEntityLoation represent the spae resolution of a ontextinformation, that will be used to measure the trust-worthiness of a informa-tion;
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Information

Figure 4.6: QoC lassi�ation[Manzoor 2008℄.� MeasurementTime is the time at whih ontext information is measured;� SensorDataAuray is the auray with whih a sensor an ollet a ontextobjet;� SoureState indiates whether the soure of information is dynami (e.g., aGPS embedded in a smartphone) or stati (e.g., a temperature sensor �xed ina room);� SoureCategory indiates the ategory of a ontext soure (e.g., sensed, pro-�led, derived, and stati);� LifeTime is the period of time after whih ontext information beomes obso-lete and it is neessary to take its value again;� CritialValue of ontext information indiates that this information is ruialin a spei� senario;� MeasurementUnit is used to desribe the preision of ontext information (i.e.,the unit used to desribe the value of a ontext information).Figure 4.7 illustrates the relationship among QoC soures and QoC parameters.The proposed set of QoC parameters are divided into generi and domain spei�parameters. Generi QoC parameters are required by most ontext-sensitive appli-ations, suh as preision, trust, validity, representation onsisteny, and omplete-ness. Domain spei� QoC parameters are those parameters that are important forsome spei� appliation domains, suh as signi�ane and aessSeurity.
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Figure 4.7: QoC parameters and QoC soures [Manzoor 2008℄.

Figure 4.8: XML shema representation of QoC soures [Manzoor 2008℄.

Figure 4.9: XML shema representation of QoC parameters [Manzoor 2008℄.
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Figure 4.10: OWL language with QoC properties [Preuveneers 2006℄.The authors use a XML-based representation for desribing QoC soure and QoCparameter values, whih are illustrated in Figure 4.8 and Figure 4.9, respetively.4.3.3 Ontology-based QoC modellingPreuveneers et al. [Preuveneers 2006℄ proposed an extension to OWL douments formodelling ontext with support to quality information. In their approah, Qualityof Context (QoC) parameters are modeled by means of two new property types:QXObjetProperty and QXDatatypeProperty. Figure 4.10 illustrates the proposedapproah for extending OWL language.Both property types inherit from the DatatypeProperty and ObjetProperty OWLlanguage onstruts, as well as from a self-de�ned lass QualityExtension. Quali-tyExtension models the following set of QoC metris de�ned in [Buhholz 2003℄:preision, orretness, trust, and resolution. They are represented as DatatypeProp-erties (see Figure 4.11). For example, Figure 4.12 illustrates a ontext information(temperature) assoiated with quality information desribed as QXDatatypeProp-erty.Tang et al. [Tang 2007℄ also proposed an ontology-based approah for modellingquality of information. Unlike Preuveneers et al. [Preuveneers 2006℄ that proposedan extension to OWL language in order to represent QoC information, Tang et al.proposed an independent OWL-DL ontology for modelling QoC information.Figure 4.13 illustrates the embedded property lass into a ommon ontology-based ontext model. Property lass replaes the funtion of owl property. Qualitylass is used by ontext information servies to represent quality information with



4.3. Modeling Quality of Context 93

Figure 4.11: Serialization of OWL language [Preuveneers 2006℄.

Figure 4.12: Example of ontext information[Preuveneers 2006℄.
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Figure 4.13: OWL-based QoC model [Tang 2007℄.

Figure 4.14: Context Management Proess [Bu 2006℄.di�erent QoC-parameters. Parameters lass, whih de�nes the QoC-parameters, areassoiated with the urrent situation.
4.4 QoC managementIn this setion we present existing solutions of QoC management systems for perva-sive environments. We desribe how QoC is used internally to the ontext manage-ment operations.



4.4. QoC management 954.4.1 Ontology-based QoC managementBu et al. [Bu 2006℄ proposed an ontology-based approah of QoC managementfor inonsisteny resolution based on three QoC parameters: delay time, ontextorretness probability, and ontext onsisteny probability. They use logi infereneto proess ontexts. Figure 4.14 illustrates the ontext management proess. The�rst step is the raw ontext gathering, in whih raw ontexts from various sensorsoures are olleted during a �xed short period. The seond step is the inonsistenyresolution.They propose to resolve inonsisteny among di�erent raw ontexts in this stepbeause inonsistent raw ontexts may lead to high-level inonsistent ontexts thatare more di�ult to handle. Raw ontexts are proessed in a bath by bath mannerinstead of a piee by piee manner. Inonsisteny in a bath of raw ontexts shouldbe leaned prior to ontext reasoning so that the inonsisteny of high-level ontextsan be mitigated in ertain degree.The third step is the raw level refatoring, in whih the ontext repository isupdated with raw ontexts, heking the dependeny graphs and refatoring the ERgraphs. Outdated or inorret high-level ontexts is deleted in this step. If thisinformation is not removed in this step, it will result in serious inonsisteny amongontexts after reasoning. Then, the arhiteture apply rule-based reasoning andontology-based reasoning based on the Jena API1 in order to generate high-levelontexts.User-de�ned rules are in the form of Jena generi rules without negation andor operation. The two reasoners are on�gured as traeable in order to failitateupdating dependeny graphs in ontext repository. After that, high-level ontextsupdate the ontext repository and notify appliations whih register ontext triggers.4.4.2 COSMOSAbid et al. [Abid 2009℄ proposed the integration of QoC in the COSMOS framework(COntext entitieS oMpositiOn and Sharing) [Conan 2007℄. They proposed threemodes to transmit ontext information: two modes that deal with QoC informationwhile one mode ignores QoC. The �rst mode onsists in injeting QoC information asmeta-data into the ontext information itself before sending it to upper layers. Thismode is useful to �lter ontext aording to a partiular poliy. The seond modesends QoC information independently from any ontext information in a separatemessage. This mode enables to supervise the QoC of the system, with a limitedoverhead as only QoC data is omputed and extrated. The third mode allows totransmit ontext information with standard hild and/or parent omponents thatannot deal with QoC.1http://jena.soureforge.net/
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Figure 4.15: QoC Context Node [Abid 2009℄.In the COSMO arhiteture, QoC ContextNode are in harge of evaluating QoCparameters values. Contex Colletor ollets raw sensed data from sensors and otherinformation suh as Measurement Time, Soure Loation, Data auray. These rawdata sensors are transformed by QoC operators in order to deliver high-level QoCparameters.� QoC Operator: it is responsible for extrating required data, omputing QoCand supplying it to upper layers via the Message Manager (see Figure 4.15).Raw meta-data oming from di�erent Context Colletors are analyzed by aQoC Aware Operator omponent whih extrats relevant data and distributesthem to QoC Parameter Operator omponents. Eah QoC Parameter Op-erator omputes a spei� QoC parameter suh as auray, preision, andup-to-dateness;� QoC Parameter Operator: The hoie of the nature of the QoC ParameterOperator omponent depends on what type of QoC the appliation needs andwhat omputing methods are available (see Figure 4.16).4.5 Evaluating Quality of ContextWhen we think about QoC evaluation, some questions should be answered: Whenshould QoC be evaluated? Who is in harge for evaluating it? Why is it neessaryto do this? How we an use the resulting information?Quality of ontext an be evaluated in an objetive or subjetive way. For in-stane, the preision of loation information ould be objetively determined usinga numeri value (e.g. preision of 4 meters). Whereas in a subjetive way, the lo-ation information ould have high or low quality for a ertain purpose. In order



4.5. Evaluating Quality of Context 97

Figure 4.16: QoC Operator Arhiteture [Abid 2009℄.to represent QoC in suh a form that it an be easily used by ontext-aware ser-vies, it is neessary to quantify them. QoC metris have already been proposed inthe literature [Sheikh 2008, Buhholz 2003, Krause 2005, Manzoor 2008℄ for mea-suring the quality aspets of ontext information using quality attributes (i.e., QoCindiators). These QoC attributes are attahed to the orrespondent ontext in-formation and will be ommuniated together with ontext information objets asmeta information. Similarly to the QoC modeling, there are several ways to eval-uate the quality of ontext information. For example, Manzoor et al. proposed in[Manzoor 2008℄ methods to evaluate the QoC as the worth of ontext informationused by a geographial information system (GIS), in order to improve the resueativities and the analysis of damages aused by �oods. This approah providesontext information enrihed with QoC that is semantially desribed in a XMLdoument, allowing ontext-aware servies to know the quality of ontext informa-tion used without looking at its ontent.Quality is a relative onept that should be measured against some well-de�nedstandards. In order to represent QoC in suh a form that it an be easily used byontext-aware servies and to keep the uniform representation of QoC measurementvalues in the ontext provisioning proess, it is appropriate to measure QoC india-tors2 as a deimal whih an have value in the range [0..1℄. Maximum value 1 meansthat QoC indiator is in omplete ompliane to the given quality aspet while theminimum value 0 means total nononformity to the aspet. Considering that QoConly depends on the piee of ontext it relates to, the QoC value is assoiated withthe ontext management system and must not be modi�ed during the informationlifetime. This implies that all appliations reeive the same ontext informationwith the same QoC value. We present in this setion existing work proposed in[Kim 2006b, Grossmann 2009, Manzoor 2008℄ for measuring the following QoC in-diadors: Unertainty (only for the loation information), Inonsisteny (only for the2We refer QoC indiator as any information that an be used to desribe an well-de�ned qual-ity aspet assoiated with a ontext information. QoC indiator is sometimes referened in thesienti� ommunity as QoC parameters



98 Chapter 4. Quality of Contextloation information), Up-to-dateness, Trust-Worthiness, Completeness, Auray,and Signi�ane.4.5.1 UnertaintyGrossmann et al. [Grossmann 2009℄ argues that impreise sensors, like GPS, are thereason for unertainty. Sensor values in general are not given exatly, but througha range of values. The authors proposed a method for measuring unertainty forloation information using as basis the probability density funtion (PDF)3. Theyassume that data providers (i.e., sensors) speify a normal PDF. The proposedmethod tries to express that, with some probability, ontext onsumers are not sureor do not know the value.De�nition 5. An unertain position P is represented by a speial PDF p : R → R
+
0with 0 ≤

∫∞
−∞ dx ≤ 1. With the probability 1 −

∫∞
−∞ p(x)dx, the value is unknown(NULL).Besides representing unertain positions, it is required a means for measuringhow unertain a information is. For this, they adopt the onept of di�erentialentropy4. In order to be able to use this de�nition, they restrit the PDF to have alower bound l and and upper bound u, with

p(x) =

{

> 0, l ≤ x ≤ u

0 : otherwise

} (4.1)De�nition 6. u(P ) = −
∫ u

l
log2 p(x)dx is the unertainty of position P .This de�nition restrits the form of the PDF and may not be adequate for aseswhere the probability for the value being NULL is greater than 0. However, we anonly apply this de�nition to values diretly retrieved from data providers.4.5.2 InonsistenyGrossmann et al. [Grossmann 2009℄ argues that inonsisteny ours when di�erentdata providers o�er the same ontext information, e.g., di�erent sensors measurethe same ontext aspet. This leads to a �nite number of alternatives for one value.For example, to measure the inonsisteny of two positions they use the arithmetimean of the smallest possible distane and the largest possible distane between thepositions, as de�ned below:De�nition 7. The smallest and largest possible distane between two positions P1and P2 are dmin = max(0,max(l2 −u1, l1 −u2)), dmax = max(u1, u2)−min(l1, l2).The inonsisteny of the two positions is3http://mathworld.wolfram.om/ProbabilityDensityFuntion.html4http://planetmath.org/enylopedia/Di�erentialEntropy.html
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i(P1, P2) =

dmin + dmax

2
(4.2)4.5.3 Up-to-datenessBefore presenting the existing approahes to measure the up-to-dateness, we disusssome related onepts proposed in the literature. Mazoor et al. [Manzoor 2008℄de�ne the up-to-dateness as �the degree of rationalism to use a ontext objet forspei� appliation at a given time". Sheikh et al. [Sheikh 2008℄ use the term

freshness in plae of up − to − dateness, de�ning it as �the time that elapsesbetween the determination of a ontext information and its delivery to a requester".Aording to Buhholz et al. [Buhholz 2003℄ and Kim et al. [Kim 2006b℄, theSheikh's freshness de�nition is similar to the up-to-dateness onept, whih is de�neas the age of ontext information.Sheikh et al. [Sheikh 2008℄ use yet an other QoC indiator named temporalresolution, whih is de�ned as �the period of time to whih a single instane ofontext information is appliable". For example, the period of time between twoolleted ontext objets is the temporal resolution of that information. In fat,the temporal resolution has the same sense that the QoC parameter Lifetime usedby Manzoor et al. [Manzoor 2008℄ for measuring the up-to-dateness. At last, Buet al. [Bu 2006℄ use an other onept alled delay time, whih is de�ned as �thetime interval between the time when the situation happens in real world and the timewhen the situation is reognized in the system".In fae of these de�nitions, we onlude that freshness and up-to-dateness aredi�erent onepts one up-to-dateness has a larger sense than freshness. On onehand, as stated by Mazoor et al. [Manzoor 2008℄, up-to-dateness desribes howurrent the ontext information is for an entity at a given time for making ontext-based deisions. On the other hand, freshness of a ontext objet is the age ofthis information, whih is a value used for determining the up-to-dateness of thatontext objet.To the best of our knowledge, in the existing work [Kim 2006b, Sheikh 2008,Manzoor 2008, Grossmann 2009℄ that propose QoC measuring methods there is onlyone solution for evaluating up-to-dateness. Sheikh et al. [Sheikh 2008℄ desribehow to evaluate and use freshness, but as we have disussed previously, it is aninformation used for measuring the up-to-dateness, then it is not onsidered as aQoC indiator. Manzoor et al. [Manzoor 2008℄ proposed to take into aount theAge (i.e., the freshness) of ontext information and the Lifetime of that ontextinformation in order to alulate the value of up-to-dateness. Figure 4.17 gives apitorial depition of all onepts related with this QoC indiator.Aording to the approah of Mazoor et al. [Manzoor 2008℄ for measuring theup-to-dateness, the age of ontext information objet CxtObj, Age(CxtObj), is al-
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Figure 4.17: Up-to-dateness, Fressness, Age, Delay time, and Lifetime onepts.ulated by taking the di�erene between the system urrent time in the momentwhere this CxtObj is used, tcurr, and the measurement time of that ontext objet,
tmeas(CxtObj), as shown by Equation 4.3:

Age(CxtObj) = tcurr − tmeas(CxtObj) (4.3)Then, the up-to-dateness of the ontext objet CxtObj, U(CxtObj), is alu-lated by Equation 4.4:
U(CxtObj) =

{

1− Age(CxtObj)
Lifetime(CxtObj) : if Age(CxtObj) < Lifetime(CxtObj)

0 : otherwise

}(4.4)Therefore, the value of up-to-dateness and hene the validity of ontext objet
CxtObj derease as the age of that ontext objet inreases. The QoC parameterLifetime is determined taking into aount spei� requirement inherent to eahontext onsumer and it an hange depending on the type of ontext information.In a real implementation senario, the QoC parameter Lifetime ould be desribed,for example, using QoC on�guration �les that ould be de�ned globally by admin-istrators of ontext provisioning infra-strutures, or loally by administrators andusers of ontext-aware servies.4.5.4 Trust-WorthinessBuhholz et al. [Buhholz 2003℄ introdue a ontration when they de�ne trust-worthiness. Aording to their de�nition, trustworthiness is used by the ontextprovider to rate the quality of the ator from whih the ontext provider originallyreeived the ontext information. This de�nition is learly opposed to the �rst de�-nition of QoC, whih states that QoC is about the information and not the proessnor hardware omponent that provides the information.Therefore, trust-worthiness indiates the belief that we have in the orretness ofa ontext information. We identi�ed two approahes for measuring this indiator: i)



4.5. Evaluating Quality of Context 101measuring the belief that we have diretly on the ontext information; ii) measuringthe truth that the ontext onsumers have in the entity that provided the ontextinformation.Manzoor et al. [Manzoor 2008℄ proposed a measuring method based on the �rstapproah. They argue that trust-worthiness of a ontext objet is highly a�eted byits spatial resolution, i.e., the distane between the sensor and the entity desribedby the ontext objet. The farther the distane of sensor from the entity the morewill be the doubt in the orretness of information presented by that ontext objet.Along with the spae resolution, the auray with whih the sensor ollets ontextinformation also impats the trust-worthiness of that information. Let the aurayof the sensor data be δ. The trust-worthiness, T (CxtObj), of ontext objet CxtObjis de�ned by Equation 4.5 [Manzoor 2008℄:
T (CxtObj) =

{

1− d(S,E)
dmax

× δ : if d(S,E) < dmax

0 : otherwise

} (4.5)where d(S,E) is the distane between the sensor that gathered the CxtObjabout the entity E and dmax is the maximum distane for whih we an trust on theobservation of this sensor. Every type of sensor will have di�erent value for dmax.For example, dmax value for a satellite apturing the photos from the spae will be alot more than the amera held by someone to take photos in the �eld. Auray ofa sensor, δ, is measured on the basis of a statistial estimation method presented in[Kim 2006b℄. Trust-worthiness is useful in situations when we have more than oneontext objet representing the same entity. There will be more on�dene in theontext objet olleted by the sensor that has a higher value of trust-worthiness.In [Grossmann 2009℄, Grossmann et al. proposed a solution based on the seondapproah for measuring the trust-worthiness. They onsider ontext providers tobe di�erently reliable. The reliability of a ontext provider annot be onstitutedglobally, beause it depends on the user and its preferenes. They model trust asa triple (belief, disbelief,ignorane), where the three values are from the interval
[0, 1] and their sum is 1. In the following we present a simpli�ed version, where the
disbelief value is always 0. In this ase, it is su�ient to speify the belief value b(the trust level in the ontext provider) and the ignorane value is 1− b.De�nition 8. The trust value of ontext provider i is given by b(i), b : N → [0, 1]4.5.5 AurayKim et al. [Kim 2006b℄ de�ne auray as the degree to whih a ontext informationis orret and reliable. It is di�ult to know the orret value of information (i.e.,the true value) without a mehanism of veri�ation, suh as validation performed byhumans. Thus, they estimated the on�dene interval of ontext information gener-ated by a sensor using a statistial estimation method. Then, a ontext information



102 Chapter 4. Quality of Contextan be said to be aurate if the value is within the on�dene interval. They usethe RMSE(root mean squared error)5 to alulate an error. In ase of ontinuousdata they use interval estimation method for on�dene upper limit and on�denelower limit. The error of a sensor sx, RMSE(si), is de�ned as bellow:
RMSE(si) =

√

√

√

√

√

1

N
×





N
∑

j=1

(xj − x̄)2



 (4.6)where N is the total of observed data values, xj is the observed data value and
x̄ is the average of the observed data values. A on�dene interval that estimate thetrue value of a sensor si, TV (si), is alulated as following:

TV (si) =

(

x̄− t (v, α)×
√
V√
N

, x̄+ t (v, α) ×
√
V√
N

) (4.7)where the t-distribution, with v = N − 1 degrees of freedom, is given by theequation 4.7, and V is an error.4.5.6 CompletenessKim et al. [Kim 2006b℄ de�ne ompleteness as �the degree to whih available ontextinformation are present". It means that the nearer the value of ompleteness is 1,the more the available information is. Manzoor et al. [Manzoor 2008℄ de�ne thisQoC indiator as �the quantity of information that is provided by a ontext objet",whih is di�erent from the previous de�nition. In [Kim 2006b℄ ompleteness hasbeen omputed as the ratio of the number of attributes available (AD) in the ontextmanagement system to the total number of attribute reading (TD). This onept ismeasured by the following equation:
C(CxtObj) =

AD

TD
(4.8)where C(CxtObj) is the ompleteness of a ontext information, AD is the numberof available output values and TD the total number of output values registered inthe ontext management system.Manzoor et al. [Manzoor 2008℄ have enhaned this onept by using the weightsfor di�erent attributes, as all attributes of a ontext objet do not have the sameimportane. They de�ne the ompleteness of a ontext objet as the ratio of thesum of the weights of available attributes of a ontext objet to the sum of the5http://www.math-interative.om/Produts/CalGraph/Help/Fit_Curve_to_Data/Root_Mean_Squared_Error.htm



4.6. Using QoC Information 103weights of all the attributes of that ontext objet. Completeness of ontext objet
CxtObj, C(CxtObj), is evaluated by Equation 4.9:

C(CxtObj) =

∑m
j=0wj(CxtObj)

∑n
i=0 wi(CxtObj)

(4.9)where m is the number of the attributes of ontext objet CxtObj that havebeen assigned a value and wj(CxtObj) represents the weight of the jth attributeof CxtObj that has been assigned a value. Similarly, n is the total number of theattributes of ontext objet CxtObj and wi(CxtObj) represents the weight of the ithattribute of CxtObj. The value of ompleteness will be maximum, i.e., 1 if n = m.It means that all the attributes of ontext objet CxtObj have been assigned avalue.4.5.7 Signi�aneManzoor et al. [Manzoor 2008℄ de�ne this quality indiator as �the worth or thepreiousness of ontext information in a spei� situation". A ontext objet havingthis information gets a higher value of signi�ane so that it will get immediateattention by the ontext management system and ontext onsumer. Signi�aneof ontext objet CxtObj, S(CxtObj), is evaluated by Equation 4.10 desribedbellow:
S(CxtObj) =

CV (CxtObj)

CVmax(CxtObj)
(4.10)where CV (CxtObj) is the ritial value of the ontext objet CxtObj. Thisinformation will be gathered from a situation on�guration �le. This on�guration�le will have the information about the ritial values of eah type of onept inthe ontext model for a spei� situation. CVmax(CxtObj) is the maximum ritialvalue that an be assigned to a ontext objet of the type that is represented by

CxtObj.4.6 Using QoC InformationIn this setion we desribe how QoC an be used by appliation and ontext man-agement framework in order to improve its funtionalities.4.6.1 Con�it resolvingManzoor et al. [Manzoor 2009b, Manzoor 2009a℄ proposed the use of QoC infor-mation for on�it resolving. In pervasive environments on�its an take plae at



104 Chapter 4. Quality of Contextdi�erent layers of ontext management systems, suh as ontext aquisition, ontextproessing, ontext distribution, and appliation level. We desribe in the followingeah one of these layers with examples of on�iting situations:� Context Aquisition: in pervasive environments the volume of data generatedby sensors makes the analysis of ontext impossible for a human. Sensor datamay di�er from eah other onsidering the frequeny of updating ontext,the apability of a sensor to ollet the ontext of an entity, the aurayof a method that is used by sensors, representation format, and the ost ofgathering that ontext information. For example, loation information of amobile user an be gathered using GPS and GSM methods. Problems arisedue to the mobility of sensors along with entities in pervasive environments.Sensors are not permanently ranked to ollet the ontext of a partiular entity.Thus, there is a need for a strategy that an dynamially deide whih sensoris more reliable to ollet the ontext of a ertain entity at some spei� time.QoC that have been dynamially evaluated from the information about thesoure of ontext an be used to resolve the on�its in suh situation;� Context proessing: in the proessing layer, high level ontext is extrated fromlow level sensor data. Sensor data may not be understandable when presenteddiretly to ontext onsumers. It needs to be altered, fused, orrelated, andtranslated to extrat the higher level ontext data and detet the emergentevents. QoC that provide information about up-to-dateness, trustworthiness,signi�ane, and ompleteness an be used to make the reasoning on data toresolve on�its;� Context Distribution: The high mobility of sensors, unreliable wireless on-netions, and the nature of tasks in pervasive environments result in the a-quisition of a lot of redundant and on�iting ontext. This redundant andon�iting ontext not only results in the wastage of sare resoures but alsoan lead to undesired behavior of ontext-aware appliations. Simple on-�it resolving poliies, suh as drop �rst, drop all, an result in deleting somevaluable information. In ritial situation, suh as a ontext-aware ubiquitoushome for patients and healthare appliations, loss of information an resultin severe situations for the people using it. Deision an better be made todisard or keep a ontext objet on the basis of poliies de�ned using QoCinformation;� Appliation: Context-aware appliations use ontext information to adapttheir behavior to user needs and hanges in the environment. If on�its arenot resolved in ontext information at the earlier stages, appliations that takeations on the basis of that ontext information get in on�it while makingdeisions. Context-aware appliations an also get in on�its due to di�erentpriorities set by users. Information about the up-to-dateness, trustworthiness,



4.6. Using QoC Information 105ompleteness, and signi�ane of ontext information make it easy to resolveon�its and make deisions on the basis of that ontext information.Taking into aount these situations, the authors propose QoC-based poliies foron�it resolving. In the following, we desribe eah type of these poliies:� Up-to-Dateness Based Poliy: Up-to-dateness indiates the degree of rational-ism to use a ontext objet at a spei� instane of time. The up-to-datenessof a ontext objet is alulated as the ratio between the age of that ontextobjet and the lifetime of the type of ontext information ontained by thatontext objet. This metri an be useful for resolving on�its in the ontextobjets that hange their values very rapidly, e.g., the loation of a fast movingvehile. In this ase, it will be more suitable to use the ontext objet withthe highest value of up-to-dateness. Whereas, up-to-dateness will not havea signi�ant role in the ase of on�its in stati information that have beenpro�led in the system, e.g., information about the smartphone apabilities;� Trustworthiness Based Poliy: Trustworthiness is the degree of the suitabilityof a sensor to ollet the ontext of a spei� type. The trustworthiness of aontext objet is alulated on the onept of spae resolution and aurayof sensor. This onept is partiularly useful in resolving the on�it when wehave more than one sensor olleting the ontext of same entity or event. Forexample, we have temperature sensors at di�erent plaes in the living roomof a smart home that is built to provide omfortable life to old people. Thesensors that are installed near the eletri radiator heater will be sending thehigher value of the temperature of living room as ompared to the sensors inthe other plaes in the living room. To provide a omfortable temperature inthe room it is more relying on the readings of the sensors that are loser tothe sitting area than the sensors in the far o� orners of the living room andsensor near the radiator;� Completeness Based Poliy The ompleteness of ontext information indiatesthat all the aspets of ontext information have been presented by a ontextobjet. The ompleteness of a ontext objet is evaluated as the ratio of thesum of the weights of available attributes of ontext objet to the sum of theweights of the total number of attributes of the ontext objet. Completenessof a ontext objet is partiularly important to get the omplete piture ofthe urrent situation of the real world. Aording to this poliy deision ismade on the basis of that ontext objet whih has more omplete informationabout the urrent situation;� Signi�ane Based Poliy: Signi�ane measures the worth or preiousness of aontext objet. It is partiularly important to mention this metri when thereis a ontext objet of high ritial value. For example, if smoke sensors detetheavy smoke in the bedroom, it will be an information of high signi�ane.



106 Chapter 4. Quality of ContextThis metri an be used to generate events that need prompt ations fromthe appliations. Appliations an speify that the ontext objets with highvalues of signi�ane should be reported on a priority basis.From the above mentioned fundamental poliies, poliies an also be de�nedbased on two or more QoC parameters depending on the requirements of a par-tiular appliation. For example, a poliy an also be de�ned by ombining QoCparameters, suh as up-to-dateness and trustworthiness. In suh poliies an averagevalue of the mentioned QoC parameters is used to make deisions. For example, if aontext aggregator uses a ombining poliy with the threshold value of 0.8, then allthe ontext objets having an average of the value of up-to-dateness and the value oftrustworthiness of more than 0.8 will be seleted. Users of on�it resolving poliiesset threshold values aording to their requirements onsidering the perspetive ofthe use of ontext information.4.6.2 Improving UI (User Interfae)Muhlhauser et al. [Mühlhäuser 2009℄ proposed the use of QoC information for im-proving ontext-aware user interfaes. For example, QoC information an be pro-vided for ognitive user ontexts: i) algorithms used to infer information from theuser's behavior usually return a on�dene value along with the inferred informa-tion. This value an be onsidered equivalent to the probability of orretness; ii)trustworthiness an be derived in a similar way as for other ontext soures, e.g.,by measuring how often a ontext soure returned data that proved to be useful;iii) resolution may re�et the population from whih the information was derived(single user, users group, all potential users, et.); iv) the up-to-dateness an bere�eted as the time of the last user model update.The probabilisti nature leads to inherent unertainty of ontext information.This has to be onsidered when using it for improving the UI. E.g., any high-impator irreversible ation should be exeuted automatially if it relies on unertain sensordata. Three (non exlusive) meta-onepts are proposed to ope with unertaintyat the UI:� Inform and mediate: inform the user about unertain ontext and let heron�rm or orret the data;� Make multiple suggestions: derive a weighted list of suggestions from ontext,not just a single one, and present them to the user for seletion;� Adapt behavior: onsider the level of unertainty for adjusting whether andhow an ation is exeuted and suggestions are made.The authors distinguish three main ways to onvey ontext quality at the UI:



4.6. Using QoC Information 107� Numerial: a numeri value (number) is used to represent the ertainty in agiven ation / suggestion;� Symboli: di�erent ions represent di�erent levels of unertainty. For example,we an use ariatures to indiate the on�dene in a given predition;� Gradual graphial attributes: use a graphial attribute like olor or line thik-ness to onvey the ertainty in the ontext quality. For example, we an usedi�erent shades of green to mark whih interation element the user will mostprobably use next. Light green thereby means that the system is not veryon�dent in the predition whereas dark green stands for high on�dene.While it is important to onvey the ontext quality, a drawbak lies in the user'sinreased ognitive load. Therefore it is important that the ontext quality an beeasily pereived and that it is onveyed in an unobtrusive manor. To this end, theauthors used gradual graphial attributes like olors. Humans are used to this kindof quality depition from everyday experiene, making it intuitive to grasp. Authorsadvoate the presentation of one quality property at a time as opposed to variousquality dimensions for the sake of simpliity.4.6.3 Improving ativity reognition systemsVillalonga et al. [Villalonga 2009℄ proposed the use of QoC for improving ativityreognition system. Ativity reognition in wearable omputing takles on-bodysystems of limited size whih di�er onsiderably from the higher level view of ontextaware appliations and large sale ontext frameworks. However, user ativity is avaluable piee of ontext and is worth to be made available to any appliationthrough ontext frameworks.By onneting to ontext frameworks the ativity reognition systems ouldobtain additional data from environmental sensors and even inorporate them intothe reognition hain. Integrating the two systems leads to the question of howQoC is alulated in funtion of the performane metris, i.e., how QoC metrisoften derived from the mahine learning �eld are mapped into the abstrat QoCparameters and and how QoC should be extended to be useful in this area. In thefollowing we desribe the mapping of QoC in ativity reognition system:� O�ine Performane Metris: Auray as part of the QoC is one of the mostrelevant parameters as it gives an idea of the relation between the ontextvalue and reality. In wearable omputing, the orresponding metris are theo�ine performane metris, i.e., auray, onfusion matrix, preision, reall,and spei�ity. Even if auray is used in both domains, the onept isdi�erent sine in ativity reognition it is a statistial value saying how oftenthe reognized lass mathes real lass. The authors suggest the use of values



108 Chapter 4. Quality of Contexton the diagonal of the onfusion matrix as the quanti�ation for the aurayparameter in the QoC of the reognized lass;� Online Performane Metris: Ativity reognition systems usually operateonline. The ontinuous reognition performane metris are partiularly im-portant to quantify the errors of the lassi�ation for this system. The authorssuggest extending QoC to inlude performane metris (insertions, substitu-tions, deletion, merge, fragmentation, over�ll and under�ll);� Cost of Context and Power Consumption: Context frameworks do not onsiderresoure onsumption when delivering or olleting ontext as the only goal isto deliver high quality ontext. In wearable omputing, however, devies arerunning on batteries and only limited power is available. Thus it is importantto onsider how muh power is invested into the ativity reognition. Poweronsumption an be traded-o� for auray and an be used as performanemetri of an ativity reognition system. However, it is not a QoC measure asit does not indiate how the ontext represents the real world, but only informsabout the ost to alulate this ontext value. Cost of Context is therefore anew onept, whih if de�ned as a parameter assoiated to the ontext thatindiates the resoure onsumption used to measure or alulate the piee ofontext information;� Delay Time and Lateny: In a large sale framework, it is the time to �ndthe appropriate ontext soure, proessing the ontext information using, e.g.,ontology reasoning. In wearable omputing senarios involving human assis-tane, the response time of an appliation is ruial for the aeptane by theuser. In some ases, feedbak must be delivered within milliseonds for mean-ingful interation. Therefore lateny is another vital metri in human ativityreognition and needs to be integrated into QoC. There is a lear mathingbetween the lateny and the delay time parameter of the QoC. The authorsreommend to use the alulated lateny as quanti�ation for the delay timeparameter of the QoC measure.4.7 ConlusionThis hapter present some existing work that propose QoC modeling, measuring,and management approahes. Figure 4.18 illustrates a omparative table amongthese solutions aording to the following harateristis: i) proposed set of QoCindiators and QoC parameters; ii) QoC measuring methods; iii) QoC modelingapproah; iv) Context Management Framework; and v) QoC purpose.� QoC indiators: Buhholz et al. [Buhholz 2003℄, Kim et al. [Kim 2006b℄, Buet al. [Bu 2006℄, Manzoor et al. [Manzoor 2008℄, Sheikh et al. [Sheikh 2008℄
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Figure 4.18: Comparative table among the existing work.



110 Chapter 4. Quality of Contexthave proposed the most of QoC indiators desribed in the literature: probabil-ity of orretness, trust-worthiness, resolution, up-to-dateness, preision, fresh-ness, spatial and temporal resolution, auray, ompleteness, representation-onsisteny, aessSeurity, delay time, probability of Consistene;� QoC parameters: only the work desribed in [Manzoor 2008, Manzoor 2009a℄make the distintion between QoC indiators (i.e., high-level QoC information)and QoC parameters (i.e., raw data used for measuring QoC indiators);� QoC measuring methods: despite the long list of proposed QoC indiators inthe literature, only three authors[Manzoor 2008, Kim 2006b, Grossmann 2009℄ propose methods to evaluatethem;� QoC modeling approah: with regarding the tehnology used to model QoCinformation, most work do not make an expliit hoie. However, among thosework that expliitly desribe the proposed models, it is notorious the predom-inane of ontology-based approahes [Preuveneers 2006, Bu 2006, Tang 2007℄;� Context Management Framework: in [Manzoor 2009b, Manzoor 2009a℄[Bu 2006, Manzoor 2008, Tang 2007, Krause 2005℄ the authors proposed aontext management framework to integrate QoC information, while in[Sheikh 2008, Abid 2009, Grossmann 2009℄ the authors used as basis an exist-ing ontext management framework;� QoC purpose: the most work propose general solutions for modelling, evaluat-ing, and using QoC information. However, we observe the use of QoC in somespei� domains, suh as unertainty handling of ontext [Preuveneers 2006℄,resue situations [Manzoor 2009b℄, privay protetion of ontext [Sheikh 2008℄,and inonsisteny resolution [Bu 2006℄.



Chapter 5Synthesis of Related Work
Résumé: Ce hapitre disute les travaux présentés dans les hapitres préédents,en faisant un lien ave les ontributions de e travail. Les ontributions sont diviséesen trois parties : la famille de ontr�le d'aès sensible au ontexte ; une arhite-ture de gestion d'information ontextuelle qui prend en ompte les aspets de qualitésassoiées à es informations ; l'intégration entre es deux proposition pour la prote-tion des ressoures dans les environnements pervasifs. Un aperçu de la propositionest présenté et nous guidera dans les hapitres suivants qui dérivent haqu'une dees ontributions.
Contents5.1 Introdution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1115.2 Aess Control approahes . . . . . . . . . . . . . . . . . . . . 1125.3 QoC Modeling and Evaluating approahes . . . . . . . . . . 1135.4 Overview of the proposal . . . . . . . . . . . . . . . . . . . . . 114
5.1 IntrodutionThis Chapter makes a synthesis of the existing work desribed in Chapter 2, Chap-ter 3, and Chapter 4. First, we desribe in setion 5.2 the existing aess ontrolapproahes for pervasive environments. Seond, we disuss the existing QoC mod-elling, measuring, and management approahes in setion 5.3. Finally, we presentin setion 5.4 an overview on the proposal and the open issues that this work isaddressing.



112 Chapter 5. Synthesis of Related Work5.2 Aess Control approahesChapter 2 desribes the main traditional aess ontrol solutions (MAC, DAC,RBAC), presenting some existing mehanisms that implement them. Among thesesolutions, RBAC model stands out due to the ease management of permission assign-ments by using the role onept (i.e., user-role assignments, and role-assignments).However, we observe that these models are ontext-unaware with regarding thepoliy enforement mehanism, and the user-permission assignments are statiallydetermined in the system (setion 2.2, 2.3, 2.4). In order to take into aount someenvironmental information, RBAC model has been extended for supporting gen-eralized roles [Covington 2000, Moyer 2001℄, temporal [Bertino 2001, Joshi 2005℄,spatial[Jiang 2002, Hansen 2003, Bertino 2005, Damiani 2007, Zhang 2006℄, andtemporal-spatial onditions [Chandran 2005, Ray 2007, Ray 2008, Aih 2007℄ whenmaking user-role assignments. Some of these extensions are desribed in Setion 2.5.Despite inorporating onepts that allow the dynami role ativation taking into a-ount spatial, temporal, and spatial-temporal onstraints, the support to ontextualinformation is very limited (spatial and temporal aspets). Moreover, they inorpo-rate omplexity (e.g., objet and environment roles [Covington 2000, Moyer 2001℄)that hind the maintainability of the system.In hapter 3 we desribed aess ontrol solutions spei�ally proposed for per-vasive environments. We divided the existing work in two groups: ontext-awareaess ontrol - CAAC (setion 3.2) and ontext-based aess ontrol approahes- CBAC (setion 3.3). The �rst group of solutions propose RBAC extensions forsupporting ontext information. They proposed new onepts to apture relevantontext information to make dynami user-role and role-permission assignments.For instane, Covington et al. [Covington 2001℄ proposed the environment role on-ept, Sampemane et al. [Sampemane 2002℄ the spae role onept, Kumar et al.[Kumar 2002℄ the ontext role onept, and Zhang et al. [Zhang 2004℄ the dynamiuser-role and role-permission assignments ativated by hanging ontext.One these solutions are based on roles, administrators need to de�ne user-roleassignments to all possible users of the environment, assoiating ontext-dependentonstraints for ativating them. However, the set of roles in pervasive environmentsmay be easily determined and �xed, while some users may be unknown by the sys-tem. Therefore, pervasive environments require new approahes to assign permissionto the users that should be done in a natural way and ontext dependent. Withthis in mind, Covington et al. [Covington 2006℄ proposed ontextual attributes asentral onept to grant permission to the users based on poliies. Other solutionshas been proposed onsidering ontext as entral onept for granting permission,suh as UbiCOSM [Corradi 2004a, Corradi 2004b℄, SCAS [Hulsebosh 2005℄, ACA2[Yokoyama 2006℄, and a semanti-based approah [Toninelli 2006℄.Despite the existene of ontext-based propositions, we observe the need to for-mally de�ne ontext-based aess ontrol models that ould be used as basis for



5.3. QoC Modeling and Evaluating approahes 113implementing ontext-based aess ontrol mehanisms. Aording to the aessontrol requirements of a spei� pervasive and its harateristis, a ontext-basedmodel ould be used as basis of spei�ation to implement a mehanism that meetsvery well these requirements.For example, in a pervasive environment that supports distributed ontext provi-ders embedded on personal devies, it is important to verify the quality of ontextgathered from these soures before using that information to ativate permission.Moreover, privay requirements of users on their ontext information may reduethe quality of ontext information used for making aess ontrol deisions. In somesenarios, users might require to get anonymous aess on resoures. Therefore, theaess ontrol system should be able to enfore ontext-based aess ontrol poliiestaking into aount the privay requirements of their users.5.3 QoC Modeling and Evaluating approahesDespite the importane of taking into aount QoC when making ontext-based dei-sions [Buhholz 2003, Razzaque 2005, Preuveneers 2006, Sheikh 2007, Sheikh 2008℄,few works [Kim 2006b, Manzoor 2008, Grossmann 2009℄ have been arried outproposing QoC measuring methods. Moreover, these studies propose to evaluatethe quality aspets only on raw ontext information, i.e. they do not onsider thatraw ontext data might be used to posteriorly generate new ontext information(e.g., more understandable by humans) by applying inferene/derivation proesses.In fat, ontext management systems ould perform some transformation operations(e.g., inferene, derivation, trunation, enrihment, et) on ontext information be-fore providing it to the ontext onsumers.In addition, the enforement of user's privay poliies on ontext informationan redue the quality of dislosed ontext information. In this ase, QoC valuesassoiated with the resulting ontext information may be unknown by the ontextonsumers. Normally, the QoC values assoiated with that new ontext informationshould be equal or lower to the QoC assoiated with the ontextual informationused to determine it.For instane, the existing QoC measuring approahes[Kim 2006b, Manzoor 2008, Grossmann 2009℄ are unable to answer the followingquestions: what are the QoC aspets that haraterize the real address of users (i.e.,ountry, ity, street, and number) derived from GPS oordinates? What is the pre-ision of the dislosed indoor loation of users? Moreover, these studies do not de-sribe learly at what moment (e.g., gathering time, using time) and by whom (e.g.,internal proess of ontext management system, ontext onsumers) QoC should beassessed.We still observed that QoC is not widely used to improve ontext-based seurity



114 Chapter 5. Synthesis of Related Workservies. Moreover, QoC indiators with regarding seurity aspets are not exploredby the existing solutions.5.4 Overview of the proposalIn view of the open issues desribed in setions 5.2 and 5.3, this work proposes afamily of ontext-based aess ontrol models (CxtBAC) and a quality and privay-aware ontext management framework (CxtMF).
CxtBAC o�ers the basis of spei�ation for implementing ontext-based aessontrol systems for pervasive environments. Permission is assigned to users takinginto aount ontext information that haraterizes any entity onsidered as relevantfor making aess ontrol deisions, suh as resoure owner, resoure requestor,resoure itself, and the environment around them. This set of information is namedaess ontext. We proposed an ontology, named AessCxt (see Chapter 7), thatrepresent the relationship among ontext onepts desribing the situation of theseentities at aess request time.
CxtBAC is omposed by eight aess ontrol models: CxtBAC0 (the basemodel), CxtBAC1 (hierarhies), CxtBAC2 (onstraints), CxtBAC3 (ore model),

Q− CxtBAC (Quality-Aware CxtBAC), P − CxtBAC (Privay-Aware CxtBAC),
S − CxtBAC (Soial-Aware CxtBAC), and QP − CxtBAC (Quality and Privay-Aware CxtBAC). Aording to spei� requirements of pervasive environments (e.g.,quality-awareness), any of the models an be used as basis to implement a ontext-based aess ontrol system.The main harateristis of CxtBAC is desribed bellow:� CxtBAC o�ers a way for assigning permission to users based on the oneptof aess ontext ;� CxtBAC is a basis of spei�ation for implementing ontext-based aessontrol solutions;� CxtBAC supports disretionary and mandatory poliies;� Eah CxtBAC model takes into aount di�erent requirements of pervasiveenvironments, suh as quality, privay, and soial-awareness;� CxtBAC supports ontext information assoiated with resoure owner, re-soure requestor, resoure, and the environment for speifying aess ontrolpoliies.

CxtMF is in harge of gathering, managing, and providing ontext informationfor ontext-based appliation and servies, suh an instane of CxtBAC family.We de�ned three ontology that are used as basis to represent ontext information



5.4. Overview of the proposal 115assoiated with the following observed entities: user (CxtUser ontology), resoure(CxtRes ontology), environment (CxtEnv ontology). These extensible ontologies anaommodate new ontext onepts for haraterize the situation of their orrespon-dent entity. Moreover, we de�ned another ontology (AessCxt) from these threeontologies in order to aggregate the relevant ontext for making aess deisions.
CxtMF is based on omponents that an be dynamially deployed to performthe following ontext management servies: ontext reasoning, ontext obfusation,and QoC evaluating. In order to support QoC evaluating operations, we de�ned aQoC ontology and QoC measuring omponents. QoC information is still used by

CxtMF to improve itself (e.g., seleting ontext soures based on QoC thresholds).We present the main harateristis of CxtMF , as follows:� QoC ontology lassi�es quality information into two groups: QoC indiators(QoCI) and QoC parameters (QoCP);� CxtMF is able to evaluate QoC of inferred, modi�ed, and derived ontextinformation;� CxtMF is modular, o�ering points of adaptation for its internal managementfeatures (e.g., support to QoC evaluating and ontext reasoning proess);� CxtMF integrates new QoC indiators for desribing quality of ontext fromseurity aspets;� CxtMF integrates new QoC evaluating methods.In order to implement a real aess ontrol solution using as basis our work,developers/software engineers should follow the proess illustrated in Figure 5.1:1. Identifying Aess Control Requirements: in this step the developer/softwareengineer should identify the main aess ontrol requirements that will guidethe development of the aess ontrol system, suh as quality, privay, andsoial-awareness;2. Seleting a CxtBAC Model Element: from the list of requirements identi�edby the developer/software engineer, one or other CxtBAC is seleted as basisof spei�ation;3. Modeling relevant Context Information: if the ontext model de�ned in
CxtMF (i.e., AessCxt ontology) do not meet the needs of the pervasive envi-ronment, new onepts an be spei�ed and added to set of de�ned ontologies;4. Seleting a poliy representation and enforement approah: it is neessarya poliy representation and enforement approah for evaluating the aessontrol poliies. For example, poliies an be desribed by using a semanti



116 Chapter 5. Synthesis of Related Workapproah (e.g., owl ontologies ombined with SRWL rules) or an existing poliylanguage suh as XACML1;5. Integrating a ontext management system: in this step, the ontext-based a-ess ontrol solution should be integrated with a ontext management system,suh as the CxtMF proposed in this work;6. Deploying the aess ontrol solution: the implemented solution should bedeployed and veri�ed before being available to the users/administrators;7. Management of the aess ontrol system: this last step orresponds to the lifeyle of the aess ontrol solution. Users/administrators should de�ne andmanage aess ontrol poliies based on the ontext onepts desribed in thede�ned ontext ontology (i.e., the AessCxt ontology or its extensions).In the next hapters, we present in detail our work (CxtBAC models, CxtMF ,and the integration between them for proteting multimedia resoures).

1http://www.oasis-open.org/ommittees/t_home.php?wg_abbrev=xaml
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Figure 5.1: Using CxtBAC and CxtMF to implement aess ontrol solution.
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Chapter 6CxtBAC - a Family ofContext-Based Aess ControlModels
Résumé: Ce hapitre présente la famille des modèles de ontr�le d'aès proposépour la protetion des ressoures dans les environnements pervasifs. Cette famille estomposée par 8 (huit) modèles di�érentes qui pourrons être utilisé omme point dedépart de développement des méanismes de séurité pour la protetion de ressouresselon les besoins de haque senario onsidéré. Ainsi, un langage générique estproposé pour la dé�nition de politiques de séurité basée sur des règles sensibles auontexte. Nous présentons également di�érentes propositions pour la véri�ation depolitiques de séurités sensible au ontexte et disutons les besoins d'implémentationde es modèles.
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6.1 IntrodutionIn our life, normally we grant aess to other people based on situations. It means wegrant aess on our resoures aording to our situation, the situation of other peoplethat may get aess to our resoures, the situation of resoures itself and the situationof the environment that around us. For example, we ould lend (i.e., granting aess)our summer house (resoure) to a selet group of friends (group of requestor) whenthe house is available (i.e., we are not staying in the house). Like in real life, inspontaneous pervasive environments the short-lived interations between people andresoures our often in a dynami, distributed, and transparent manner. In thesesenarios, it is desirable to grant/get aess permission on proteted resoures takinginto aount the urrent situation of the entities that interat with the pervasiveenvironment.Moreover, it should be possible users to get aess on distributed resoures thatdo not have a well-de�ned ownership relation. For example, a user may wish to printhis/her douments using a printer urrently available in the pervasive environment.In this ase, we do not know learly who is the printer's owner (normally thiskind of resoure belongs to the owner of the environment, suh as a ompany ororganization). From our point of view, smart usage of ontext information providesa powerful approah for ontrolling aess to resoures that, in many situations, ismore suitable than onventional identity-based or role-based aess ontrol solutions.In traditional aess ontrol models desribed in Chapter 2, we observed thatusers and objets must be known a priori to de�ne aess poliies. These poliiesintrodues unneessary administrative omplexities by foring rigid rules. In re-ality, users and proteted objets possess ertain properties, suh as loation, thathange rapidly, thus making traditional poliies in�exible and ine�etive in dynamipervasive environments.



6.1. Introdution 123we state that, the same as with role, the onept of ontext an provide an indi-retion level between users and permission. Instead of managing subjets and theirpermissions individually, a system administrator or the resoure owner de�nes foreah ontext the set of appliable permissions. When a subjet operates in a spe-i� ontext granting speial permission, he/she instantaneously aquires that set ofativated permission. When he/she hanges his/her operating ontext, his/her pre-vious permission is automatially revoked and new permission may will be aquiredaording his/her new ontext.With this in mind, this Chapter presents our work that proposes a family ofreferene models for Context-Based Aess Control, named (CxtBAC). CxtBAC isa less intrusive and more �exible aess ontrol model that mimis our natural wayof aess authorization in the physial world. CxtBAC exploits the ability to senseand use ontextual information to augment or replae traditional user attributessuh as username/password for the purpose of authentiation and aess ontrol bymaking them less intrusive and adaptable to situational or ontextual hanges.In this perspetive, instead of assigning permissions diretly to the users/roles,resoure owners/administrators may de�ne for eah proteted resoure the ontextonditions that enable someone to aess it, i.e., the aess ontrol poliies areompletely based on and dependent of ontext information. When a request on aproteted resoure is made, the aess ontrol mehanism should identify the urrentontext in order to enfore the assoiated set of aess ontrol poliies. CxtBAConsiders user identities and roles as spei� types of ontext information. This al-lows CxtBAC to handle also subjet-based aess ontrol if needed. Therefore, un-like traditional aess ontrol models permission is diretly assoiated with ontextinstead of user identities/roles. A mobile user/devie aquires a set of permissionby entering a spei� ontext.Our main idea is to propose a family of referene models. Therefore, no par-tiular implementation mehanism is imposed when desribing formally the familyof model. We have de�ned this family taking into aount the requirements ofpervasive environments for making ontrol aess deisions. In order to implementa element of the proposed CxtBAC family, �rstly we need to identify the set ofspei� seurity requirements of the pervasive environment. For example, a perva-sive environment that uses ontext information gathered from distributed ontextproviders belonging to many di�erent domains, might verify the quality of thatontext information used for making aess ontrol deisions.For eah element of CxtBAC family, permissions are assoiated with situ-ations, alled by us of aess ontext, and users are part of these aess on-texts. CxtBAC referene models provide a systemati approah for understanding
CxtBAC, ategorizing its implementation in di�erent ontext-aware aess ontrolservies. CxtBAC inludes apabilities to establish relationships between aessontexts and permission, as well as between users and aess ontexts.



124 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsFor example, two aess ontexts an be established as mutually exlusive,them the same user is not allowed to take on both aess ontext. Aess on-texts an also take on inheritane relations, whereby one aess ontext inheritspermissions assigned to another aess ontext. With CxtBAC it is possible toprede�ne (access context)× (permission) assoiations, whih the system should beable to identify the set of ativated aess ontext aording to the urrent ontextand makes it simple to dynamially assign users to the prede�ned aess ontexts.Aess ontexts are reated for desribing various situations in pervasive environ-ment and users are dynamially assigned to these aess ontexts based on urrentsituation. Users an be easily reassigned from one aess ontext to another. A-ess ontexts an be granted new permissions, and permissions an be revoked fromaess ontexts as needed.An aess ontext an be properly viewed as a semanti onstrut around whihaess ontrol poliies are desribed. Users and permissions brought together byan aess ontext that is more stable in pervasive environments beause we are ableto desribe the situations in whih we grant aess on our resoures but we annotknows previously the users that will interat with us possibly onsuming and sharingresoures.Aess ontrol poliy is embodied in various omponents of CxtBAC suh as
(access context)× (permission), (user)× (access context), and (access context)×
(access context) relationships. These omponents olletively determine whether apartiular user will be allowed to aess a partiular piee of data in the environ-ment. CxtBAC omponents may be on�gured diretly by the system owner, bythe resoure owner, or indiretly by an administrator as delegated by the systemowner. Moreover, the aess ontrol poliy an evolve inrementally over the sys-tem life yle. The ability to modify poliy to meet the hanging needs of resoureowners is an important bene�t of CxtBAC. For example, when an aess poliy isno longer appliable in future situations (i.e., the validity of poliy is outdated) itshould be removed from the ativated list of aess poliies.The family of CxtBAC models proposed is neutral to seurity poliies. It meansthat the de�nitions presented in this Chapter are independent of implementationand seurity poliy language used to desribe the rules and aess permissions on theproteted resoures. Moreover, CxtBAC supports two well-known seurity prini-ples desribed in following: least privilege and data abstration. Least privilege issupported beause aess ontrol system implementing CxtBAC should be on�g-ured for granting only the set of permissions required for the urrent situation ofusers. This is aomplished dynamially through (user)× (access context) assoia-tions. Data abstration is supported by means of abstrat permission, suh as sharean multimedia objet (e.g., a photo, a video) rather than read, write, exeute, anddelete permission typially provided by operating systems.

CxtBAC does not take into aount the ontrol of operation sequenes, suh as



6.2. CxtBAC de�nitions 125ontext-aware work�ows [Georgakopoulos 1995℄. In fat, this ontrol is outside thesope of CxtBAC models, although it an be a foundation on whih to build suhontrols. In the next setion we brie�y desribe a omparison between the proposedfamily of aess ontrol models with the RBAC model.6.2 CxtBAC de�nitionsIn order to make lear the basis onept of CxtBAC, we need to answer a questionbefore presenting the family of CxtBAC referene models: what are the di�erenesbetween roles, groups, and aess ontexts?A major di�erene between roles and groups is that groups are typially treatedas a olletion of users and not as a olletion of permission [Sandhu 1996℄. A rolerepresents both a olletion of users on one side and a olletion of permissionson the other. Roles serve as intermediary to bring these two olletions together.Moreover, roles have two harateristis: it should be equally easy to determine rolememberships and role permission assoiations [Sandhu 1996℄; the ontrol of rolememberships and role permissions should be relatively entralized in a few users(e.g., administrator, owner of system).The main di�erene between role and aess ontext is that this last is reated fordesribing a situation in whih users ould be dynamially assigned in order to haveaess permission on resoures. From our point of view, roles ould be interpretedby CxtBAC models as an information desribing the urrent situation of users, i.e.,the urrent role assigned to the users is part of their situations (i.e., aess ontext).Therefore, the idea behind the onept aess ontext is broader than role. A usermay perform a funtion (a role) when requesting aess permission on a protetedresoures, but this request is aomplished in a given situation.Making a more detailed omparison between RBAC and the proposed CxtBACmodels, we an observe the di�erenes bellow:� (Role) x (aess ontext): roles desribe funtions performed by users,whih generally follow the hierarhy of organizations. In the CxtBAC, wehave replaed this onept by aess ontext. Aess ontext onept do notrepresents the funtion of users but rather the situation in whih them areinserted at request time of a partiular proteted resoure. Moreover, aessontext do not refers only to the situation of resoure requestors, but also thesituation of resoure owners, resoures themself, and pervasive environments;� (Session) x (ontext): in RBAC-based models, session is an importantmehanism for determining the roles assigned to the users [Ferraiolo 1992,Sandhu 1996℄. However, sessions are not part of CxtBAC models. From ourpoint of view, a session orresponds to a partiular oasion when a user signson the system to arry out some ativity, whih an vary widely from system to



126 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelssystem, i.e., sessions represent the period of time in whih users are reognizedby the aess ontrol systems after passing through an authentiation proess.Thus, we do not formalize how sessions should be established in the systemsimplementing CxtBAC models. Therefore, unlike RBAC-based approahessessions in CxtBAC-based solutions do not grant immediately permissions onany resoures to the users through determining role memberships. In fat,users only get aess to the resoures when there exist one or more ativatedaess ontext, aording the urrent ontext, granting permissions. During asession the CxtBAC-based solution should be able to identify the urrent on-text of users in order to determine the set of ativated aess ontrol poliies.One one or more aess ontext are ativated, users may get permission asso-iated with an ativated aess ontext. In this ase, when a mathing oursthe onerned users will have the permissions desribed in the ativated aessontrol poliies. At this moment, we need to add these poliies in the list ofativated aess ontrol poliies in order to verify their validity to eah hangeon the ontext. Therefore, we need an entity in harge of verifying the listof ativated aess ontrol poliies in order to revoke the granted permissionswhen the ontext of aess is no longer valid;� Dynami and stati aess ontext: unlike roles in RBAC models,
CxtBAC supports two types of aess ontext : stati and dynami. The statiaess ontext have a well-de�ned lifetime. However, a dynami aess ontexthas an inde�nite lifetime. For instane, the aess ontext named ReunionX isstati beause it will be ative only during the reunion and ould be disabledjust after �nishing it, revoking all the granted permission. Disabling statiaess ontexts will improve the performane of poliy enforing proess. Byontrast, a dynami aess ontext may be ativated in various situations. Forexample, the aess ontext named Working will be ativated in all businessdays during the work time for employees loated in the orporative building.Therefore, the de�nition and ativation proesses of aess ontexts inCxtBAC models are more �exible than roles in RBAC models;� Unertainty about the set of assigned permissions: in RBAC models,the set of permissions assigned to eah role and the (user)×(role) assoiationsare known previously. However, in CxtBAC the users are not able to knowat long-term what permission are assigned to them. In fat, situations hangeonstantly and, onsequently, the permissions assigned to the users. Therefore,in dynami ollaboration senarios that we onsidered to deploy a CxtBAC-based solution it is impossible to de�ne in advane all neessary poliies forall possible situations.We have identi�ed in [Filho 2009℄ three entities that should be observed for gath-ering relevant ontext information for de�ning ontext-based aess ontrol poliies:ontext of resoure owners, ontext of resoure requestors, and ontext of resouresthemself. In addition, we have also de�ned the onept of Aess Entity that refers



6.2. CxtBAC de�nitions 127to any set of impliated entity in an aess ontrol systems, i.e., resoure owners,resoure requestors, and resoures themself.However, there is yet another entity that should be observed in CxtBAC-basedsolutions: the environment. We named any information haraterizing that entityas ontext of environment, and it an also be used for de�ning ontext-based aessontrol poliies. Context of environment desribes only the situation with regard thepervasive environments, i.e., it is not assigned to any aess entity. For instane, theperiod of time, the temperature of a room, et, is ontext information of environmentthat an be used for de�ning ontext-based aess ontrol poliies, independentlyof the entity that is requiring aess on the proteted resoures. Bellow we presentthe onepts of eah type of ontext that we have de�ned based on Dey's de�nition[Dey 2001℄:� Context of Resoure Owners (CxtOwn): it refers to any informationthat an be used to haraterize the situation of resoure owners in the aessontrol framework, whih is onsidered relevant for making ontext-based a-ess ontrol deisions. For instane, the loation, ativity, body temperature,blood pressure, et, ould be used by a ontext-based aess ontrol frameworkthat protets health are appliations for making aess ontrol deisions. Forinstane, a patient would like to grant read permission on her medial reordsto any dotor loated in the hospital if she is in a life-threatening situationharaterized by a sudden drop in her blood pressure or in her heart rate. Inthis example, the aess deisions on the patient medial reords will be madetaking into aount the ontext of resoure owner (i.e., blood pressure andheart rate of patient);� Context of Resoure Requestors (CxtReq): it refers to any informationthat an be used to haraterize the situation of entities that are trying toaess resoures proteted by the ontext-based aess ontrol framework. Foreah aess request on the proteted resoures treated by a ontext-basedaess ontrol framework, the ontext of resoure requestor should be identi�edin order to determine the set of a�eted aess ontrol poliies. For example,a user would like to grant read aess on her presentation �le for everyoneloated in the meeting room during a reunion (e.g., January 29th, 2010, from10:00AM to 12:00AM). In this ase, the ontext of resoure requestor (i.e., herloation) is essential for making aess ontrol deisions;� Context of Resoures (CxtRes): it refers to any information that har-aterizes the situation of proteted objets, whih is onsidered relevant formaking aess ontrol deisions. The set of ontext dimensions more relevantfor desribing the situation of resoures is diretly dependent of the type ofproteted objet. We lassify the resoures in two sets: stati and dynamiresoures. Stati resoures are not subjet to onstant hanges in their in-ternal features over time. For this type of resoure, the ontext information



128 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsdesribes its situation at reation time. In some ases, it ould be interestingalso to reord the histori of ontext information for desribing the situationof resoures at modi�ation time. However, in most ases the ontext infor-mation gathered at reation time of resoures will be su�ient for the purposeof aess ontrol. For instane, photo, video, and audio ontents are generallyharaterized as stati resoures and ontext information desribing their sit-uations at reation time are su�ient for de�ning ontext-based aess ontrolpoliies. A user would like, for example, to grant read aess on their pho-tos to his/her friends that were loated nearby him at photo shoot time. Tomake this possible, eah photo should be annotated with information desrib-ing the situation (e.g., Bluetooth address of nearby mobile devies, loationof user's devie) at photo shoot time (i.e., on reation time). Unlike statiresoures, dynami resoures are subjet to onstant hanges on their statusover time. For example, distributed servies or even physial resoures (e.g.,printers, video ameras) hange onstantly their status over time (e.g., avail-ability, proessing load, ost, battery harge). For this type of resoure we aremore interested in ontext dimensions that haraterize its urrent situation;� Context of Environment (CxtEnv): it refers to any information thatharaterizes the pervasive environments and is onsidered relevant for makingaess ontrol deisions. This type of information do not need to be assoiatedwith any aess entity, however it an be used alone or in ombination withother types of ontext information for making aess ontrol deisions. Forexample, we ould have the following aess poliy de�ned by the administra-tor of a pervasive domain: the printers are available to any employee at worktime. In this ase, the time is a ontext information that haraterize thepervasive environment and the aess ontrol framework will grant aess tothe printers to any employee that send douments for printing at work time.In fat, this type of ontext information refers to the physial environmentwhere the aess ontrol system is deployed in order to ontrol the aess onresoures.The last but not least important term is the Aess Context onept, whih isde�ned as following: �Aess Context refers to any information that haraterizesthe situation of any aess entities and the environment around them, whih is on-sidered relevant for making aess ontrol deisions. Aess Contexts are used forenforing aess ontrol poliies in order to grant permissions to users.�
Access_context is the entral onept of CxtBAC models. It apture any rele-vant information about the aess entities (i.e., resoure requestor, resoure owner,and resoure) and the environment.Figure 6.1 illustrates eah ontext onept and the existing relationships amongthem. Let C represents the onept of ontext de�ned by Dey et al. [Dey 2001℄.

C is a set of ontext information that ontains all other subsets that we de�ned
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Figure 6.1: Relationships among ontext onepts.previously, i.e., C ⊇ AC, C ⊇ CxtOwn, C ⊇ CxtReq, C ⊇ CxtRes, and C ⊇
CxtEnv.The aess ontext (AC) is a subset of ontext that is obtained from the unionof four sets: ontext of resoure owner (CxtOwn), ontext of resoure requestor(CxtReq), ontext of resoure (CxtRes), and ontext of environment (CxtEnv), i.e.,
AC = CxtOwn ∪ CxtReq ∪ CxtRes ∪ CxtEnv. The ontext of environmentis not illustrated in Figure 6.1. In fat, the CxtEnv is the set di�erene of ACand the set resulting of the union of three sets: CxtOwn, CxtReq, and CxtRes, i.e.,
CxtEnv = AC \ (CxtOwn ∪ CxtReq ∪ CxtRes).The ontext of resoure owner, resoure requestor, and resoure are di�erent setsof information. However, it is possible that a ontext information belongs to one ormore aess entities, simultaneously (see in Figure 6.1 the intersetion among thesesets). For example, the resoure owner, the resoure requestor, and the resoureitself ould be loated in the same plae at request time. The next setions presentthe proposed family of CxtBAC models.6.3 A Family of CxtBAC Referene ModelsIn order to desribe learly the various dimensions of CxtBAC we have de�neda family of oneptual models. We are using the same terminology used by theauthors of RBAC96 [Sandhu 1996℄ for desribing the proposed CxtBAC family.



130 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels
CxtBAC0, the base model, de�nes the minimum requirement for any aess on-trol system implementing CxtBAC. CxtBAC1 and CxtBAC2 inlude CxtBAC0,but add independent features to it and they are di�erent from eah other. On theone hand, CxtBAC1 adds the onept of aess ontext hierarhies (i.e., an aessontext an inherit permission from other(s) aess ontext(s) previously de�ned inthe aess ontrol system). On the other hand, CxtBAC2 adds onstraints thatimpose restritions on di�erent omponents of CxtBAC.The CxtBAC3 model is obtained from the fusion of CxtBAC1 and CxtBAC2,by transitivity, inluding the CxtBAC0. From our point of view, CxtBAC3 will bethe model most ommonly implemented following the spei�ation of CxtBAC.However, as disussed in Chapter 5 and Chapter 4, it is very important for ensur-ing the orretness of aess deisions to take into aount also the quality of ontextinformation (QoC) used for enforing ontext-based aess ontrol poliies. Withthis in mind, we have de�ned a new oneptual model from the CxtBAC3, namedQ-CxtBAC (Quality-Aware CxtBAC) for taking into aount QoC onstraints onaess ontexts when enforing aess ontrol poliies. We have identi�ed also that insome situations it is neessary to enfore some privay onstraints when granting a-ess permissions on the proteted resoures. In order to take into aount the soialrelationship among users we proposed the S−CxtBAC using as basis the CxtBAC3(Soial-Aware CxtBAC). Therefore, we have also proposed another CxtBAC model,named P-CxtBAC (Privay-Aware CxtBAC) from the CxtBAC3 in order to takeinto aount privay onstraints when enforing aess ontrol poliies. Finally, wehave de�ned the QP-CxtBAC (Quality and Privay-Aware CxtBAC) from the fusionof Q-CxtBAC and P-CxtBAC models, ompleting our proposed family of CxtBACmodels. It is yet possible to de�ne other models from the fusion between Q-CxtBAC,S-CxtBAC, and P-CxtBAC. However, these models will not be desribed here sineany additional formalism is arried out in relation to the models used as the basisfor the de�nition.The family of CxtBAC models are intended to be referene points of omparisonwith existing aess ontrol systems and models in the literature, suh as the solu-tions desribed in Chapter 3. They an also serve as a guideline for developmentof new ontext-based aess ontrol systems. In the next setions we desribe indetails eah element of the proposed family of CxtBAC models.6.4 CxtBAC0 - Base model

CxtBAC0 is illustrated in Figure 6.3. This model is omposed by �ve sets ofentities alled user(U), Access Context(AC), Resource(R), Operation(O), and
Permission(P ), respetively. There is also a olletion of Context(C) that is notan entity of our model, but it is important to show how users and aess ontextentities relate to eah other.
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Figure 6.2: The family of CxtBAC models.

Figure 6.3: CxtBAC0 - CxtBAC base model.We onsider a user(U) in this model as a human being, however this oneptan be generalized to inlude other types of entities that are able to require aesson proteted resoures, suh as intelligent agents and web servies.An access context is de�ned in our model as a set of ontext onstraints regard-ing to the situation of access entities and the pervasive environment around themat request time. It means that a user (i.e., the resoure requestor) will get aesspermission on proteted resoures if and only if (i�) at request time the urrent sit-uation meet the ontext onstraints assoiated with one or more prede�ned aessontexts. If the ontext onstraints assoiated with an aess ontext are satis�ed,then the permission assoiated with that aess ontext will be granted to users.In the CxtBAC referene model, a permission(P) is an approval of a partiularmode of aess to one or more objets proteted by the aess ontrol systems, i.e.,it is an approval to perform an operation(O) on one or more resoure(R) in a given



132 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsAess Context(AC). CxtBAC supports various interpretations for permission, fromvery oarse grain (e.g., aess on a folder of �les) to very one grain (e.g., a partiularinstane of lasses de�ned in ontologies1).Moreover, in the family of CxtBAC models permission is always positive, thusthe system onfer to user(s) only operation(s) for exeuting on the proteted re-soure(s) granted by the resoure owner(s) or the system administrator(s), in wellde�ned situation(s). However, there are aess ontrol approahes, suh as AessControl Lists (ACL) [Ferraiolo 2003℄, that support negative permission for deny-ing aess rather than onfer permission. CxtBAC supports denial of aess asonstraints rather than a negative permission (see CxtBAC2 for more details).The nature of permission will depend diretly on the implementation details ofthe aess ontrol system that follows our referene model, and the type of pro-teted resoures. For instane, an operating system protets resoures suh as �les,diretories, devies, ports, et., with operations suh as READ, WRITE, and EX-ECUTE. Therefore, with the intention to de�ne the proposed family of models asgeneri as possible, we treat permission as abstrat symbols that are independentsof implementation. Moreover, the manner in whih individual permission are joinedinto a generi permission in order to be assigned as a single unit is highly dependentof implementation.Figure 6.3 shows User Assignment (UA), Permission Assignment (PA), and Op-eration Assignment (OA) relations, both are many-to-many relations. The double-head dashed arrows represent dynami assoiations among users and aess ontexts.In order to be established, these assoiations depend on the ativation of aess on-text.Therefore, a user (i.e., the resoure requestor) an be dynamially assoiatedwith many aess ontexts, and an aess ontext an have many users. An aessontext an have many permission, and the same permission an be assigned tomany aess ontexts. Similarly, a resoure an have many operations, and thesame operation an be assigned to many resoures.The key to CxtBAC lies in UA and PA relations. Treating aess ontexts asintermediary for enabling users to exert permissions provide muh greater ontrolover aess on�guration than diretly relating them to permission.Aess ontrol systems that implement the proposed referene model should beable to identify, at request time, the subset of ativated aess ontext taking intoaount the urrent situation (ontext). If one or more aess ontexts are ativatedin that situation, the system will grant the assigned permissions to the users, i.e.,the situation at request time will be veri�ed in order to identify some subset ofativated aess ontext that users are member of.The double-headed dashed arrow from the ontext to AC in Figure 6.3 indiates1http://www.w3.org/TR/owl-ref/



6.4. CxtBAC0 - Base model 133that multiple aess ontexts ould be simultaneously ativated in a determinedsituation. The set of permission granted to the user is the union of permission fromall aess ontext ativated in that ontext.Eah ontext is assoiated with various users, as indiated by the double-headeddashed arrow from the context to U in Figure 6.3. This assoiation remains onstantfor the time life of a ontext, i.e., while there is no hange in the ontext. A userwho is a member of several ativated aess ontexts an exerise any subset ofpermission that is suitable for her situation. This feature of CxtBAC0 supports thepriniple of least privilege.The following de�nition formalizes the above disussion:De�nition 9. The CxtBAC0 Model is omposed of the following omponents:� A set U of users, a set AC of aess ontexts, a set R of resoures, a set Oof operations, a set P of permission, and a generi ontext ondition languageGCCL;� User Assignment (UA): UA ⊆ U × AC, a many-to-many dynamiallyrelationship mapping user to aess ontext assignment relation. UA (UA =

2U×AC) = {(u, ac)|u ∈ U, ac ∈ AC};� Operation Assignment (OA): OA ⊆ O × R, a many-to-many operationto resoure assignment relation;� Permission Assignment (PA): PA ⊆ P×AC, a many-to-many permissionto aess ontext assignment relation. This set of permission assignments isde�ned as following: PA (PA = 2P×AC) = {(p, ac)| p ∈ P, ac ∈ AC};� AC = {(ac, e) | a is a label and e is a ontext onstraint expression de�nedusing the Generi Context Condition Language (GCCL)};� P (P = 2R×O) = {(r, o)|r ∈ R, o ∈ O}, whih eah permission is a approval toperform an operation on one resoure in a given aess ontext;� Assigned users to an aess ontext:assigned_U(u, a) = {u ∈ U, ac ∈ AC|(u, ac) ∈ UA}, the mapping of anaess ontext onto a set of users;� Assigned permission to an aess ontext: assigned_P(p, a) =
{p ∈ P, ac ∈ AC|(p, ac) ∈ PA}, the mapping of an aess ontext onto a setof permission;� Operations assoiated with a permission: (p : P ) → o ⊆ O, the per-mission to operation mapping. It is the set of operations assoiated with apermission p;



134 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels� Resoures assoiated with a permissions: (p : P ) → r ⊆ R, the permis-sion to resoure mapping. It is the set of resoures assoiated with a permissionp;� users : C → U , a funtion mapping eah ontext ci to a set of users U(ci);� access contexts : C → 2AC , a funtion mapping eah ontext ci to a setof aess ontexts AC(ci) ⊆ {ac |(U(ci), ac) ∈ UA} and ontext ci has thepermissions ⋃ac ∈AC(ci)
{p | (p, ac) ∈ PA}.We expet eah aess ontext to be assigned to at least one permission, howeverour referene model does not requires this expliitly. Moreover, the resoure ownersor administrators should de�ne aess ontrol poliies prediting the possible se-narios in whih they grant permissions on proteted resoures, sine the assoiationbetween aess ontexts and users are performed dynamially.As disussed previously, CxtBAC0 treats permissions as abstrat symbols be-ause the nature of a permission is dependent of aess ontrol implementation andaess ontrol system requirements. We expet permission is applied on resoureobjets and not to the omponents of CxtBAC models.However, there is a set of speial permission to modify the sets U, AC, P, O, R,and relations UA, PA, and OA, alled administrative permissions. These permissionswill be disussed later (Setion 6.12) in the management operations of CxtBAC.We assume that only a single user (i.e., resoure owner) or administrator an hangethese omponents.Ideally, an aess ontrol system that implements this referene model has tobe built on a ontext management framework. These frameworks ould o�er to theusers and administrators the possibility of desribing privay poliies on ontextinformation in order to protet the privay of users (see Chapter 7 for more details).In this ase, the enforement of privay poliies will impat diretly on the set ofpermission that users will be enable to exerise based on her dislosed ontext. Infat, the aess ontrol system will be unable to identify some ontext informationof users whih, therefore, will limit the set of ativated ontext-based aess ontrolpoliies.We provide additional detail of the Generi Context Condition Language (GCCL)de�ned in order to desribe ondition ontext expressions assoiated with aess on-texts.6.4.1 Generi Context Condition Language (GCCL)

CxtBACO model inludes a simple generi language for expressing ontext on-straints (GCCL) assoiated with aess ontexts. We need to de�ne this languageto o�er means of de�ning ontext onstraints independently of poliy implemen-tation, suh as XACML. A ontext onstraint is de�ned as a dynami onstraint



6.4. CxtBAC0 - Base model 135that heks the atual values of one or more ontextual attributes for prede�nedonditions. If these onditions are satis�ed, the orresponding aess request anbe permitted. This language is independent of ontext model and aess ontrolsystem implementations.The ontext onstraints are de�ned by means of expressions that should be eval-uated when enforing ontext-based aess ontrol poliies. A ontext onstraintexpression is de�ned through the terms observed entity, ontext objet, ontext fun-tion, and atomi ontext ondition.� Observed entity: it represents any entity that ould be observed by the system,whih is onsidered relevant for making aess ontrol deisions. We haveidenti�ed four types of observed entities: resoure requestor, resoure owner,resoure itself, and the environment around them;� Context objet: it represents a type of ontext information that haraterizesa observed entity, suh as loation, nearbyDevie, and ativity. Thus, ontextobjet is a means of making ontext information expliit to the poliy en-foring proess of an ontext-based aess ontrol system. For example, theontext objet loation assoiated with the requestor entity is referened byrequestor.loation;� Context funtion: it is a mehanism to obtain the urrent value of a spe-i� ontext objet property that haraterize a observed entity. For instane,the funtion getGPSCoordinates() returns the urrent GPS oordinates of aontext objet (e.g., loation) assoiated with a observed entity (e.g., Re-questor.loation.outdoor). The ontext funtions are enapsulated into theontext objets (e.g., Requestor.loation.outdoor.getGPSCoordinates()) man-aged by entities in harge of ontext management operations, suh as theCxtMF desribed in Chapter 7;� Atomi ontext ondition: it is a prediate that onsists of an operator andtwo or more operands. At least one operand represents a property of a ertainontext objet (e.g., Requestor.loation.outdoor.GPSCoordinates), while theother operands may be either a ontext objet property (assoiated with thesame or another ontext objet) or a onstant value. The values of ontextobjet properties are gotten by using orresponding ontext funtions. Theoperator an be a pre�x operator that aepts two or more input parametersor a binary in�x operator that ompares two values;� Context onstraint expression: it is a lause ontaining one or more atomiontext onditions.In the following, the de�nition formalizes how ontext onstraint expressionsould be desribed by using the GCCL:



136 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsDe�nition 10. Let CxtObjX , CxtObjY , ..., CxtObjN be ontext objets that har-aterize the observed entities (eW , eZ , ..., eM ) assoiated with a ontext c (c ∈ C).Eah property p of a CxtObj ∈ c has a domain of possible values, denoted as Dxt.An atomi ontext ondition (a) de�ned over c has the form (eW .CxtObjX .p op
vCxt), where eW .CxtObjX , eZ .CxtObjY , ... ∈ c, vCxt ∈ Dcxt, op ∈ OP =

{>,≥, <,≤, 6=,=}. The set of op an be extended in order to aommodate user-de�ned and administrator-de�ned operators as well. For example, we an add spatialoperators suh as inside, disjoint, or the set operator �in� to verify the pertinene ofelements. The ontext onstraint expressions of GCCL are de�ned as following:� An atomi ontext ondition (a) is, itself, a ontext onstraint expression ofGCCL;� Let acci and accj be ontext onstraint expression of GCLL, then acci ∧ accjis also a ontext onstraint expression of GCCL;� Let acci and accj be atomi ontext onditions of GCLL, then acci ∨ accj isalso a ontext onstraint expression of GCCL.Based on this generi language, we are able to speify omplex ontext on-straints assoiated with aess ontexts in order to desribe any type of ontext-based aess ontrol poliies supported by the proposed model. CxtBAC supportsexatly 24 − 1 types of aess ontrol poliies resulting from the ombination of fourontext information sets: ontext of resoure owner, ontext of resoure requestor,ontext of resoure, and ontext of environment (see Setion 6.13 for more detail).As the proposed model is independent of aess poliy implementation, we havealso de�ned a high-level format to o�er a means of desribing generi ontext-basedaess poliies. We present this generi representation format in the next subsetion.6.4.2 Generi Context-Based Aess Control PoliiesIn CxtBAC, the aess poliies are used to mediate ontext-based aess ontroldeisions. As we have disussed previously, CxtBAC is a poliy neutral model,meaning that the language to be used to represent aess ontrol poliies is notinluded in the model. However, it is neessary to propose a generi representationof aess poliies in order to guide the developers when implementing any elementof the family of CxtBAC models.Therefore, we propose an abstrat and generi format based on tuples to desribepoliies for mediating ontext-based aess ontrol deisions. In fat, the tuplesde�ne relationships between the entities of CxtBAC0 illustrated in Figure 6.3, i.e.,eah tuple de�nes assoiations between User, Aess Context, and Permission. Thegeneri format is de�ned as below:
generic_policy(pi) = [u, pset, (ac, e), bit] (6.1)



6.4. CxtBAC0 - Base model 137� u(user) is a identity assigned to resoure requestor (e.g., login, identi�er, name,group, role) in the urrent aess ontext. The identity of resoure requestorsan hange beause we suppose they are able to redue dynamially the dis-losure level of their identity in order to protet their privay. When theidentity of requestor is omitted or it is assigned the value everyone, only theresoure requestors assigned to the aess ontext a that meets the ontextonstraint desribed in the expression e will get aess permissions on theproteted resoure;� pset is a set of one or more permission, where pset ⊆ P . Let p be a permissionin the set pset. p is a tuple that de�nes the relationship between a resoureand an operation (pi = (r, o) ∈ P = 2R×O);� a is an aess ontext (ac ∈ AC) that restrits the set of permission pset tothe users. Only the users that are part of the ontext ativating that ac willget the set of permission pset;� e is a ontext onstraint expression de�ned using the GCCL. This expressionwill be enfored by attributing the urrent values of aess ontext objets;� Bit indiates if the assoiated poliy is enabled or disabled. Bit has the value1 if the poliy is enabled and 0 if the poliy is disabled. By using this bit itwill be possible to maintain a poliy registered on the aess ontrol poliyrepository, however this poliy will not be onsidered by the enforing proessof aess ontrol poliies.For eah enabled aess ontrol poliy in the poliy repository, we need to verifythe ac by replaing the urrent values of ontext objets on the ontext onstraintexpression e. If the expression e is true then the assoiated set of permission willbe granted to a�eted users. In another ase, the assoiated set of permission willbe denied.Resoure owners and administrators an de�ne a set of poliies that is repre-sented formally as follows:
policy_set(polset) = {pi | pi is a policy, i ≥ 0, and i ∈ N} (6.2)The resoures and who will be able to aess them an be indeterminate at themoment of de�ning aess ontrol poliies. For example, a user may grant readaess on his/her photos taken in Paris to his/her friends. However, at de�nitiontime of this poliy the user does not known who are your friends (this group isgrowing) and the resoures that will be aessible (he/she is still taking the photos).To implement an element of CxtBAC model family we need to translate thisgeneri representation format to a onrete aess ontrol language, suh as XACML22Extensible Aess Control Markup Language: http://www.oasis-open.org/ommittees/t_home.php?wg_abbrev=xaml



138 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelslanguage and SWRL3 rules. Chapter 9 presents a semanti approah that imple-ments this generi ontext-based aess ontrol poliies, using as basis OWL ontolo-gies for proteting multimedia resoures.6.5 CxtBAC1 - Aess Context Hierarhies
CxtBAC1 is de�ned using as basis the CxtBAC0 by introduing the support toaess ontrol hierarhies (ACH), as illustrated in Figure 6.4. The inheritane rela-tionship among aess ontext is essential to desribe access context more spei�than its senior access context.Unlike RBAC-Based models, a junior aess ontext of CxtBAC models inheritsthe set of permission assoiated with its senior aess ontext. In fat, ontextonstraints assoiated with a junior access context will be more restritive thanthose assoiated with its senior aess ontext. Therefore, if a junior aess ontextis ativated in a given situation then the set of permission assoiated with its senioralso will be granted to the users.The set of permission assoiated with a junior access context (acj) is equal tothe set of permission resulting from the union of the set of permission diretly asso-iated with it and the set(s) of permission assoiated with eah one of its senior(s)(acs1 , acs2 , . . . , acsn), whih is de�ned as follows:
assigned_P (p, acj) = assigned_P (p, acj) ∪

assigned_P (p, acs1) ∪ assigned_P (p, acs2) ∪ . . .

assigned_P (p, acsn), n is the number of seniors, n ∈ NMoreover, the ontext onstraint expression (ej) assoiated with a junior aessontext is equal to ontext onstraint expression resulting from the (and) among itsexpression and the expression (esi) assoiated with eah senior aess ontext :
ej = ej ∧ es1 ∧ es2 ∧ . . . esn , n is the number of seniors, n ∈ NAn example of aess ontext hierarhy (ACH) is shown in Figure 6.5. Like rolehierarhies in RBAC-based models, by onvention the more powerful aess ontext(i.e., the juniors) are shown toward the top of hierarhy, and the less powerful aessontext (i.e., the seniors) toward the bottom.In Figure 6.5, the junior-most aess ontext is ac4 (ReunionX) and the senior-most is ac1 (Working). Eah aess ontext is assoiated with a ontext onstraint3A Semanti Web Rule Language Combining OWL and RuleML:http://www.w3.org/Submission/SWRL/
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Figure 6.4: CxtBAC1 - CxtBAC supporting aess ontrol hierarhies.

Figure 6.5: Example of aess ontrol hierarhies.



140 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsexpression ei de�ned using GCCL. Moreover, they have one or more permission as-soiated with them (for reasons of simpliity, we have illustrated only one permissionassoiated with eah aess ontext).InReunionRoom aess ontext is junior to Working and thereby inherits theset of permission from Working aess ontext when InReunionRoom is ativated.The InReunionRoom an have permissions in addition to those inherited from theWorking aess ontext. For example, it has the permission (p4) to read the Pre-sentationFolder.Inheritane of permission is transitive so, for example, the ReunionX inheritsset of permission from the InReunionRoom and Working aess ontexts (i.e., whenReunionX is ativated, the users how are haraterized by it will have the set ofpermissions P = {p1, p3, p4}). InHisO�e and InReunionRoom both inherit per-mission from the Working aess ontext, but eah one of these will have di�erentpermission diretly assigned to it (e.g., inHisO�e grants p1 and p2 to the userswhen it is ativated).Aess ontext hierarhies are partial orders (≥) [Pemmaraju 2003℄, whih areharaterized by re�exive, transitive, and anti-symmetri relationships between a-ess ontexts. This de�nition is desribed as following:De�nition 11. Let ac1, ac2, and ac3 be aess ontexts (AC).� Re�exivity: ac1 ≥ ac1 for all ac ∈ AC. Inheritane is re�exive beause anaess ontext inherits its own set of permission;� Antisymmetry: ac1 ≥ ac2 and ac2 ≥ ac1 implies ac1 = ac2. Anti-symmetry aess ontext out aess ontexts that inherit from one another andwould therefore be redundant;� Transitivity: ac1 ≥ ac2 and ac2 ≥ ac3 implies ac1 ≥ ac3. It is a requirementof aess ontext hierarhy.The formal de�nition of CxtBAC1 is given below:De�nition 12. The CxtBAC1 model has the following omponents:� U, AC, R, O, P, GCCL, UA, OA, and PA are unhanged from CxtBAC0,
ACH ⊆ AC×AC is a partial order on AC alled the aess ontext hierarhy,also written as ≥, and� P (P = 2R×O) = {(r, o, s)|r ∈ R, o ∈ O, s (scope of permission) ∈ {0, 1}},whih eah permission is a approval to perform an operation on one resourein a given aess ontext. The sope of a permission an be private (s is equalto 0) or publi (s is equal to 1);



6.6. CxtBAC2 - Constraints 141� access contexts : C → 2AC was modi�ed from CxtBAC0 in order to identifyaess ontexts AC(ci) ⊆ {ac | (∃ ac'≥ ac)[(U(ci), ac') ∈ UA]} and ontext
ci has the permissions ⋃ac ∈AC(ci)

{p | (∃ ac'≥ ac[(p, ac') ∈ PA]}.Note that a user is allowed to be part of a situation (ci) that an ativate anyombination of aess ontexts that meets the urrent ontext. Also, the set ofpermission granted to the users in a give situation are those diretly assigned to theset of ativated aess ontexts as well as those assigned to its senior aess ontext.It is sometimes useful in aess ontext hierarhies to limit the sope of inheri-tane. We ould de�ne, for example, private permissions that will be not inheritedby junior aess ontexts. In order to o�er users the possibility of limiting the sopeof inheritane, the model should di�erentiate these two types of permissions: privateand publi permission.Permission de�ned with private sope will be not inherited by junior aessontext. By ontrast, permission with publi sope will be automatially inheritedby junior aess ontext.Note that there are two approahes for implementing the support for private andpubli permission. The �rst approah favors the hierarhial relationship betweenaess ontexts, where permission is publi by default, sine resoureowner/administrator do not have expliitly de�ned a permission with a privatesope. The seond approah prioritizes the seurity of the aess ontrol system,where permission is private by default requiring an expliit indiation by resoureowners/administrator that a given permission has a publi sope.From our point of view, the �rst approah is simpler to be implemented. In thisase, when an aess ontext is de�ned from another aess ontext, only publipermissions will be inherited by it.6.6 CxtBAC2 - Constraints
CxtBAC2 model introdues the onept of onstraints, as shown in Figure 6.6.For example, onstraints an be used for de�ning mutually disjoint aess ontexts,suh as Working and V acation. This onept is di�erent from the priniple alledseparation of duties (SoD) [Gligor 1998℄ supported by RBAC-based models. In fat,in CxtBAC models the users are able to be part of any aess ontext de�ned inthe set of AC, taking into aount only the urrent ontext. Separation of dutiesrequires that for partiular sets of transations or operations, no single individualbe allowed to exeute all transations within the set. For instane, in a ompany auser ould not be able to initiate a payment operation and to authorize it.Constraints an be applied to C, UA, PA, and OA relations. Constraints areprediates whih, enfored to these entities, return a value of aeptable or una-eptable. The formal de�nition is desribed below:
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Figure 6.6: CxtBAC2 - CxtBAC0 with onstraints.De�nition 13. CxtBAC2 is unhanged from CxtBAC0 exept for requiring thatthere exist a set of onstraints that determine whether or not values of various
CxtBAC0 omponents are aeptable. Therefore, only aeptable values will be per-mitted.Constraints are better viewed aording to their lassi�ation, then we desribethe main set of CxtBAC onstraints in the following:� Mutual exlusion: mutual exlusion in terms of ontext C spei�es that oneuser annot be haraterized by both ontext (e.g., a user annot be loated inhis/her room and at home, simultaneously). Mutual exlusion in terms of UAspei�es that one user annot be a member of both aess ontexts at a givenmoment. Mutual exlusion in terms of PA spei�es that the same permissionannot be assigned to both aess ontexts and in terms of OA spei�es thatthe same operation annot be assigned to both resoures. Mutual exlusiononstraints on PA would prevent the permission from being inadvertently, ormaliiously, assigned to a determined aess ontext. The same ours withmutual exlusion onstraints on OA, whih prevent the operation from beinginadequately assigned to a determined resoure;� User assignment onstraint: users assigned to various aess ontexts anbe deemed to be aeptable or not. For example, it may be aeptable fora user to be part of ReunionX aess ontext and ReunionY aess ontextat di�erent moments, but unaeptable to take on both aess ontext atsame time. Another type of user assignment onstraint, alled ardinalityonstraints, is that an aess ontext an have a maximum or minimum numberof members. For instane, the maximum number of person in the ReunionXaess ontext ould be �ve. Similarly, the number of aess ontexts to whihan individual user an belong ould also be limited. Unlike RBAC-basedmodels, CxtBAC supports minimum ardinality onstraints. For example, ifin a given ontext there is not the minimum number of users being part of



6.7. CxtBAC3 - The ore 143it, the system will not grant users the assoiated set of permission (i.e., theaess ontext will not be ativated);� Prerequisite aess ontexts: a user an be assigned to aess ontext
X only if she is already assigned to aess ontext Y . For example, onlythose users who are already assigned to aess ontext inReunionRoom anbe assigned to aess ontext ReunionX. In this example, the prerequisiteaess ontext is senior to aess ontext being assigned.Mutual exlusion onstraints an also be applied to ontexts. For instane, itould be aeptable a user to be dynamially assigned to two aess ontexts but theuser annot be ative in both aess ontext at the same time. An other onstrainton ontext ould limit the number of aess ontext that a user an have ative atthe same time.From our point of view, an aess ontext hierarhy an be onsidered as aonstraint, i.e., the onstraint in the hierarhy is that a permission assigned to asenior aess ontext must also be assigned to all junior aess ontexts. In otherwords, the onstraint is that a user assigned to a junior role must also be assignedto its senior roles.6.7 CxtBAC3 - The ore

CxtBAC3 ombines CxtBAC1 and CxtBAC2 in order to provide both role hierar-hies and onstraints. However, there are several issues that arise by bringing thesetwo aess ontrol models together. For instane, onstraints an be applied to a-ess ontext hierarhy itself and aess ontext hierarhy is required to be a partialorder. Moreover, additional onstraints ould limit the number of senior/junior a-ess ontext that a given aess ontext may have, or aess ontexts ould also beonstrained to have no ommon senior/junior aess ontext.Figure 6.7 shows the CxtBAC3 model. CxtBAC3 is the basi referene modelthat an be used for de�ning new aess ontrol models and approahes based onontext. CxtBAC3 is formally de�ned in the following:De�nition 14. CxtBAC3 is unhanged from CxtBAC2 exept for requiring thatthere exist the support for aess ontrol hierarhies (ACH) and a new set of on-straints applied to that omponents (ACH).Constraints applied to aess ontrol hierarhies (ACH) an be of the followingtypes:� Mutual exlusion onstraint: an aess ontext annot be junior of two aessontext mutually exlusive;



144 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels

Figure 6.7: CxtBAC3 - The ore model.� Cardinality: there is a limited number of senior aess ontext that a junioraess ontext an inherit permission;� Prerequisite: an aess ontext annot inherit permission from another aessontext, without a prede�ned hierarhy relationship among them. Further-more, a junior aess ontext should inherit the set of permission assoiatedwith all its senior aess ontext.In the following setions, we present the other CxtBAC models de�ned fromthe CxtBAC3. Eah new model adds a new feature de�ned in order to reinfore theontext-based aess ontrol poliies. For instane, we have identi�ed the need tosupport onstraints on ontexts and aess ontexts based on the quality of ontextinformation used for making aess deisions.6.8 Q-CxtBAC - Quality-Aware CxtBAC
Q− CxtBAC model introdues QoC onstraints on the CxtBAC3 in order to im-prove the orretness of ontext-based aess ontrol deisions. QoC onstraintsould be de�ned on the ontext and also diretly on the aess ontext entitiesof the CxtBAC3 model. To take into aount QoC requirements when makingontext-based aess ontrol deisions, might fortify the enforement mehanism.Thus, QoC-awareness an redue the probability of making a faulty deision.For example, if a ontext information is inomplete the CxtBAC-based aessontrol system will be unable to make aess deisions. If the ontext information isinorret or inaurate, ontext-based aess deisions made using this information



6.8. Q-CxtBAC - Quality-Aware CxtBAC 145might grant permission to unauthorized users. Moreover, it may result in seuritygaps if the quality of ontext information used by the system is not veri�ed. Forinstane, the system may allow the ontext injetion aomplished by maliioususers in order to get aess permission on proteted resoures.Figure 6.8 shows this model. We inorporate the support to QoC in the CxtBAC3by means of QoC onstraints. QoC onstraints an be de�ned on the ontext C andaess ontext AC entities. There are two types of QoC onstraints supported bythe Q − CxtBAC: QoC global onstraints, and QoC loal onstraints. The basidi�erene between these two types of QoC onstraints is the sope of appliation,hanging from global to loal sope, respetively. We de�ne these onstraints below:� QoC global onstraints (QoCgc): this kind of QoC onstraint is de�ned onontext entities (i.e., c ∈ C). The main objetives of using QoC global on-straints are the following: i) to avoid unneessary enforement operations ofaess ontrol poliy; ii) to inrease the seurity of CxtBAC-based aess on-trol systems, sine ontext information that does not meet QoCgc will not beused for making aess ontrol deisions. QoCgc are enfored on all ontextinformation that is onsidered relevant for making aess ontrol deisions.Therefore, QoCgc ats as a �lter to prevent CxtBAC-based aess ontextsystems of using ontext information with low-quality. As a diret result ofusing QoC global restritions, we have: i) redued the proessing ost, be-ause any poliies will be enfored when the ontext does not meet the QoCrequirements; ii) erti�ed that the ontext used for making deision meet QoCglobal restritions before assigning permission to users. To summarize, aessontrol poliies assoiated with aess ontexts will be enfored if and only if(i�) the urrent ontext meets the QoCqc;� QoC loal onstraints (QoClc): this kind of QoC onstraint is veri�ed on a-ess ontext entities (i.e., ac ∈ AC). The main idea behind QoClc is to o�ermeans of de�ning spei� QoC requirements assoiated with eah aess on-text. QoClc may be di�erent from the QoCgc, imposing QoC requirementsmore/less restritive than QoCqc. Unlike QoCgc, the set QoClc an be de�nedon one or various ontext objets that haraterize an aess ontext. More-over, it is desirable to be able to de�ne poliies that grant di�erent sets ofpermission to users, aording to di�erent QoClc levels assoiated with thesame aess ontext.
Q− CxtBAC is de�ned as follows:De�nition 15. Q−CxtBAC extends the CxtBAC3 model by adding a set of QoConstraints that determine whether or not QoC assoiated with ontext and aessontext are aeptable. Therefore, only aeptable values will be permitted.� QoCgc and QoClc are set of QoC thresholds on ontext and aess ontext,respetively;



146 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels� Let CxtObj be a ontext objet representing an instane of ontext informationthat haraterizes an observed entity e. Eah CxtObji desribes an informa-tion of the urrent ontext c (c ∈ C). CxtObji an be assoiated with one orvarious QoC indiators (QoCI), whih desribe well-de�ned quality aspets ofthat ontext information.The QoC thresholds (QoCgc and QoClc) an be assessed following one of thefollowing solutions:� Eah ontext information is individually assoiated with a set of QoC thresh-olds.Let QoCIset be the set of QoCI that the system is able to evaluate, i.e.,
QoCIset = {QoCI1, QoCI2, . . . , QoCIn}, where n is the number of QoCIsupported by the system.Therefore, QoCgc = {(CxtObji, {QoCI1,t, QoCI2,t, . . . , QoCIn,t}) | CxtObji ∈
c, QoCj,t is the threshold value orresponding to the QoCIj, j = 1, 2, . . . , n},and QoClc = {(CxtObji, {QoCI1,t, QoCI2,t, . . . , QoCIn,t}) | CxtObji ∈ ac,

QoCj,t is the threshold value orresponding to the QoCIj, j = 1, 2, . . . , n};� the set of QoC thresholds are applied for any kind of ontext information. Itis de�ned as following: QoCgc and QoClc is a set {(QoCI1,t,

QoCI2,t, . . . , QoCIn,t) | QoCj,t is the threshold value orresponding to the
QoCIj, j = 1, 2, . . . , n};� The most pratial and reommended solution is to de�ne an average valuealulated by using weights assoiated with eah threshold. It is de�ned for-mally in the following: Let QoCac be the average value alulated by usingthe QoC thresholds. QoCac =

∑N
n=1

QoCIn,t×Wn
∑N

n=1
Wn

, where Wn(n = 1, 2, ..., n)represents the set of weights assoiated with the set of QoC thresholds. Thus,
QoCgc and QoClc uses the value of QoCac for enforing QoC requirements onontext and aess ontext, respetively.In order to o�er means of de�ning di�erent set of permission Pset aording tothe quality of ontext information used in the ontext onstraint expression e assoi-ated with aess ontexts ac, we have modi�ed the format of generi ontext-basedaess ontrol poliy desribed in Setion 6.4.2. The generi format for de�ning

Q− CxtBAC poliies is de�ned as below:
generic_policy(pi) = [u, pset, (psetx , QoClcx), (ac, e), bit] (6.3)where x represents zero or various QoClc assoiated with the same aess ontext.We �xed in four possible values of x: zero, whih any QoClc will be evaluated. Inthis ase, the original format of the poliy will be maintained; low, whih psetlow will
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Figure 6.8: Q− CxtBAC - Quality-Aware CxtBAC.be granted if the aess ontext meets the QoClc values de�ned in [0,0.33℄; medium,whih psetmedium
will be granted if the aess ontext meets the QoClc values de�nedin [0.33, 0.66℄); and high, whih psethigh will be granted if the aess ontext meetsthe QoClc values de�ned in [0.33, 0.66℄). Therefore, (psetx , QoClcx) is the set ofpermission assoiated with QoClc for eah di�erent value of x.Thus, pset 6= psetlow 6= psetmedium

6= psethigh , in whih pset is the set of permissiongranted if the aess ontext is ativated, and the other sets will be granted if onlyif (i�) the aess ontext meets their orresponding QoClc.6.9 S-CxtBAC - Soial-Aware CxtBACIn the real life, the interations between people our spontaneously. Generally,we lassify the known persons by the soial relationship established among us. Forexample, we an lassify the known persons as friend, family, best friend, oworker,et. From the aess ontrol point of view, we an use this soial lassi�ation togrant di�erent set of permission.Therefore, we extend CxtBAC3 proposing the S − CxtBAC (Soial-AwareCxtBAC) in order to support the de�nition of soial relationships among users.Soial relationships an be ombined with ontextual information for improving theontext-based aess ontrol poliies. In this ase, the support to soial relation-ships for de�ning aess poliies strengthens the onstraints assoiated with aess



148 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsontexts.Figure 6.10 shows this model. In S−CxtBAC, users are able to annotate otherusers with zero or more terms that desribe their soial relationship. Formally, the
S − CxtBAC is de�ned as in the following:De�nition 16. S − CxtBAC extends the CxtBAC3 model by adding the supportof de�ning soial relationship among users, i.e., resoure owners and resoure re-questor. Thus, the poliies an be de�ned as a funtion of soial relations andrestritions assoiated with aess ontext.� Soial relationship are de�ned by means of annotations, named Soial Anno-tations (SA). Soial annotations an be lassi�ed into two types: personal andprofessional soial annotation, desribing the soial relation among users frompersonal and professional perspetives, respetively;� Eah user has a soial network that desribes his/her soial relationships es-tablished with other users;� Let ui and uj be two hypothetial users from the set U (ui, uj ∈ U). ui anannotate uj with zero or various soial annotations sa. Moreover, ui an beannotated by other users with zero or various soial annotations;� By default, soial annotations are asymmetri and intransitive. Let sa bea soial annotation de�ned by ui in relation of uj , whih is represented by

ui
sa→ uj. Considering that exist the ui sa→ uj and uj

sa→ uz annotations, then weannot assume that uj sa→ ui (symmetry) and ui
sa→ uz (transitivity). However,a system that implements S −CxtBAC an support symmetri and transitivesoial annotations, i.e., ui sa↔ uj (symmetry), and if ui sa↔ uj , uj sa↔ uz, then

ui
sa↔ uz (transitivity);� Propagation: S−CxtBAC supports the onept of propagation of permission.Propagation is a numeri value indiating the number of hops in the soialnetwork between users getting aess and other from their soial network, fol-lowing the same type of relationship lassi�ation. For instane, if a userde�nes a poliy that grants read aess on a videof ile to her friends with a

Propagation value equal to 2, then the read operation will be granted also tothe friends of the her friends. This onept is illustrated in Figure 6.9. Letus note that the set of propagated permission will be granted if only if (i�)the ontext onstraints assoiated with the aess ontext meets for these otherusers.In order to o�er means of de�ning soial-aware ontext-based aess ontrolpoliies, we have modi�ed the format of generi ontext-based aess ontrol poliydesribed in Setion 6.4.2. The generi format for de�ning S −CxtBAC poliies is
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Figure 6.9: Soial-aware propagation of permission.

Figure 6.10: S − CxtBAC - Soial-Aware CxtBAC.de�ned as below:
generic_policy(pi) = [sbjset, pset, (ac, e), bit] (6.4)where sbjset is a set of subjet that gets aess permission pset in the aessontext ac. A subjet sbj an be any kind of user's identity supported by CxtBAC3(i.e., name, pseudonym, group, everyone) and any soial annotation sa de�ned bythe user (resoure owner).6.10 P-CxtBAC - Privay-Aware CxtBACAs desribed previously, CxtBAC models uses ontext information for enforingaess ontrol polies. However, ontext information an desribe private informa-



150 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelstion about the urrent situation of users. In this ase, users might do not want todislose this information used for making aess ontrol deisions. Moreover, if usersdislose his/her ontext information for a CxtBAC-based system, might they wantthat the enforement of poliies made using his/her ontext information preservehis/her privay. The main idea behind this model is to inrease the on�dene ofusers in the system.With this in mind, we propose the P − CxtBAC from the CxtBAC3 by de�n-ing funtional requirements with regard the privay of users. In the following, wedesribe the P − CxtBAC de�nitions:De�nition 17. P − CxtBAC extends the CxtBAC3 model by de�ning funtionalaspets with regard to the support to privay requirements of users, suh as anony-mous enforement of aess ontrol poliies.� Privay Funtions (PrivFun): P −CxtBAC supports the following funtionsde�ned on ontext and aess ontext entities: anonymity, seletion, and ob-fusation;� Anonymity: by supporting anonymity, the aess ontrol system should enforeaess ontrol poliies preserving the privay of users, i.e., it should not bepossible to assoiated users with the permission granted by the ativated aessontext. For implementing this funtionally, the system should o�ers meansof anonymizing users and poliies, but at the same time ensuring the normalexeution of enforing poliy proess;� Seletion of ontext information: P − CxtBAC-based system should use onlythe set of ontext information neessary for making aess ontrol deisions;� Obfusation: by supporting obfusation, P − CxtBAC-based should apply ob-fusation rules on ontext information of users in order to use only the in-formation desribed in the dislosure level neessary to make aess ontroldeisions;� Complete ontrol on poliies, resoures, and ontext information: users shouldbe able to de�ne aess ontrol poliies for proteting their resoures at anytimeand anywhere. They has the omplete ontrol on their set of poliies, being ableto enable/disable them when they deem neessary. The same ours with theirresoures and ontext information. Users should be able to deide when, who,and in what situation they want kept in private or share with other users theirresoures and ontext information by means of poliies.Figure 6.11 illustrates the P − CxtBAC model, whih is derived from the
CxtBAC3 by adding the PrivFun on ontext and aess ontext entities.In order to support anonymous enforement of aess ontrol poliies, we havemodi�ed the format of generi ontext-based aess ontrol poliy desribed in Se-tion 6.4.2. The generi format for de�ning P−CxtBAC poliies is de�ned as below:



6.11. QP-CxtBAC - Quality and Privay-Aware CxtBAC 151

Figure 6.11: P − CxtBAC - Privay-Aware CxtBAC.
generic_policy(pi) = [PrivFunc(u), pset, P rivFunc((ac, e)), bit] (6.5)where PrivFunc is a set of operations performed for proteting the privayof users when enforing poliies assoiated with aess ontext ac. Therefore, oneor various privay operations (e.g., anonymity, seletion, and obfusation) an beperformed on the identity of users and on the ontext information used by enforingontext onstraint expression e assoiated with the aess ontext.6.11 QP-CxtBAC - Quality and Privay-Aware CxtBAC

QP−CxtBAC is a model derived from the union of Q−CxtBAC and P−CxtBAC.Therefore, QP − CxtBAC enfores aess ontrol poliies taking into aount thequality and privay requirements of ontext information. In the following, we de-sribe the QP − CxtBAC de�nitions:De�nition 18. QP −CxtBAC is derived from the union of P −CxtBAC and Q−
CxtBAC model, by supporting the enforement of privay and quality requirementson ontext and aess ontext entities.Figure 6.12 illustrates the QP − CxtBAC model, whih is derived from theunion between P − CxtBAC and Q − CxtBAC. PrivFun and QoC onstraintsare applied on ontext and aess ontext entities. There is an exeution order for
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Figure 6.12: QP − CxtBAC - Quality and Privay-Aware CxtBAC.these operations that should be respeted. First, privay funtions (PrivFun) areapplied, sine ontext information may be modi�ed in order to protet the privayof users. Then, the quality of ontext information resulting from the exeution of
PrivFunc will be veri�ed.In order to support quality and privay-aware ontext-based aess ontrol poli-ies, we have modi�ed the format of generi ontext-based aess ontrol poliydesribed in Setion 6.4.2. The generi format for de�ning QP − CxtBAC poliiesis de�ned as below:
generic_policy(pi) = [PrivFunc(u), pset, (psetx , QoClcx)PrivFunc((ac, e)), bit](6.6)
PrivFunc and (psetx , QoClcx) were de�ned in Setion, respetively, therefore wewill omit here these de�nitions.6.12 Administration of CxtBAC modelsManagement of aess ontrol systems that implements the CxtBAC ore model(CxtBAC3), onsist of performing the following set of ativities:1. Identifying the ontext information that the system is able to gather for har-



6.13. Examples of CxtBAC Poliies 153aterizing the situation;2. De�ning aess ontext and its hierarhies;3. De�ning the onstraints;4. De�ning ontext-based aess ontext poliies;5. Reviewing poliies, aess ontext, aess ontext hierarhies and onstraintsduring the entire life yle of the system.If an aess ontrol system uses as basis S − CxtBAC, P − CxtBAC, Q −
CxtBAC, and QP−CxtBAC, other administration operations should be performedby the user or administrator. Suh operations are desribed as follows:� S − CxtBAC : users should annotate the persons in their soial network inorder to be able of de�ning soial-aware ontext-based aess ontrol poliies;� P − CxtBAC : users should de�ne poliies with regard to their privay re-quirements for proteting their ontext information. Moreover, the user oradministrator should on�gure the PrivFunc to be exeuted on ontext, a-ess ontext, and poliies;� Q− CxtBAC : the user or administrator should de�ne QoC global thresholdand QoC loal threshold on ontext and aess ontext, respetively. Whende�ning a poliy, the user or administrator is able to use QoC loal thresholdfor verify the quality of ontext information;� QP − CxtBAC : it should performs the operations desribed previously forthe P − CxtBAC and Q− CxtBAC, following this order.6.13 Examples of CxtBAC PoliiesIn this setion we desribe some examples of CxtBAC poliies. For demonstrationpurposes, we onsider only aess poliies based on CxtBAC ore model.Based on the onept of aess ontext that haraterize the situation of aessentities and the environment around them, we are able of de�ning 24 − 1 di�erenttypes of ontext-based aess poliies. It results from the ombination of ontextinformation assoiated with eah observed entity (i.e., ontext of resoure owners(CxtOwn), ontext of resoure requestor (CxtReq), ontext of resoure (CxtRes),and ontext of environment (CxtEnv)).The CxtBAC poliy examples are de�ned using the generi representation for-mat, desribed previously in Setion 6.4.2, and the generi ontext onstraint lan-guage, desribed in Setion 6.4.1. Therefore, in the examples we demonstrate theexpressiveness of aess ontrol poliies supported by CxtBAC models.



154 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels� CxtOwn-based aess poliy: this type of aess ontrol poliy takes intoaount only ontext information that haraterizes the situation of resoureowners.Example: a patient (owner) may grant read permission on her medial reordsto any dotor if she is in a life-threatening situation haraterized by a suddendrop in her blood pressure (blood_p) or in her heart rate (heart_r).
ac1 = “life_threatening”

e1 = {(owner.blood_p < 85) ∨ (owner.heart_r < 60)} ;
p1 = (doctor, (read,medicalrecords), ac1, e1, true);In this example, the aess ontrol system takes into aount only ontextinformation of the resoure owner (her health onditions) for making the a-ess ontrol deision.� CxtReq-based aess poliy: this type of aess ontrol poliy takes intoaount only ontext information that haraterizes the resoure requestor.Example: a user grants read aess on his presentation_file to everyone lo-ated in the meeting room X.
ac2 = “inMeetingRoomX”

e2 = {(requestor.location.indoor.room = “meetingRoomX”)};
p2 = ((read, presentation_file), ac2, e2, true);Let us note that in this example the aess ontrol poliy is dynami, i.e.,it will be ativated in di�erent situations, sine the ontext onstraint expres-sion e2 do not have a period time of validity. Moreover, it is not expliitlydesribed the person to whom aess is being allowed, so anyone who meetsthe ontext onstraint onditions imposed by e2 may get permissions.� CxtRes-based aess poliy: this type of aess ontrol poliy takes intoaount only ontext information that haraterizes the resoure.Example: a user grants read aess on her photos taken in Paris to everyone.
ac3 = “PhotosTakenInParis”

e3 = {(resource.location.outdoor.country = “Paris”) ∧
(resource.type = “jpg”};
p3 = (everyone, (read, resource), ac3, e3, true);In this ase, all proteted photos should be annotated with ontextual infor-mation that desribes the loation where they were taken.



6.13. Examples of CxtBAC Poliies 155In the following, we present examples of aess ontrol poliies based on on-text information that haraterizes simultaneously one or more aess entities. Wegeneralize the use of ontext information for de�ning ontext-based aess ontrolpoliies, showing the expressive power of CxtBAC-based poliies. We do not in-tend to present a exhaustive list of poliy examples resulting from the ombinationof ontext information assoiated with eah aess entities. However, these examplesan be used as basis to de�ne new types of ontext-based aess poliies.� CxtOwn and CxtRes-based aess poliy: a user grants read aess ondouments reated at her o�e room (ontext of resoure) to projet teammembers if she is at her desk (ontext of resoure owner).
ac4 = “atDesk”

e4 = {(owner.location.indoor.room = “office_322”) ∧
(resource.location.indoor.room = “office_322”) ∧
(resource.type = “doc”};
p4 = (ProjectTeam, (read, resource), ac4, e4, true);� CxtOwn and CxtReq-based aess poliy: a user grants read aess on
photo_collectionX to everyone loated near him.
ac5 = “InProximity”

e5 = {(requestor.device.bluetoothAddr in

owner.nearbyDevice)};
p5 = (everyone, (read, photo_collectionX), ac5, e5, true);� CxtReq and CxtRes-based aess poliy: a user grants read aess onphotos taken in Paris (ontext of resoure) to everyone loated in this ity(ontext of resoure requestor).
ac6 = “PhotosInParis”

e6 = {(requestor.location.outdoor.country = “Paris”) ∧
(requestor.location.outdoor.country = resource.location.outdoor.country)}∧

(resource.type = “jpg”};
p6 = (everyone, (read, resource), ac6, e6, true);



156 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels� A generalized ontext-based aess poliy: a user grants write aess onphotos taken in Paris (CxtRes) to everyone loated in this ity (CxtRes), butonly when she is loated also in Paris (CxtOwn).
ac7 = “PhotosInParisForV isitors”

e7 = {(requestor.location.outdour.country = “Paris”) ∧
(requestor.location.outdour.country = resource.location.outdour.country)∧
(requestor.location.outdour.country = owner.location.outdour.country) ∧
(resource.type = “jpg”};
p7 : (everyone, (write, resource), ac7, e7, true).In this poliy, we use ontext information assoiated with eah aess entity (re-soure owner, resoure requestor, and resoure) in order to grant aess permissionon the photos taken in Paris.6.14 Implementation approahesWe have identi�ed three implementation approahes for CxtBAC-based aess on-trol servies: peer-to-peer approah, server-based approah, and server-lient ap-proah. Basially, they di�er among themselves aording to the loation of entitiesin harge of requesting aess permission on proteted resoures and enforing a-ess ontrol poliies. These entities are named PEP (Poliy Enforement Point)and PDP (Poliy Deision Point) omponents, whih are in harge of querying andenforing proess of aess ontrol poliies, respetively.In the peer-to-peer approah, eah pervasive devie (e.g., smartphones, note-book, netbook, et) has an instane of PEP and PDP entities running on the devie(lient side). Consider the senario desribed in Figure 6.13. The pervasive devie 1request aess to a resoure (req(r1)) by using the PEP. As the requested resoureis loated in the pervasive devie 2, the PEP of pervasive devie 1 requests theresoure to PDP of pervasive devie 2, whih makes an aess ontrol deision byenforing the aess poliies. The same proess ours when the pervasive devie 2requests aess on the resoure 2.In the server-based approah, pervasive devies do not have any instane of PEPand PDP entities running on the devie, i.e., both PEP and PDP are running in theserver side. Figure 6.14 illustrates this approah. Users, by means of user-friendlyappliation interfaes, request aess on proteted resoures. Then, this appliationrewrite the request and send it to the PEP running in the server. Upon reeivingthis request, PEP requests the PDP to enfore it. One the request is handled,PDP answers the PEP that resends the answer to the appliation, granting/denyingaess on the proteted resoure.
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Figure 6.13: Peer-to-peer approah: Pervasive devies request/enfore poliies.

Figure 6.14: Server-based approah: PEP and PDP running on the server side.
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Figure 6.15: Client-server approah: PEP on mobile devies and PDP on the server.In the lient-server approah, pervasive devies has an instane of PEP runningon the devie (lient side), while the PDP is running in the server side. Figure 6.15illustrates this approah. Pervasive devies, by means of the PEP running in thedevie, request diretly the PDP running in the server. Upon reeiving this request,PDP answers the PEP that resends the answer to the appliation, granting/denyingaess on the proteted resoure.In Chapter 8 we desribe an instane of S − CxtBAC developed for support-ing multimedia appliation, whih is based on the server-based approah desribedpreviously. We opted by this approah to redue the proessing load on the lientside, sine the entities in harge of enforing aess ontrol poliies is running in theserver side.6.15 Context-based aess ontrol poliies
CxtBAC an be implemented to support one of the three following types of ontext-based aess ontrol poliies: mandatory ontext-based aess ontrol poliies, dis-retionary ontext-based aess ontrol, and a hybrid approah that supports bothmandatory and disretionary ontext-based aess ontrol poliies. They di�er a-ording to the ator(s) in harge of performing the poliy administration operations,as desribed below:� Context-based mandatory aess ontrol poliies: by implementing the CxtBACto support this kind of poliies, the system administrator will be in harge ofde�ning aess ontrol poliies. These poliies are named system-level ontext-based aess ontrol poliies. Usually, the user authentiation is performedbased on the situation, i.e., situations that should grant aess permission tousers are pre�xed by the administrator. For example, an administrator ande�ne a poliy to grant aess permission on a servie to the users loated inthe train during their trip, or yet to onsumers loated in a fast-food. In thisase, the loation of users and a reeipt of these servies (e.g., the train tiket



6.16. Enforing ontext-based aess ontrol poliies 159and the payment reeipt) ould be used as ontextual information for authen-tiating users in order to grant aess permission on the proteted servie;� Context-based disretionary aess ontrol poliies: by implementing this kindof poliy, resoure owners are in harge of de�ning aess ontrol poliies toprotet their own resoures. For example, a user would grant read aess onhis/her videos to his/her friends who were present at reation time of thesevideos. This is a user-level ontext-based aess ontrol poliy ;� Mandatory and disretionary ontext-based aess ontrol poliies: by support-ing this kind of poliy, the aess ontrol model should support poliies de�nedby administrators and users, simultaneously (i.e., user-level and system-levelaess ontrol poliies). In this ase, resoure owners are able to de�ne user-level aess ontrol poliies to protet their resoures, and the administratoris able to impose onstraints upon these poliies. Moreover, the administratoran de�ne system-level aess ontrol poliies in order to protet resouresbelonging to an organization (i.e., it do not belong to a spei� user), whihare available in the environment.6.16 Enforing ontext-based aess ontrol poliiesIn order to implement a CxtBAC-based aess ontrol system (CxtBACS), we needto deploy a enforement proess of ontext-based aess ontrol poliies. We haveidenti�ed three possible enforement approahes that ould be used by CxtBACS :passive, ative, and hybrid enforing mehanisms.To explain learly the di�erenes between these approahes, we present sequenediagrams that desribe the messages exhanged by the entities in harge of enforingaess ontrol poliies. We have de�ned three set of entities: requestor, CxtBAC-System, and CxtManagementFramework.Requestor represents a user requesting aess permission on proteted resoureby means of a Aess Control Client Appliation (ACCA). CxtBACSystem repre-sents the implementation of a CxtBAC model, and CxtManagementFramework theentities in harge of managing ontext information.Before presenting these approahes, we need to present the format of an aessrequest and a pseudo algorithm in harge of evaluating aess requests.6.16.1 Evaluating aess requests
CxtBACSystem makes aess deisions by proessing aess requests. We de�nean aess request (ReqA) as a triple (req, perm, v), where:� req is a requestor entity who issues this aess request;



160 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModels� perm is the permission that this requestor wants to aquire;� v is a set of values for every ontext information ci haraterizing the observedentities at request time. That is, cv = {v1 of c1, v2 of c2, ..., vn of cn}, where
{c1, c2, ..., cn} is the set of ontext information desribed by the aess ontext.A request of aess ReqA(req, perm, cv) is granted if only if (i�) there exists anaess ontrol poliy Poli = (u, pset, (ac, e), bit) from the poliy set (Polset), suhas bit = 1 (i.e., the poliy is enabled), req ∈ u, perm ∈ p, and e evaluates trueunder v (i.e., the e returns true when all values of ci are replaed in the ontextonstraint expression e assoiated with a).From this de�nition, we designed algorithms to determine whether aess re-quests are authorized or not, aording to the urrent ontext values of aess on-text. We propose a solution divided into two algorithms: i) the �rst algorithm (seeFigure 6.16) is in harge of identifying the set of andidate poliies (PolsetC) fromthe poliy set de�ned by resoure owners/administrators (Polset); ii) the seondalgorithm (see Figure 6.17) veri�es if the ontext onstraint expression e assoiatedwith eah andidate poliy from the set PolsetC evaluates true, aording to theurrent aess ontext.Algorithm 1 veri�es for eah Poli of PolsetC if req of ReqA is in the u of Poli.In addition, it veri�es if the perm of ReqA is in pset of Poli. If these two onditionsare true, the Poli is a andidate poliy. After running the algorithm for identifyingthe andidate poliy set (PolsetC), this set will be evaluated by the Algorithm 2(EvaluateContextConstraint) in order to verify if the expression e is true for theurrent aess ontext, granting/denying aess permission to the requestor entity.6.16.2 Passive approahIn the passive approah, the enforing proess of aess ontrol poliies is exeutedonly at request time of a proteted resoure. For eah aess request reeived ona proteted resoure, the aess ontrol system should identify the urrent aessontext in order to enfore the a�eted aess ontrol poliies.Therefore, the aess ontrol system identi�es, at request time, the urrent on-text of resoure owner, resoure requestor, resoure, and the environment in order toevaluate the ontext onstraint expressions assoiated with the a�eted aess on-trol poliies. One the poliies are enfored, the aess ontrol system grants/deniesthe assigned permissions to the resoure requestor.Passive approah is the simpler and lightweight solution for enforing ontext-based aess ontrol poliies, sine the system does not enfore ontinually the a-ess ontrol poliies. However, this approah has a seurity breah on the resouredisovery proess. In order to o�er requestors the possibility of requesting aess
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Figure 6.16: Algorithm 1: Enforing request of aess.

Figure 6.17: Algorithm 2: Enforing ontext onstraint expression e.
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Figure 6.18: Passive approah for enforing ontext-based aess ontrol poliies.permission on any proteted resoure, CxtBACSystem needs to dislosure the om-plete list of proteted resoures to them.In this ase, requestors are able to know the omplete list of proteted resoureeven if they do not have aess to them at this moment. Thus, aess ontrol systemgrants/denies permission to requestors only after reeiving a request on a protetedresoure. CxtBACSystem identi�es the urrent aess ontext in order to enforethe aess ontrol poliies assoiated with the requested resoure.Figure 6.18 shows the sequene diagram of the passive approah for enforingontext-based aess ontrol poliies. In the step 1(initiateAccessControlClientApp), the requestor (req1) initiates the ACCA in or-der to request aess on a proteted resoures. We onsider requestors are authenti-ated before exeuting this step (or they has been authentiated by the initiateA-essControlClientApp). We do not desribe the authentiation proess of users herebeause it is out of the sope of this work.The requestor, by using the ACCA, exeutes automatially the disover resoureation (message 2: disoverRessoureList(req1)) by sending the identity of requestorto CxtBACSystem (CxtBACS1). Then, CxtBACS1 identi�es the set of resouresthat the requestor possibly ould aess by using only her identity, i.e., CxtBAC1did not take into aount the urrent aess ontext. In fat, the returned list



6.16. Enforing ontext-based aess ontrol poliies 163ontains only the resoures proteted by poliies assigned impliitly to the requestor(i.e., to her identity, her group, et) and those that do not make referene to anyuser (i.e., granting permissions to everyone in a given situation).CxtBACS1 sends the list of resoures (e.g., a XML �le desribing the URI ad-dresses of proteted resoures) to the ACCA (message 3 : list1 ). This list is pre-sented to the requestor in a legible way. These �rst three steps (messages 1, 2, and3) are performed only one time in the all yle life of ACCA. After exeuting thesesteps, ACCA should wait for expliit aess requests performed by the requestor.From the list of resoures presented by ACCA, the requestor an try to getaess on any proteted resoure. When requestor tries to get aess on a protetedresoure, ACCA sends a message that ontains the identity of the requestor andthe requested permission (i.e., perm1 = (operation1, resoure1) to the CxtBACS1(message 4: aessRequest(req1, perm1)).Then, CxTBACS1 uses the identity of requestor (req1) and the requested per-mission (operation1, resource1) to selet from the existing aess ontrol poliy seta subset named andidate poliy set. In fat, CxtBACS1 veri�es eah poliy Polifrom the existing Polset if req1 is in the u or ∈ User(Poli). When this veri�ationreturns a true value, then it veri�es if perm1 is in the Permission(Poli). If thesetwo onditions return a true value, Poli is onsidered as a andidate poliy and itis inserted into the PolsetC . This proess for seleting andidate poliies is realizedby the IdentifyCandidatePoliySet algorithm presented in Figure 6.16 (message 5:identifyCandidatePoliySet(req1, p1)).After �nishing this proess, CxtBACS1 requests the urrent aess ontext tothe CxtMF1 (message 6 : requestCurrentAessContext()) in order to enfore theandidate poliy set. CxtMF1 sends the urrent aess ontext (message 7 : a1 ) tothe CxtBACS1. Then, this last one enfores the PolsetC (message 8 : enforeCandi-datePoliySet(req1,p1,a1)) by exeuting the enforeCandidatePoliySet algorithmpresented in Figure 6.17.There exist a loop in the ACCA, in whih for eah aess request the messages4, 5, 6, 7, and 8 are exeuted in order to verify the aess request. This loop will be�nished when the requestor quit the ACCA.6.16.3 Ative approahThe ative approah is more omplex than the passive approah for enforing ontext-based aess ontrol poliies. In order to implement a CxtBACS that supports thatative approah, we need to ontinuously verify the urrent aess ontext in orderto dynamially enfore the set of andidate aess ontrol poliies.When CxtBACS identi�es aess ontrol poliy ativated aording to the ur-rent ontext, it should notify the a�eted users. In this ase, ACCA shows in theativated resoure list only the resoure in whih there exists one or various granted



164 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelspermission assigned to the user. Therefore, the task of assigning permission to usersis dynamially ontext-dependent.The ative approah requires a noti�ation servie that onstantly updates thelist of resoures available to the a�eted users, taking into aount the permissionsassigned to the ontext onditions (i.e. aess poliies) that math the urrentontext.6.16.4 Hybrid approahIn the hybrid approah, the enforement proess is onduted in two phases. Firstly,the user should request a list of ativated resoures, aording to the urrent aessontext. Posteriorly, users request aess to any resoure from this list. CxtBACSrequests the urrent ontext to the CxtMF in order to verify again the grantedpermissions to the requestor.This approah eliminates the seurity problems present in the passive approahes,beyond reduing the proessing load and the di�ulty for implementing the ativeapproah.6.17 Implementation RequirementsIn order to fully exploit the expressiveness of CxtBAC Models, CxtBAC-basedaess ontrol systems (CxtBACS) need to support eah type of ontext information(i.e., ontext of resoure, resoure requestor, resoure owner, and environment) thatis relevant for making ontext-based aess ontrol deisions. It an be met by thefollowing requirements:1. It is required to de�ne an aess ontext model taking into aount the aessontrol requirements of an appliation senario. This model should desribethe ontext information dimensions needed to support the ontext-based aessontrol poliies;2. It is required an entity in harge of ontext management assoiated with re-soures, resoure requestors, resoure owners, and environment. This entityshould be able to provide ontext information with quality and seurity toCxtBACS, preserving the privay of users;3. It is required the support to ontext sensing and annotation operations in orderto annotate resoures with ontext information at reation and request time.Stati resoures should be annotated at reation time, while dynami resouresat request time. Moreover, users should be able to annotate other users withterms desribing their soial relationship. Therefore, these mehanisms shouldassist CxtBACS in the ontextual annotation task of resoures;



6.18. Conlusion 1654. It is required to assure the seurity, privay, and quality of ontext informationused for making ontext-based aess ontrol deisions. Using ompromisedontext information may result in inorret aess ontrol deisions;5. CxtBACS needs to identify the urrent aess ontext at request time of anyproteted resoures, in order to deide whether or not it should grant usersthe assigned permission. Moreover, it should be possible to suspend the aessontrol poliies ativated by an aess ontext when the situation hanges to astate where its ontext onstraint expression is not more true [Yokoyama 2006℄.6.18 ConlusionWe have desribed in this Chapter a family of ontext-based aess ontrol modelsfor pervasive environments. CxtBAC models an be instantiate for implementingontext-based aess ontrol systems for pervasive environments. Aording to thespei� requirements, suh as QoC, privay, and soial-aware support, aess on-trol systems ould implement the orrespondent CxtBAC model. CxtBAC do notsupport separation of duties, however, CxtBAC supports the priniple of least priv-ilege. Moreover, CxtBAC models an be instantiate to support disretionary andmandatory aess ontrol poliies. Compared with traditional aess ontrol modelssuh as RBAC, CxtBAC introdues several features:� The set of aess permission are dynamially variable for a CxtBAC system,while for a onventional system this set is onstant. An aess permission toa resoure is based on ertain thresholds that depend on ontext information,suh as users behavior. CxtBAC-based aess ontrol systems alter dynami-ally the aess permission to prevent potential abuse of privileges, identifyingdeviation from usual behavior or falling outside some ontext;� CxtBAC allows making deision aess based on multiple situational infor-mation (e.g., loation of users, time, veloity) instead of a single one for on-ventional systems (identity). This o�ers �exibility but also omplexity thatshould be dealt with in an appropriate way;� Multiple administrative entities (e.g., eah user ould be an administrator)will be involved in a CxtBAC system, whereas only a single entity is involvedin a onventional aess ontrol model. This requires an infrastruture that fa-ilitates trusted ross-domain ontext exhange and peer-to-peer interations;� Although the CxtBAC model is more �exible and inreases the expressivenessof aess ontrol poliies, the set of aess poliies for granting permissionsmust be de�ned in advane, i.e., they are not generated on the �y by an aessontrol engine that explores ontext information, e.g., onerning resoureusage patterns, learns and derives the most appropriate aess ontrol poliies.



166 Chapter 6. CxtBAC - a Family of Context-Based Aess ControlModelsIn order to make the aess ontrol proess truly dynami and transparent,ontext-based aess ontrol poliies need to be generated on the �y as well.We have introdued a generi representation of ontext-based aess ontrolpoliies that supports the de�nition of ontext onstraints as part of the poliy.However, it is neessary to use the aess ontrol behavior learned over timeto funtionally adapt those poliies, resulting into a more robust, �exible, andsalable aess ontrol solution.



Chapter 7CxtMF: Context ManagementFramework
Résumé: Ce hapitre dérit l'arhiteture de gestion d'information ontextuelleproposée, ainsi que les modèles ontextuelles sémantiques et les méthodes d'estimationdes indiateurs de qualité assoiés à ette information. Nous dérivons les besoins etl'impat du support liés au traitement de l'information de qualité du ontexte danshaque ouhe de gestion. Ainsi, e hapitre disute des résultats d'implémentationet d'évaluation de l'arhiteture proposé pour la gestion ontextuelle ave le sup-port aux modèles sémantiques d'information (qualité et ontexte) et les méthodesd'estimation des indiateurs de qualités.
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7.1 IntrodutionIn order to deploy ontext-based aess ontrol servies that implements elements ofthe family of CxtBAC models, we need to integrate a ontext management servie to



168 Chapter 7. CxtMF: Context Management Frameworkprovide QoC-enrihed ontext information. In this hapter we desribe the proposedContext Management Framework, named CxtMF . CxtMF is omposed by serviesin harge of gathering, deriving, inferring, proteting, and providing ontext enrihedwith quality information to ontext onsumers, suh as ontext-based servies (e.g.,CxtBAC-based system) and ontext-aware appliations.As disussed in Chapter 4, QoC has a real impat on the behavior of any ontext-aware appliation and servie. Using ontext information with unexpeting qualityinreases the risk of unsuitable ontext-based ations. Let us note that it is veryimportant to onsider QoC in the various layers of ontext provisioning proesses.In our framework, QoC is used for:1. Supporting Global and Loal QoC thresholds: the ontext management frame-work supports Global and Loal QoC thresholds in order to provide ontextinformation that meets spei�ed quality requirements. Global QoC thresholdsare de�ned in the level of management and are applied for all ontext on-sumers. Loal QoC thresholds are de�ned individually to meet QoC spei�requirements of eah ontext onsumer;2. Seleting of sensor and ontext providers: QoC is used to selet sensors and/orontext providers in order to disard raw ontext data from sensors/ontextproviders that does not reah the minimum quality level �xed by QoC thresh-olds. Moreover, ontext providers and sensors that do not reah the pre-de�ned QoC thresholds are added into the blak list of registered ontextproviders/sensors;3. Improving ontext-based appliations: by taking into aount QoC information,appliations and servies an improve its ontext-aware reasoning and deisionmaking by reduing the probability of inorret adaptation. In our ase, QoCis used to improve the enforement of ontext-based aess ontrol poliies.Despite the existene of others ontext management frameworks and middle-wares proposed by the sienti� ommunity, suh as the Context Toolkit1, CASS[Fahy 2004℄, Hydrogen [Hofer 2002℄, and SOCAM [Gu 2004℄, we deided to de�neand develop a new framework in order to have �exibility to easily integrate themanagement of the proposed ontext and QoC models, as well the proposed QoCmeasurement approahes.However, nothing prevents the ideas and QoC measurement mehanisms pro-posed here of being embedded in other existing solutions. The proposed QoC as-sessment mehanisms are quite general and an be implemented in aordane withspei� requirements of other ontext management frameworks.Therefore, our intention here is not to improve features of ontext management1http://www..gateh.edu/fe/ontexttoolkit/
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Figure 7.1: Pervasive Computing Environment Overview.proess itself, but simply to exploit the ontext management layers to enrih ontextwith quality in order to verify if QoC information meets the QoC thresholds.The reminder of this Chapter is organized as follows: �rst, we desribe the
CxtMF referene arhiteture and the funtional aspets of its omponents. Then,we present the ontext and QoC models proposed to represent semantially ontextinformation and its assoiated quality dimensions, respetively. Finally, we presentpreliminary evaluation results of our implementation.7.2 Referene Arhiteture ofContext Management Framework (CxtMF)Figure 7.1 illustrates a hypothetial pervasive omputing environment used as basisfor de�ning our ontext management arhiteture. In this senario, we have varioussensors S distributed on the environment and on embedded mobile devies (e.g.,smartphone equipped with GPS sensor, Bluetooth, Wi�, et) produing ontextinformation. Context information is provided to ontext onsumers, suh as ontext-aware appliations and servies.Let CxtObj be an objet that represents a ontext information c and its value(e.g., loation) about a real world entity E (e.g., user). CxtObj are olleted bysensors S that an be lassi�ed as physial (e.g., smart-phone equipped with GPSsensor, Bluetooth, Wi�, Sun Spot ) or logial : physial sensors (i.e., piees of hard-
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Figure 7.2: Referene Arhiteture of CxtMF.ware) apture information from a host loated in the environment (e.g., loation,temperature, noise-level, light, proximity of another devie); logial sensors onsistonly of software omponents. Suh logial sensors are used to gather informationthat an be obtained from users (e.g., an appliation that ask the users about her/hisurrent ativity) or system internal soures (e.g., log-�les, status of appliations andservies, network information).Sensors belong to di�erent domains in the environment (see in Figure 7.1 sen-sors belonging to Domain A, and Domain B). A domain represents a pervasive sub-environment assoiated with an organization, suh as a ompany, a university, et.
CxtObj are olleted, aggregated and stored by Context Providers (CP) distributedin suh domains. CxtObj are assoiated with some QoC information (QoCP) sensedfrom the environment, named QoC parameters, whih is used to evaluate the orre-sponding QoC indiator (QoCI). For instane, the aptureTime (information sensedfrom the environment) is a QoCP used to measure the QoCI up-to-dateness of theontext information represented by a CxtObj, suh as loation.Figure 7.2 illustrates the referene arhiteture of our ontext management frame-work, named CxtMF . CxtMF is de�ned to support ontext-aware appliations andservies in PCE, suh as instanes of CxtBAC model. The main idea behind the
CxtMF is providing ontext information to ontext onsumers, taking into aountthe quality aspets of ontext information in all steps of ontext management pro-ess.The main entities of CxtMF are the Context Providers (CP) and Context In-formation Servie (CIS). Context Providers (CP) are brokers that send CxtObj



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 171assoiated with some QoCP to the Context Information Servie (CIS) belonging tothe same domain, i.e., its primary CIS. Eah CP is registered at only one primaryCIS. CIS is omposed of various modules in harge of ontext management funtions:Context Colletor (CC), Context Reasoner (CR), Context Obfusator (CO), QoCEvaluator (QoCE), and Context View Provider (CVP). CIS an still ommuniatewith other CIS of di�erent domains with whih maintain trust relationships.The separation of CxtMF into two main entities (i.e., CP and CIS) is onlyfuntional. It means that CxtMF an implement these entities running together ona single proessing unit (e.g., an appliation server running the CP and CIS) or onvarious distributed proessing units (e.g., CP running on smartphones and CIS onan appliation server). In the following, we give some de�nitions used throughoutthis hapter:� Context Information (CI): CI represents a set of ontext information sup-ported by the system. Eah element of CI (ci ∈ CI) has a domain of possiblevalues, denoted as cidv . For instane, ci ould be loation, time, date, et;� Entity (E): E represents a set of real world entity that an be observed bythe pervasive environment. By observed we mean the environment ability ofolleting CI about suh entities. For example, e ∈ E ould be a user, a room,et;� Sensor (S): S represents a set of sensors that an be used to gather informationabout the observed entities E in the environment. A sensor an be lassi�edas physial or logial ;� Context Objet (CxtObj): it is a set of objets that represents a set of ontextinformation CI and its value gathered by sensors S about entities E;� Quality of Context (QoC): QoC represents a set of information that desribesthe quality of a ontext information ci. QoC an be lassi�ed yet as QoCparameter (QoCP) or QoC indiator (QoCI).Therefore, a ci ∈ CI assoiated with a entity e ∈ E is sensed from the envi-ronment by using one sensor s ∈ S, whih is represented in the framework by a
co ∈ CxtObj. Moreover, a CxtObj an still be assoiated with some QoC informa-tion gathered and generated throughout the management proess.Before desribing in detail CxtMF , we present the Context and QoC modelsused as basis to represent semantially ontext and QoC information in the CxtMF ,respetively.7.2.1 Modeling Context and Quality of ContextVarious modeling approahes an be used to represent ontext and QoC informa-tion in pervasive systems, as disussed in Chapter 4. In [Strang 2004℄, Strang et
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Figure 7.3: Context Top Ontology [Viana 2008℄.al. present a survey of existing ontext modeling solutions and provides a tax-onomy to lassify them. They identi�ed the following ategories of tehnologiesto modeling ontext: key-value models, markup sheme models, graphial models,objet-oriented models, logi-based models, and ontology-based models.Our experiene with Semanti Web and Web 2.0/3.0 tehnologies shows that us-ing ontologies for modeling ontext information is well suited for PCE [Viana 2008℄.In fat, ontologies are often used in order to ahieve a shared semanti understandingof onepts and the relationships that hold among them. Besides that, ontologies al-low semanti enrihment of ontext information through inferene and/or derivationproesses.Therefore, we have de�ned two ontologies for modeling Context and QoC in-formation in order to failitate the ontext and QoC representation, sharing, andsemanti interoperability in the CxtFM . We used the OWL Web Ontology Lan-guage2 to represent the proposed ontologies: Context and QoC ontologies.7.2.1.1 Context ModellingWe proposed in [Viana 2008℄ a Context Top Ontology that lassi�es ontext informa-tion aording to �ve di�erent dimensions (see Figure 7.3) : spatial (e.g., loation),temporal (e.g., date, instant, interval), spatio-temporal (e.g., weather onditions),soial (e.g., nearby persons and friends), and omputational (e.g., Bluetooth addressof nearby devies). These dimensions are de�ned in the following:2http://www.w3.org/TR/owl-ref/



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 173� Spatial dimension: this ontextual dimension haraterizes the situation of ob-served entities from spatial aspets. For instane, indoor and outdoor loation,GPS oordinates, address;� Temporal dimension: a ontext information belongs to this dimension if itharaterizes the situation from time aspets. For example, instant, period ofday, month, year, day, et;� Spatio-temporal dimension: this dimension haraterizes the situation of ob-served entities from both spatial and temporal aspets. Eah piee of ontextinformation is assoiated with a partiular loation at a partiular time. Forinstane, weather onditions, temperature, noise, luminosity, et;� Soial dimension: this dimension haraterizes the situation from soial rela-tionships. For example, a ontext management framework ould identify thepersons in the environment, user's friends around when she/he uses a ontext-aware appliation, et;� Computational dimension: this dimension haraterizes the situation fromomputational harateristis. We still lassify this information in two dif-ferent types: invariable and variable. An invariable ontext information isonstant over the useful life of the sensor. For example, the apabilities ofthe user's mobile devie is an invariable ontext information. A variable in-formation is just the opposite, where it may hange during the useful life ofthe sensor. For example, it an be the pervasive devies around the user (e.g.,other mobile devies and printers), the onsumption of memory and proessingof a mobile devie, et;Observed entities an be lassi�ed as: user, environment, and resoure. We arereusing the Context top Ontology that we have de�ned in [Viana 2008℄ as a basis tode�ne news ontologies to represent ontext of user (CxtUser ontology), ontext ofresoure (CxtRes ontology), ontext of environment (CxtEnv ontology), and aessontext (AessCxt Ontology, whih is used to represent the ontext of aess entitiesat request time).Moreover, we are reusing GeoRSS3 onepts to desribe GPS oordinates, OWL-Time4 ontology in order to express temporal information, and the RDF FOAF5ontology for desribing soial ontext dimensions.Figure 7.4 illustrates the CxtUser model, i.e., the ontext of user. The mainontext onepts related to users are the following: Loation (Indoor and Outdoor),FOAF pro�le, Ativity (Personal and Professional), and Time (Instant, period ofday). User's identity an be semantially desribed by a ID, fname (�rst name),3http://www.georss.org/4http://www.w3.org/TR/owl-time5http://xmlns.om/foaf/spe/
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Figure 7.4: CxtUser Ontology: Context of users.

Figure 7.5: CxtEnv Ontology: Context of environment.
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Figure 7.6: CxtRes Ontology: Context of resoure.

Figure 7.7: Aess Context Ontology: Observed entities and the environment.



176 Chapter 7. CxtMF: Context Management Frameworklname (last name), pseudonym, and role_group, whih are datatype properties ofthe Identity onept.We are using IETF RFC 41196 as basis to represent semantially indoor and out-door loations. Indoor loation an be desribed using any of the following formats:building_name (LMK); building_name and �oor (LMK, FLR); building_name,�oor, and room (LMK, FLR, LOC). Outdoor loation an be stated using fourstandard notations: ountry (ountry); ountry, and ity (ountry, A3); ountry,ity, and street (ountry, A3, A6-STS); ountry, ity, street, and house_numberwith su�x (ountry, A3, A6-STS, HNO-HNS).Figure 7.5 illustrates the ontext of environmental entities. The lowest level ofgranularity to de�ne a pervasive environment is a room for a indoor situation and aGPS oordinate for a outdoor situation. A environment belongs to a domain (dataproperty domain) that has various distributed sensors, whih are represented as
SpatialTemporal_Element (e.g., temperature, noise, luminosity). Like users, theenvironment is also assoiated with a loation and a time. Figure 7.6 illustratesthe ontext of resoure entities, suh as proteted �les, printers, servies, et. Thestatus of dynami resoures (e.g., printers, servies) is represented by the oneptStatus.Figure 7.7 illustrates the aess ontext onept desribed in Chapter 6. Thisontology represents the relevant ontext information for making aess ontrol dei-sions about the observed entities (users and resoure) and the environment aroundthem. It is de�ned using as basis the CxtUser, CxtEnv, CxtRes ontologies. Eahontext-aware appliation/servie registered in the CxtFM is able to de�ne theirown ontext model.Relationships between the ontext of observed entities and QoC informationare de�ned by two objet properties de�ned in the QoC ontology: hasQoCP andhasQoCI. Before presenting the QoC Ontology, we need to introdue some QoConepts that were used to guide our de�nition.7.2.1.2 QoC de�nitionsModeling QoC is not always straightforward and easy due to the subjetive na-ture of the term quality. Unlike existing works [Buhholz 2003, Razzaque 2005,Preuveneers 2006, Kim 2006b, Sheikh 2008, Sheikh 2007℄ that identify only QoCdimensions for desribing the quality of ontext, we are lassifying QoC in two dif-ferent types: QoC indiators (QoCI) and QoC parameters (QoCP). We de�ne QoCindiators (QoCI) as any well-de�ned quality aspet that an be evaluated by thesystem and used for desribing the quality of ontext information. For instane, wean evaluate the QoCI preision for desribing the quality of loation informationused by a loation-based servie (LBS).6http://www.ietf.org/rf/rf4119.txt?number=4119



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 177We de�ne QoC parameters (QoCP) as any information sensed from the envi-ronment that an be used for measuring QoC indiators. For instane, aptureTime,urrentTime, and lifeTime are QoCP used for measuring the QoCI up-to-dateness.In fat, QoCI represent high-level interpretations of QoCP aording to a well-limited aspet (e.g., preision, resolution). Therefore, QoCI values are more likelyto be used by servies and appliations than QoCP.We lassify QoCI aording to the moment that they should be measured: real-time QoCI and transformation-time QoCI. A real-time QoCI should be measuredat the very moment when a CxtObj will be used/veri�ed by a ontext onsumer.It means that its value will not be valid if this QoCI has been measured for anon immediate use. For instane, QoCI up-to-dateness is a real-time QoCI. Atransformation-time QoCI should be evaluated eah time that its assoiated CxtObjis transformed/generated by a derivation/inferene proess in order to get a newhigh-level ontext information. For example, QoCI preision is a transformation-time QoCI. These onepts are important to guide us for de�ning the QoC measuringmethods proposed in this work. Moreover, they allow us to identify at whih timeand layer(s) of the ontext management framework eah QoCI must be evaluated.Buhholz et al. [Buhholz 2003℄ laim that preision, probability of orretness,trust-worthiness, resolution, and up-to-dateness are the most important QoCI forPCE. Kim et al. [Kim 2006b℄ have proposed a di�erent set of QoCI: auray,ompleteness, representation onsisteny, and aess seurity. Later on, Sheikh etal. [Sheikh 2007℄ have onsidered the following QoCI: preision, freshness, tempo-ral resolution, spatial resolution, and probability of orretness. From our point ofview, the relevant set of QoCI is diretly dependent from the ontext onsumer (i.e.,appliation and servie using that information) and/or the situation. For example,QoCI up-to-dateness is a very important QoCI for real-time ontext-aware applia-tions, suh as health are appliation. However, up-to-dateness is not so relevantfor ontext-based annotation systems suh as multimedia management appliations[Viana 2008℄.Therefore, we have de�ned the QoC model using as basis the set of QoCI iden-ti�ed in the existing work [Buhholz 2003, Kim 2006b, Sheikh 2007, Sheikh 2008,Manzoor 2008℄. This set was extended with the following new QoC onept: sensi-tiveness. Moreover, we have rede�ned the following QoCI onepts: preision, om-pleteness, resolution, aess-seurity, and up-to-dateness (see Setion 7.2.4). Thus,the set of QoCI desribed in the QoC ontology is omposed by the following ele-ments: preision, orretness, onsisteny, ompleteness, resolution, auray, trust-worthiness, aess-seurity, sensitiveness, signi�ane, and up-to-dateness. QoCmodel is extensible, allowing the addition of new QoC onepts (QoCI and its as-soiated QoCP). Unlike the model proposed in [Razzaque 2005℄, QoCOnt allows usalso to de�ne similarity relationships between QoC onepts and to represent QoCP.In order to measure a QoCI, it is used one or more assoiated QoCP. To measurethe QoCI preision, ompleteness, resolution, aess-seurity, up-to-dateness, and



178 Chapter 7. CxtMF: Context Management FrameworkTable 7.1: Relationships between QoCI and QoCPQoC Indiator QoC ParameterUp-to-dateness aptureTime, urrentTime,lifeTimeSensitiveness numberOfDislosureLevel,urrentDislosureLevelAess Seurity CurrentSeurityLevel,NumberOfSeurityLevelCompleteness NumberOfAnsweredRequest,NumberOfRequestPreision NumberOfPreisionLevel,CurrentPreisionLevel,ProessAurayResolution NumberOfGranularityLevel,CurrentGranularityLevel,EntityLoationsensitiviness we de�ned the set of QoCP desribed in Table 7.1. For instane,aptureTime, urrentTime, and lifeTime are QoCP used to measure the QoCI up-to-dateness.QoCP an be aptured at two di�erent moments: at ontext sensing time, or atevaluating time of the assoiated QoCI. In the next setions, we present the CxtOntand QoCOnt models in detail.7.2.1.3 QoC OntologyFigure 7.8 illustrates the QoC ontology de�ned to represent QoC assoiated withontext onepts of Context Top Ontology. QoC model is onstruted around twomain lasses: QoCP and QoCI. The QoCP lass has �fteen pairwise disjoint sub-lasseswhih de�ne the set of QoCP that we are taking into aount.ElementaryElement lass represents the raw ontext data. The link betweenElementaryElement onept (sublass of the Context_Element lass de�ned in theCxtOnt) and the QoC onepts is established using the objet property hasQoCP.New QoCP and QoCI an be de�ned if needed, as new speializations of the QoCPand QoCI lass, respetively.The QoCI lass models the QoCI. For assoiating ontext elements with QoCI weuse the hasQoCI objet property. A ontext element an be linked to every de�nedQoCP and to every de�ned QoCI. One an also use QoCI de�ned in other ontologiesby speifying alignments or orrespondenes with our QoCOnt ontology.
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Figure 7.8: QoC Ontology.An inferred or derived ontext element, named CE, (i.e., instane of theComputedElement lass) is alulated using one or several raw ontext informationrepresented by ElementaryElement lass, E1, . . . , Ek, designated by theomputedUsing objet property. In order to alulate the QoCI attahed to theomputed ontext element CE, omputation methods are applied on the QoCIde�ned for the elementary ontext elements, E1, . . . , Ek.We use rei�ation in order to speify the ternary relation (QoCCompDerInfMtd)between the omputed ontext element (ComputedElement), the QoCI to be om-puted, and the omputation method (ComputationMethod) to be used.7.2.2 Context Providers (CP)Context Providers (CP) are the CxtMF entities in harge of gathering ontextinformation measured from the environment. CP are brokers on the environmentor on the mobile devies that are able of apturing and sending CxtObj to theContext Information Servie (CIS) (see 7.2). A CP an be on�gured to run in oneof these two operating modes: push and pull. In the push operating mode, CP sendautomatially the gathered information to the ontext information servie (CIS) asalerts. However, in the pull mode the CIS should request the CP every time thatthey need any ontextual information managed by that CP .A CP an manage one or more sensors, whih an be of type xtsensors (thissensor is in harge of gathering the raw ontext data) and QoCsensors (this sensoris in harge of gathering QoC parameters when the QoC is ativated in the frame-work). Therefore, a CP an be in harge of gathering one or more kind of ontextinformation. To support this funtionality, CP keep a dynami list of registered sen-sors S, ontrolling the synhronous (push operating mode) and asynhronous (pulloperating mode) noti�ations from them. Moreover, CP keeps a dynami queue ofreeiving information from eah registered sensor.A CP an have one or more QoC evaluating omponents (QoCEC) registered in



180 Chapter 7. CxtMF: Context Management Frameworkharge of gathering and evaluating QoC information assoiated with CxtObj. CPdeploy dynamially the QoCEC in order to evaluate the quality of raw ontext data.Eah QoCEC is in harge of evaluating a well-de�ned QoC dimension (QoCEC isdesribed in details in Setion 7.2.4). By using CxtObj enrihed with QoC informa-tion, a CP is able to selet sensors based on QoC thresholds de�ned by the ontextmanagement administrator. CP support four aggregation methods for evaluatingQoC thresholds, as desribed in the following:� Default: it evaluates individually all QoC thresholds, verifying if eah urrentevaluated QoC indiator assoiated with the CxtObj reahes its orrespondentQoC threshold. Formally, let qij be a QoCI and QoCIt,j be its orrespondentQoC threshold, j = 1, 2, . . . , n, and n is the number of elements in QoCI.For eah qij , if qij ≥ QoCIt,j then qij reahes QoCIt,j . If all qij reahes itsorrespondent QoCIt,j , then the raw ontext information represented by the
CxtObj meets the prede�ned quality requirements and will be forwarded tothe CIS. In another ase, the information will be disarded by the CP ;� Pessimisti: this approah takes the highest QoC threshold value as the globalQoC threshold. Formally, let QoCIt be a QoC threshold, QoCIT be the setof QoC thresholds, and hQoCt be the highest QoC threshold of QoCIT . For-mally, ∀QoCIt ∈ QoCIT,QoCIt ≤ hQoCt. hQoCt will be de�ned as theGlobal QoC threshold QoCIg. In this ase, eah urrent evaluated QoC indi-ator assoiated with the CxtObj should reahes that global QoC threshold.Formally, let qij be a QoCI, j = 1, 2, . . . , n, and n is the number of elementsin QoCI. For eah qij , if qij ≥ QoCIg then qij reahes QoCIg. If all qijreahes the QoCIg, then CxtObj will be forwarded to the CIS. In anotherase, the information will be disarded by the CP ;� Optimisti: this approah is similar to pessimisti but it takes the lowest QoCthreshold value as the global QoC threshold. Formally, let lQoCt be the lowestQoC threshold of QoCIT . ∀QoCIt ∈ QoCIT,QoCIt ≥ lQoCt;Average and weighed average: these methods alulate the average value ofQoC thresholds and use it as Global QoC thresholds. The weighed averagetakes into aount the weight of eah QoCI indiator when alulating theaverage.

CP supports yet three sensing modes desribed below:� Default: if a CP is on�gured to operate in this sensing mode, only rawontext information will be gathered from the sensors ontrolled by it. In thisase, the CxtFM will run like a QoC-unaware ontext management system;� Supporting QoC: by using this sensing mode, raw ontext information willbe enrihed with some QoC parameters. QoC parameters will be used for



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 181measuring QoC indiators assoiated with CxtObj by the upper layers ofontext management;� Measuring QoC: if a CP is on�gured to operate in this sensing model, rawontext information CxtObj will be enrihed with QoC Parameters and QoCIndiators. In this ase, CP should run the QoCE omponents in order tomeasure the QoCI values.Eah CP sensing mode has advantages and drawbaks. Default sensing moderequires less proessing time and memory. However, if it is used the framework andappliations will not be able to take advantage of supporting QoC in the varioussteps of management and use of ontextual information, respetively.The seond sensing mode o�ers means of evaluating QoC in the upper layers ofthe framework. However, CP will not be able to selet the sensor with the highestQoC indiators from a set of redundant sensors, i.e., CP will be QoC-unaware. Inthis ase, the quality veri�ation of redundant ontext information should be arriedout by the upper layers of CxtFM . Finally, CP sent the olleted information tothe Context Colletor (CC) entity, i.e., a set of CxtObj that may be assoiated withsome QoC information.In the CxtMF , ontext information is semantially represented by using Cx-tUser, CxtEnv, CxtRes, and QoC Ontologies. CxtMF supports also Java Beansand XML �les to represent CxtObj. All on�guration parameters desribed previ-ously (e.g., QoC threshold values, the aggregation method type) must be desribedin a on�guration �le. We have desribed it in a XML �le named CP_on�g.xml.The gathered ontext information by CP is sent to the Context InformationServie (CIS), more spei�ally to the omponent Context Colletor (CC). The nextsetion presents the CIS in details.7.2.3 Context Information Servie (CIS)Context Information Servie (CIS) is the main omponent of our ontext manage-ment framework (see Figure 7.2). It is omposed by the following sub-servies:Context Colletor (CC), Context Reasoner (CR), Context Obfusator (CO), QoCEvaluator (QoCE), Context View Provider (CVP). CxtMF is on�gurable, allow-ing ativate/deativate the sub-servies CR, CO, and QoCE when the administratordeems it neessary. Deativating these servies do not a�et the ore funtionality ofthe ontext management framework: to apture and provide information to ontextonsumers. In this ase, CVP ommuniates diretly with the CC.� Context olletor (CC) is in harge of reeiving ontext information from (CP)and environment sensors;



182 Chapter 7. CxtMF: Context Management Framework� Context Reasoner (CR) is in harge of inferening and deriving operations onraw sensed data;� Context Obfusator (CO) applies privay rules on semanti high-level ontextinformation;� QoC Evaluator(QoCE) measures the QoC assoiated with eah ontext infor-mation;� Context View Provider (CVP) is in harge of making interfae with ontextonsumers, providing QoC-enrihed ontext information.
CIS keeps a list of registered Context Provider (CP), a list of registered envi-ronment sensors (S), and a list of registered ontext onsumers. Registered ontextonsumers are allowed to on�gure QoC thresholds and QoC aggregation methodsin order to �lter ontext information aording QoC requirements. This set of XMLon�guration �les, named Consumer's QoC poliies, are enfored only when theQoC support in the framework is ativated. In the following, we present in detaileah sub-servie that omposes the CxtMF .7.2.3.1 Context Colletor (CC)Context Colletor (CC) ollets and aggregates ontext and QoC information sentby CP . Moreover, CC an ollet ontext information sent diretly by sensorsdistributed on the environment (see Figure 7.2). In this ase, CC inorporates somefeatures of CP . The ontext and QoC information olleted is used to onstrutthe global ontext of the observed entities. Global ontext onsists of all ontextinformation that the system is able to ollet about an observed entity, suh as auser or a room (environment).
CC ommuniates diretly with QoC Evaluator (QoCE) servie in order to eval-uate the QoC dimensions of raw ontext information. This proess is exeuted onlyif the CP and the CxtMF are on�gured to support QoC management funtional-ities.Global ontext of eah observed entity is stored in the Global Context Reposi-tory (GCR) (i.e., a SGDB). Global ontext represents all ontext information thatthe framework is able to gather for haratering a observed entity and the envi-ronment. At this moment, an instane of the orrespondent ontext model of theobserved entity is generated with the most reent global ontext (i.e., CxtUser or

CxtEnv or CxtRes). This OWL doument will be used by the Context Reasoner(CR) and Context Obfusator (CO) servies for inferring/deriving high-level ontextinformation from raw sensed data.



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 1837.2.3.2 Context Reasoner (CR)Context Reasoner (CR) runs inferene and derivation proess on raw sensed datain order to obtain semanti high-level ontext information. This proess is arriedout on OWL douments that desribe the Global ontext of observed entities. Ourimplementation of CxtMF uses Pellet7 for evaluating SWRL8 rules prede�ned bythe ontext management administrator in order to infer new higher level ontextinformation from raw ontext data.For instane, a SWRL rule an be de�ned for inferring the name of nearby user'sfriends from Bluetooth address of nearby devies (omputational ontext) and theFOAF9 user's pro�le. This new information (nearby user's friends) will ompose thesoial ontext dimension of the Global ontext of users (i.e., an instane of CxtUser).To infer new high-level ontext information from raw sensed data, CR supportsthe dynami deployment of Context Reasoner Components (CRC). Eah CRC isin harge of deriving/generating a new ontext information from the existing rawsensed data. For example, a CRC an be implemented to use the georeverse WebServie (Geonames10) in order to set the address from GPS oordinates.After exeuting the set of inferene rules and the set of CRC on raw ontextdata desribed by the global ontext, the CR must evaluate the QoC assoiatedwith eah new high-level ontext information. This operation is exeuted only if theQoC support is ativated in the CxtMF (CIS_on�g.xml).7.2.3.3 Context Obfusator (CO)Context Obfusator (CO) enfores privay poliies on ontext information by run-ning obfusation and anonymization operations based on ontologies. Privay poliiesare divided in two set of rules: personal privay poliies and global privay poliies.Personal privay poliies are de�ned by the owner of ontext information, i.e., theuser.However, the global privay poliies are de�ned by the CxtMF and are appliedon the ontext information of all observed entities. There exists two operating modesthat de�ne the enforing priority of privay poliies: mandatory and disretionarymode. In the mandatory mode, global privay poliies take preedene over personalprivay poliies in the ase of having two or more on�iting poliies. However, byoperating in the disretionary mode the personal privay poliies take preedeneover global privay poliies.We are using an approah similar to the solution proposed by Wishart et al.[Wishart 2007℄ for obfusating ontext information based on ontologies. In our7http://larkparsia.om/pellet8http://www.w3.org/Submission/SWRL/9http://www.foaf-projet.org/10http://www.geonames.org/



184 Chapter 7. CxtMF: Context Management Frameworkapproah, privay poliies are represented by using SWRL rules. Privay poliiesare evaluated by the CO in order to limit and/or to generalize the dislosure levelof ontext information. As result, only the dislosed ontext onepts, properties,and datatype properties desribed on the global ontext doument will be desribedon the resulting OWL doument, named Context View.Privay poliies are stored by the Privay Poliy Management (PPM), whihprovides a web interfae to ease the writing of SWRL rules. As ours with CR, afterapplying the SWRL privay rules if the QoC support is ativated in the framework,
CR requires the QoCEC for re-evaluating the QoC of modi�ed ontext oneptsdesribed in the Context View. By performing this operation, the onsistene ofQoC values assigned to the ontext onepts will be preserved.7.2.3.4 QoC Evaluator (QoCE)QoC Evaluator (QoCE) is the main servie of QoC evaluating proess. It allowsto dynamially deploy QoCEC in order to evaluate the QoC dimensions supportedby the CxtMF . There exists a QoCEC for eah well-de�ned QoC aspet (e.g.,preision, up-to-dateness).Let us note that in the CxtMF , QoC measuring proess is performed in twosteps: �rst step evaluates QoC on raw sensed data, whih is realized by CP/CC aswas desribed in previous setions; In the seond step, QoC of high-level ontextinformation resulting of deriving, inferring, proteting operations exeuted on rawsensed data is re-evaluated.We desribe in detail the QoCE omponents proposed for evaluating the qualityof ontext in setion 7.2.4.7.2.3.5 Context View Provider (CVP)Context View Provider (CVP) answers the ontext information queries, providingContext Views to ontext onsumers. They an operate in two modes: push andpull. Moreover, they support two types of queries: full query: CVP answers theontext request by sending the full ontext view assoiated with an observed entity;personalized query: CVP answers the ontext request by sending the ontext viewontaining only the information requested. Before answering the request, CV P allsthe ContextObfuscator(CO) in order to evaluate the privay rules.If the QoC support is ativated in the CxtMF , CVP is able to provide QoC-enrihed Context Views to the ontext onsumers. Context View an be sent toontext onsumers as JavaBeans objets, XML �les or a OWL doument. CV Ckeeps a list of registered ontext onsumers, whih an be ontext-based applia-tions/servies or other CIS in whih it maintains a trust relationship.



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 1857.2.4 Measuring Quality of ContextIt is neessary to use a uniform representation of QoCIvalues in order to provide useful quality information for ontext onsumers. More-over, the QoCI representation must be understandable for any entity in the perva-sive environment. Aiming to meet these requirements, we have assumed that for anytuple of (CxtObj, QoCI) supported by the ontext management framework, thereexists one sequene of deterministi steps (Alg) whose result is a real number in theinterval [0,1℄, where 0 and 1 represent the minimum and maximum quality degreesof QoCI related with the ontext information CxtObj, respetively. This de�nitionis desribed below:
∀ (CxtObj,QoCI) ∃ Alg(QoCPset) : x, x ∈ R, 0 ≤ x ≤ 1where QoCPset is the set of QoCP values used for measuring the assoiated QoCI,and x is the QoCI value obtained by the QoC measuring method Alg. QoCI valuean be also represented in perentage or by using the following symboli desrip-tions, whih is more understandable by human beings: low, medium, and high.Low orresponds to the values in the interval [0,0.33℄, medium to the interval [0.33,0.66℄, and high to the interval [0,66, 1℄. In our ontext management framework,these QoC measuring methods are implemented as QoCE omponents (QoCEC).These QoCEC extend the abstrat lass QoCEComponent bellow:publi abstrat lass QoCEComponent {publi Double nValue = 0.0;// This method reeives the CxtObj that will be evaluated by th QoCE.publi void measureQoCI(ContextElement xtObj);alg(xtObj);// Evaluating QoCI assoiated with the ontext elementpubli abstrat void alg(ContextElement xtObj);} The nV alue is a variable that represents the numerial value of QoCI. Themethod measureQoCI(ContextElement xtObjt) is used by the other omponents ofthe CxtMF for requiring QoCI evaluation of the ontextual information (CxtObj).The method alg(ContextElement xtObj) is abstrat, whih means that this methodmust be enoded by the lasses that extend the lass QoCEComponent, i.e., theQoCE omponent implementations in harge of measuring QoCI.We present in the next subsetions the proposed QoC measuring methods forevaluating the QoCI sensitiveness, aess-seurity, ompleteness, resolution, and pre-ision. For the other QoCI desribed in the QoCOnt, we are using the existingapproahes desribed in Chapter 4.



186 Chapter 7. CxtMF: Context Management Framework7.2.4.1 SensitivenessWe de�ne the QoCI sensitiveness as the dislosure level of ontext information ata given time. The dislosure level an be hanged by the ontext owners in orderto enfore their privay requirements. The sensitiveness is a transformation-timeQoCI.Let us take the loation of users (outdoor and indoor) as example to illustratehow the QoCI sensitiveness an be hanged in aordane with the situation. Forexample, a user de�nes a privay rule dislosing his outdoor loation for his bosswhen he is on vaation in the �rst dislosure level. Table 7.2 shows the loation ofuser assoiated with the dislosure levels supported by the CxtOnt Model.Table 7.2: Indoor and outdoor loations assoiated with dislosure levelsDislosure Loationlevel Indoor Outdoor0 Undislosed Undislosed1 (LMK) (C)2 (LMK, FLR) (C,A3)3 (LMK, FLR, LOC) (C,A3,A6-STS)4 - (C,A3,A6-STS,HNO-HNS)5 - GPS oordinatesIn order to measure the QoCI sensitiveness, let QoCP
numberOfDisclosureLevel be the maximum dislosure level for the CxtObj. Thisinformation is obtained from a XML on�guration �le in our arhiteture, whihdesribes the dislosure levels for eah onept in the CxtOnt Ontology. Let QoCP
CurrentDisclosureLevel be the urrent dislosure level of the CxtObj, aordingthe privay rules of users. The QoCI sensitiveness of CxtObj, S(CxtObj), is measuredby the equation bellow:

S(CxtObj) =
CurrentDisclosureLevel

numberOfDisclosureLevel
(7.1)where QoCP numberOfDisclosureLevel 6= 0. The value 0 means that the on-text information is undislosed and the value 1 means that the ontext informationis being provided in the highest dislosure level. In the example desribed previ-ously, the S(location.outdoor) = 1

5 , then S(location.outdoor) = 0.2, whih an beinterpreted as a low level of dislosure. This QoCI informs the ontext manage-ment layers and ontext onsumers about the level of sensitivity of that ontextinformation, with regard to the privay requirements of users. By using that QoCI,ontext management frameworks and ontext onsumers will be able to apply seu-rity mehanisms to proteting the ontext information aordantly.



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 187We present bellow the ode of a CoCE omponent(lass QoCECsensitiveness) that implements this QoCI measuring method:publi lass QoCECsensitiveness extends QoCEComponent {publi void alg(ContextElement xtObj){// Verifing if the used QoCP values are not equal to zero.if (xtObj.getQoC().getQoCPurrentDislosureLevel() != 0 &&xtObj.getQoC().getQoCPnumberOfDislosureLevel() != 0) {// Measuring sensitivenessthis.nValue= (double)(xtObj.getQoC().getQoCPurrentDislosureLevel() /xtObj.getQoC().getQoCPnumberOfDislosureLevel());xtObj.getQoC().setQoCISensitiveness(this.nValue);} else xtObj.getQoC().setQoCISensitiveness(0.0);}}
QoCECsensitiveness extends the abstrat QoCEComponent lass. The om-mand if veri�es if eah QoCP used to measure the QoCI is not equal to zero. If thisondition evaluates to true, then nV alue gets the resulting value of QoCI measuringmethod, whih will be assigned to the QoCI assoiated with ontextual information(cxtObj.getQoC().setQoCISensitiveness(this.nV alue)). In any other ase, it willbe assigned zero to the QoCI assoiated with the evaluated ontext information(cxtObj.getQoC().setQoCISensitiveness(0.0)).7.2.4.2 Aess-SeurityWe de�ne the QoCI aess-seurity as the probability with whih the ontext informa-tion is delivered in seurity to the ontext onsumers. This real-time QoCI is usefulto know the probability with whih the ontext information has been maintained inseurity, from its apture by sensors to its use by ontext onsumers.We onsider that the ontext management frameworks are able to adapt theseurity mehanisms used to protet the ommuniation hannels between the Sand CIS, and between CIS belonging to di�erent domains. For instane, in the

CxtMF a CP (running on the environment or on a smartphone) is able to adopt anyFRAMESEC seurity strategy [Filho 2005℄ in order to protet its ommuniationhannels. In this ase, the CP veri�es onstantly its battery life in order to adapttheir seurity mehanism aordingly, i.e., by using another instane of FRAMESECthat requires less onsumption of resoures and, onsequently, o�ers a lower seuritylevel.It is based on a on�guration �le desribing all seurity mehanisms supported bythe CxtMF for proteting the ommuniation hannels, sorted by the seurity levelprovided for eah solution. For instane, the AES11 symmetri algorithm providesa higher level of seurity than the 3DES, whih provides a greater level of seuritythan the DES. Thus, seurity mehanisms onstruted using these algorithms for11http://www.sr.nist.gov/



188 Chapter 7. CxtMF: Context Management Frameworkproviding on�dentiality of ontext information will follow the same lassi�ationof seurity level. Let QoCP CurrentSecurityLevel be the seurity level of theurrent mehanisms used and QoCP NumberOfSecurityLevel be the maximumseurity level desribed in that on�guration �le. The QoCI aess-seurity relatedto CxtObj, AS(CxtObj), is measured by the equation bellow:
AS(CxtObj) =

CurrentSecurityLevel

NumberOfSecurityLevel
(7.2)where NumberOfSecurityLevel 6= 0. The value 0 means that any seuritymehanism was used to protet the ommuniation hannel, and 1 means that wasused the mehanism with the highest seurity level supported. This QoCI is usefulfor CIS and ontext onsumers to selet CP and CIS that provides ontext infor-mation, respetively. For example, a CIS an be on�gured to aept ontext infor-mation from CP only if the assoiated QoCI aess-seurity reahes the minimumof required seurity.7.2.4.3 CompletenessWe de�ne the QoCI ompleteness as the degree of disponibility with whih the ontextinformation is provided to the ontext onsumers. In [Kim 2006b℄, ompleteness hasbeen omputed as the ratio of the number of ontext information available to thetotal number of ontext gatherings. Manzoor et al. [Manzoor 2008℄ have enhanedthis onept by using weights for di�erent ontext attributes, one they do nothave the same signi�ane for the ontext management framework or the ontextonsumer. Then, the ompleteness of a ontext objet is omputed as the ratiobetween the sum of the weights of available attributes of a ontext objet, and thesum of the weights of all the attributes of that ontext objet.In our opinion, by evaluating the ompleteness as the ratio of ontext informa-tion available and to the total number of sensor readings [Kim 2006b℄ is a ostlyand ine�ient approah beause, at eah new sensor reading, it is neessary to re-evaluate that QoCI even if the information is not used. Furthermore, the measuringmethods proposed in [Kim 2006b℄ and [Manzoor 2008℄ do not indiate if the ontextinformation is available and urrent. For instane, the outdoor loation of a userould have a high level of ompleteness but when a ontext onsumer request thisinformation it is not available (e.g., the GPS sensor annot loate the satellite signalsat this moment) or yet it is available but not urrent (i.e., the QoCI up-to-datenessis equal to 0). Therefore, we propose a measuring method for the ompleteness thatdesribes how the ontext information is omplete, available, and up-to-date.Let CO(CxtObj) and U(CxtObj) be the values of ompleteness and up-to-dateness related with the ontext objet, respetively, whih are evaluated usingthe methods proposed by Manzoor et al.[Manzoor 2008℄. Moreover, let QoCP

NumberOfAnsweredRequest be the number of requests answered with a valid



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 189ontext information (i.e., U(CxtObj) 6= 0 and CxtObj 6= null), and QoCP
NumberOfRequest be the total number of requests performed on CxtObj, both ob-tained from log �les. This real-time QoCI assoiated with the CxtObj, C(CxtObj),is measured by the equations bellow:

C(CxtObj) =



























CO(CxtObj)× NumberOfAnsweredRequest+1
NumberOfRequest+1

: if U(CxtObj) 6= 0 andCxtObj 6= null

CO(CxtObj)× NumberOfAnsweredRequest
NumberOfRequest+1

: otherwise

(7.3)
where NumberOfRequest ≥ 0. The value 0 means that all requests were an-swered with a ontext information out of date and/or the ontext information wasunavailable, and 1 means that all requests were answered with a urrent ontextinformation.

7.2.4.4 PreisionWe de�ne the QoCI preision as the level of details in whih the ontext informationis desribing an entity of the real world. For example, the identity of users desribedin funtion of their name has a higher preision level than their pseudonym ortheir role_group. For a numeri ontext information, the value desribed withthree signi�ant �gures (e.g., 32.20 elsius) is more preise than with two signi�ant�gures (i.e., 320 elsius). This QoCI is a transformation-time QoCI. To measurethe QoCI preision, let QoCP NumberOfPrecisionLevel be the maximum level ofpreision for the CxtObj obtained from a on�guration �le, QoCP ProcessAccuracybe the auray of the proess exeuted in order to obtain the CxtObj (i.e., sensing,inferring, or deriving operation), and QoCP CurrentPrecisionLevel be the urrentpreision level of that CxtObj. The preision of CxtObj is measured by the equationbelow:
P (CxtObj) =

CurrentPrecisionLevel

NumberOfPrecisionLevel
× ProcessAccuracy (7.4)where NumberOfPrecisionLevel > 0. The value 0 means that the aurayused to obtain that information is 0 (ProcessAccuracy = 0) or the preision of thisinformation has not yet been measured. The value 1 means that this information isdesribed in the higher preision level and the proess used to obtain it has aurayequal to 1.



190 Chapter 7. CxtMF: Context Management Framework7.2.4.5 ResolutionWe de�ne the QoCI resolution as the spatial granularity with whih the ontextinformation is being desribed or sensed from the environment. For instane, thetemperature of a building an be desribed in the following spatial granularity levels:building, �oor, and room. Then the temperature desribed on room level has higherlevel of resolution that the temperature desribed on building level. The measure-ment of this transformation-time QoCI is highly dependent on how the physial areais expressed in the ontext management framework.Let QoCP NumberOfGranularityLevel be the maximum level of spatial gran-ularity assoiated with the CxtObj obtained from a on�guration �le. Let QoCP
CurrentGranularityLevel be the urrent spatial granularity level used to desribethe loation of the observed entity (i.e., EntityLocation). The resolution of CxtObjis measured by the equation bellow:

R(CxtObj) =
CurrentGranularityLevel

NumberOfGranularityLevel
(7.5)where the NumberOfGranularityLevel 6= 0. The value 0 means that the on-text information is sensed/desribed at the lowest resolution level and 1 means atthe highest resolution level supported by the ontext management framework.7.2.4.6 Measuring QoC of inferred and derived ontext informationIn order to measure QoC of inferred and derived information, we have implementeda speial QoCEComponent (QoCECInfDev). See below the implementation odeof that omponent:publi void algInferred(ContextElement[℄ xtObjS,ContextElement xtObj, int method) {// If the xtObj is inferred from only one ontext oneptif (xtObjS.length == 1) {xtObj.setQoC(xtObjS[1℄.getQoC());}else // If the xtObj is inferred from a set of xtObjif (xtObjS.length > 1) {swith(method){ase 1: // If the method is pessimistixtObj.getQoC().setAllQoCI(lowestValues(xtObjS));break;ase 2: // If the method is optimistixtObj.getQoC().setAllQoCI(highestValues(xtObjS));break;ase 3: // If the average method is usedxtObj.getQoC().setAllQoCI(averageValues(xtObjS));break;



7.2. Referene Arhiteture ofContext Management Framework (CxtMF) 191ase 4: // If the weighted average method is usedxtObj.getQoC().setAllQoCI(weightedAverageValues(xtObjS));break;}}} This method reeives as parameters a set of CxtObj (cxtObjS) that were usedfor inferring that new ontext information; the new ontext onept cxtObj; and themethod of aggregation to be used: (1) pessimist, (2) optimist, (3) average value, and(4) weighted average value. The �rst if verify if the xtObj has been inferred fromonly one existing ontext information (i.e., the set cxtObjS has only one element).In this ase, we onsider that the inferred information has the same set of QoCIvalues as the ontext information used for inferring it. If xtObj was inferred usingtwo or more ontext onepts, we must use a QoC aggregation method to alulatethe resulting set of QoCI values. We have implemented �ve funtions that help usto measure the QoC of inferred/derived proesses: lowestValues, highestValues, av-erageValues, weightedAverageValues, and rawValues. These funtions are in hargeof identifying the set of resulting QoCI values from the xtObjS that will be assignedto the inferred ontext information xtObj.For example, the lowestValues funtion returns an array of lowest QoCI valuesfrom the xtobjS. These values are assigned to xtObj by the method setAllQoCI.The QoC measuring method for derived xtObj is very similar. The di�erene isthat it must take into aount the auray of the proess used for deriving thatxtObj. Thus, the set of QoCI values assoiated with the ontext information usedfor deriving that new information will be multiplied by the (ProessAuray) inorder to get a valid QoCI data. See the implemented method below:publi void algDerived(ContextElement[℄ xtObjS,ContextElement xtObj, Double pAur, int method) {// If the xtObj is derived from only one ontext oneptif (xtObjS.length == 1) {xtObj.getQoC().setAllQoCI(rawValues(xtObjS), ProessAuray);} else // If the xtObj is derived from a set of xtObjif (xtObjS.length > 1) {swith(method){ase 1: // If the method is pessimistixtObj.getQoC().setAllQoCI(lowestValues(xtObjS),ProessAuray);break;ase 2: // If the method is optimistixtObj.getQoC().setAllQoCI(highestValues(xtObjS),ProessAuray);break;ase 3: // If the average method is usedxtObj.getQoC().setAllQoCI(averageValues(xtObjS),ProessAuray);break;ase 4: // If the weighted average method is usedxtObj.getQoC().setAllQoCI(weightedAverageValues(xtObjS),ProessAuray);break;



192 Chapter 7. CxtMF: Context Management Framework}}}7.3 Implementation and Evaluation
CxtMF is developed following a omponent-based arhiteture. Thus, the stepsof ontext management proess are plaed into separate omponents, whih anbe oupled and reon�gured at runtime. Context information and funtions insideeah omponent are semantially related, what makes the omponents modular andohesive. We opted for suh kind of arhiteture in order to failitate the integrationof new QoC evaluating omponents (QoCEC) as well as new sensors and ontextmanagement layers. The omponent-based framework is implemented using JavaTehnologies: J2EE to the server side (i.e., CIS and CS) and J2ME to the lientside (i.e., CP).As this is a prototype, we do not take into aount issues related to user au-thentiation, but it an be easily integrated with an existing authentiation servie,suh as Kerberos12 or a servie based on X.50913 erti�ates. Therefore, CxtMFdoes not demand on a partiular authentiation mehanism, it simply requires thata means exists to authentiate users and servies within the system.7.3.1 EvaluationWe deployed the proposed framework into university building in order to provideontext-aware servies to the users, suh as ontext-based aess ontrol and ontext-aware ontrol of heating and lighting, among others. In this ase study, we evaluatedthe QoC assoiated with temperature and luminosity information, whih was pro-vided by four Sun Spots14 installed in two di�erent rooms (D322 and D318).We deployed a CP on eah Sun Spot for gathering ontext information. After-wards, the gathered information was transmitted to a Sun Spot base station thatwas onneted to a server running a CIS (Intel Core Duo 2.GHz, 4 GB, WindowsVista 32 bits, MySql 5.0.45).The sensing was arried out during 24 hours, with intervals of 5 seonds. WhenQoC is ativated in the CxtMF , the QoC indiators will be evaluated using themeasuring methods proposed in setion 7.2.4. The evaluation onsisted of two ver-i�ations: (i) a study of performane in order to verify the time overhead addedby the quality support in the CxtMF , and (ii) an analysis of the use of qualityinformation for seleting ontext providers by the CIS.12http://web.mit.edu/Kerberos/13http://www.ietf.org/rf/rf2459.txt14http://www.sunspotworld.om/
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Figure 7.9: The time overhead of gathering ontext information.Figure 7.9 shows the results of time overhead for gathering ontext information.We observed that the time spent for sensing ontext information (CxtObj) remainedalmost onstant in relation with the growth in the number (1 to 4) of ontextproviders registered in the CxtMF .Moreover, we observed that the exeution time of the proposed QoCI measuringmethods is approximately 100 milliseonds, whih is an aeptable impat on the
CxtMF performane.Figure 7.10 illustrates the time spent for gathering the temperature of two on-text providers (CP1 and CP2) loated in the room D322, and the global QoC ofeah one (QoC1 and QoC2) alulated using the average.We have ompared two seletion approahes of ontext providers deployed toevaluate our CxtMF : (i) FIFO (First in, �rst out) and (ii) global QoC-aware ap-proah. By using the FIFO approah, we observed that approximately 40% of asesthe CIS seleted the information provided by the CP2 and in the remaining 60% wasseleted the information from CP1. This may have been aused by the di�erenebetween the distanes of eah one in relation to the CIS, or yet by synhronizationproblems. Using the global QoC-aware approah, however, in 100% of ases the CIShas seleted the temperature provided by the CP2.This ourred beause the preision of the temperature provided by the CP1(medium, that means that the temperature is desribed with only one deimal plae)was lower than the preision of temperature provided by the CP2 (high, with twodeimal plae). In this ase, one the CIS identi�ed that CP2 o�ers information withhigher global quality, it an selet the CP2 and put the CP1 on its list of ontextproviders that need to be heked before being able to provide ontext information
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Figure 7.10: QoC-based and FIFO-based seletion approahes.in the future.7.4 ConlusionWe disussed in this Chapter our semanti approah for modeling and measuringquality of raw, derived, and inferred ontext information. We showed the in�ueneof quality of ontextual information on ontext management steps. Some new QoCindiators have been de�ned (sensitiveness) and new QoC measuring methods havebeen proposed to evaluate the following QoC indiators: sensitiveness, ompleteness,aess-seurity, preision, and resolution. Moreover, QoC indiators have also beenevaluated and an be provided to ontext-aware appliations and servies (e.g., aCxtBAC-based solution) along with ontext information by the proposed framework.The proposed QoC measuring methods and the Context and QoC Ontologies anbe re-used and extended for improving existing ontext management arhitetures,respetively.
CxtFM was developed in order to provide ontext information taking into a-ount QoC requirements in all steps of ontext management proess. In the follow-ing, we summarize the ontributions related with this framework to the sienti�ommunity:� The OWL-DL QoCOnt to model QoC information, lassifying quality infor-mation as QoC parameters and QoC indiators. QoCOnt an be extended inorder to aommodate others QoCI and QoCP;� New QoC measuring methods to evaluate the quality of ontext from the



7.4. Conlusion 195following points of view: privay, seurity, resolution, ompleteness, and pre-ision;� The QoC evaluating methods that an be used to measure quality of raw,inferred, and derived ontext information. These measuring methods takeinto aount that ontext information an be modi�ed after sensing time.Therefore, derived and inferred ontext information from one or more rawontext data an be also evaluated by the proposed QoC measuring methods;� The ontext management framework CxtMF , whih supports QoC in thevarious layers of ontext management proess, i.e., sensing, inferring, deriving,proessing, and providing QoC-enrihed ontext to ontext-aware onsumers.In our approah, the enrihment of ontext information with QoC indiatorsenhanes the pereption of an appliation about the ontext information and enablesthe system to improve its ontext-aware deisions.





Chapter 8CxtBAC Instantiation
Résumé: Ce hapitre présente une instaniation d'un élément de la famille desmodèles de ontr�le d'aès proposé pour la protetion des ressoures multimédiaspersonnelles dans un environnement mobile, en se basant sur un système d'anno-tations. Nous avons réalisé également une enquête auprès des utilisateurs dans lebut d'identi�er les informations ontextuelles les plus utilisés lors de la dé�nition despolitiques de protetion des douments multimédia. Cette étude nous a permis dé�nirun ensemble des politiques par défaut, qui pourra être utilisé par les utilisateurs dusystème développé. Cette instane de modèle a été intégrée ave un outil de aptureet partage de ontenu multimédia, qui utilise l'arhiteture de gestion ontextuel pourla ollete et l'annotation des douments produit à l'aide des dispositifs mobiles.
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198 Chapter 8. CxtBAC Instantiation8.1 IntrodutionThis hapter desribes an aess ontrol infrastruture developed to protet multi-media douments. We have used the S−CxtBAC (Soial-Aware CxtBAC) model asbasis to implement that instane of CxtBAC. This new solution is integrated withthe CxtMF , whih is in harge of gathering ontext information used for annotatingand making aess ontrol deisions.The proposed CxtBAC instane, named CxtANBAC (Contextual Annotation-Based Aess Control), supports poliies more restritive based not only on theexisting soial relationships among users but also taking into aount the ontextat reation time of multimedia douments (resoure). We believe that users sharetheir personal multimedia douments with other persons following a soial networklassi�ation. Moreover, it is important to take into aount the presene of thesepersons at reation time. For example, a user ould grant read aess on their videosmade during a trip only with his/her friends who were around him at reation time.CxtANBAC extends the expressiveness of ontext-based aess poliies by om-bining soial relationships with ontextual information. Internally to CxtANBAC,ontext of multimedia douments and the existing soial relationships among usersare represented by annotations1.In fat, with the inreasing use of pervasive sensor-rih mobile devies as per-sonal multimedia management tools, multimedia annotation beomes a powerfultehnology to failitate the retrieval, organization, and enrihment of multimediadouments [Filho 2010b℄, suh as photos, videos, audios, and miro-blog. The pro-ess of multimedia annotation an be performed at reation time by using ontextualinformation �lled by users or gathered from sensors embedded on pervasive mobiledevies.Annotation is a ommon mehanism used by Web 2.0 platforms for attahinginformation to shared douments. Servies like Flikr2, Piasa3, ZoneTag4, andPhotomap5 o�er users means of assoiating manually and semi-automatially tag-based annotations with photos that ould be used for improving the retrieval andorganization operations of annotated photos. By using information gathered fromembedded sensors for annotating multimedia �les, it will be possible to haraterizethe reating situation (ontext) of these douments, suh as loation, Bluetoothaddress of nearby pervasive devies, user ativity, and time.However, existing multimedia systems1In this work annotation refers to all metadata assoiated with multimedia douments or usersfor desribing soial relationships. Annotation an be added manually by users or automatiallyby software to desribe, for instane, the situation at reation time of multimedia douments andtheir ontents.2http://www.�ikr.om/3http://piasaweb.google.om4http://zonetag.researh.yahoo.om/5https://photomap.liglab.fr/PhotoMap/



8.2. Overview on Multimedia Annotation Tehnologies 199[Kahan 2001, Shroeter 2006, Viana 2007a℄ do not exploit annotation as the entralonept for de�ning aess ontrol poliies in order to protet multimedia douments.For instane, by using these solutions it is not possible to de�ne aess ontrolpoliies like �I grant read aess on my videos taken in Rome only to my friends�and �I grant read aess on my photos to only persons from my soial network whowere around me when I took those photos.�With this in mind, this hapter presents the use of annotation (ontextual andsoial aspets) as a entral onept to de�ne aess ontrol poliies for protet-ing multimedia douments. We developed a lient-server appliation, named PPlog(Pervasive Personal Blog), whih uses the CxtANBAC for proteting the publishedmultimedia douments. PPlog requires soial and ontextual-based poliies for pro-teting multimedia and daily posts (we desribe in detail eah type of posts inSetion 8.5).The proposed aess ontrol approah is implemented using semanti Web teh-nologies for desribing and enforing ontextual annotation-based aess ontrolpoliies, suh ontologies6 and inferene/derivation rules7.Moreover, we onduted an on-line survey of 200 people in order to identify themost important set of annotations that an be used to de�ne aess restritions,fousing in the poliies for proteting personal photos. We believe that the sharingbehavior of users with regarding other multimedia ontent types is very similar. Inaddition, we have inorporated into PPlog Appliation this set of poliies that anbe used for proteting the published multimedia and daily posts.The remainder of this Chapter is organized as follows: Setion 8.2 presentsan overview on existing annotation tehnologies. Setion 8.3 presents the CxtAN-BAC proposed for ontrolling aess of multimedia douments. Then, Setion 8.4disusses the results of the arried survey and Setion 8.5 the PPlog appliation.Finally, we onlude this Chapter in Setion 8.6.8.2 Overview on Multimedia Annotation TehnologiesMultimedia annotation an be lassi�ed aording to the subjet desribed by theannotation (e.g., ontent, ontext of reation, emotion), its representation (e.g.,annotation an be embedded into the media �le or desribed by an attahed �le),and the attahing proess (e.g., manually, semi-automatially, and automatially).Annotations vary from simple semanti tags (e.g., the servies Fliks, ZoneTag,Piasa, and Google Earth8 uses tag as annotations) to rih and strutured annota-tions suh as free text, hyperlinks, wikipedia9 entries, ranking, language, audiovisual,6http://www.w3.org/TR/owl-features/7http://www.w3.org/Submission/SWRL/8http://earth.google.om/intl/fr/9http://www.wikipedia.org/



200 Chapter 8. CxtBAC Instantiationet.Annotations an be yet attahed to the �ne-grained segments or to regions ofthe doument. For instane, existing annotation systems like Annotea [Kahan 2001℄and Vannotea [Shroeter 2006℄ enable users to attah personal notes, questions,explanations, et., to some ontent that an be ategorized aording to the mediatypes, suh as text, web pages, images, audio, video, and 3D doument.Tehnologies for representing annotation di�er aording to the expressivenessprovided by its voabulary to desribe the multimedia douments, and its storagemethod. For instane, DCMES10(Dublin Core Metadata Element Set),EXIF11(Exhangeable Image File Format), and ID312 (IDentify an MP3) store meta-data embedded into multimedia douments.There exist annotation solutions that use ontologies [Halashek-Wiener 2005,Naphade 2006, Viana 2007b℄ or the MPEG713 standard, whih store the metadatainto an external �le assoiated with the multimedia doument. These approahesare more powerful with regarding the expressiveness than those that have embed-ded annotations into multimedia �les. In fat, ontologies o�er means of desribingrelationships among annotations and inferring new information.From our point of view, the most frequent types of annotation assoiated withmultimedia douments inlude, but not limited to, ontent, ontextual, and emotionannotations. Figure 8.1 illustrates these di�erent sets of annotations, whih arede�ned in the following:� Content Annotation: it desribes the ontent itself of the annotated doument.For example, it desribes the main subjet of the doument, suh as objetsand people that appear in a photo or video, the subtitles of a video �le, oryet the transription of an audio �le. This kind of annotation an be attahedmanually by users or automatially generated by using, for instane, fae14,objet15, and speeh16 reognition algorithms;� Contextual Annotation: it inludes any information that an be used to de-sribe the reating situation of multimedia douments. Suh information anbe automatially gathered from embedded sensors (e.g., GPS oordinates,time, nearby Bluetooth devies) or manually added by users in order to de-sribe the situation at reation time of multimedia douments. For example,date, time, event, loation (here we onsider the loation of the pervasivedevie as the loation of the doument at reation time), pervasive devie10http://dublinore.org/douments/des/11http://www.exif.org/12http://www.id3.org/13http://mpeg.hiariglione.org/standards/mpeg-7/mpeg-7.htm14http://www.fae-re.org/algorithms/15http://people.sail.mit.edu/torralba/shortCourseRLOC/16http://slu.se.ogi.edu/HLTsurvey/h1node4.html
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Annotation

Social

Multimedia Annotation

Contextual

Content

FriendOf,
BestFriendOf, etc

Emotion
Funny, amazing, etc

animals, nature, etc

date, time, location, etc

Persons annotated with social annotation that were
located around the pervasive device
at creation time of multimedia documentsFigure 8.1: Di�erent sets of annotations.apabilities, nearby objets and persons, and physial addresses of nearbyBluetooth devies an be used to desribe the situation at reation time ofmultimedia douments;� Emotion Annotation: it desribes personal feelings or opinion with regardingto the ontent of multimedia douments. For example, users ould annotatephotos with terms like funny, beautiful, amazing, et.Although the aess ontrol solution desribed in this hapter is generi enoughto support any type of annotation, for the sake of simpliity we will restrit ourinterest to the following types of annotation: ontextual annotation and soial an-notation. Soial Annotation (SA) (see the de�nitions in Setion 6.9) desribes theexisting soial relationships among people (i.e., users). Moreover, we are interestedin the intersetion between these two sets of annotation that represents the per-sons from user's soial network whih were loated around the pervasive devie atreation time of multimedia douments (see Figure 8.1).8.3 CxtANBAC: Contextual Annotation-Based AessControlAs desribed previously, CxtANBAC is implemented using as basis the
S − CxtBAC from the CxtBAC model family. We seleted this model taking
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Figure 8.2: CxtANBAC - Contextual Annotation-based aess ontrol.into aount the following requirements of pervasive multimedia appliations: thesupport to soial-based aess ontrol poliies; the support to CxtRes-based aessontrol poliies, i.e., ontext of resoures; and (Soial and CxtRes)-based aessontrol poliies.We are using the term Annotation instead of aess ontext as entral oneptfor granting permission. In fat, annotation is the semanti tehnology used forimplementing the aess ontext onept that we de�ned in Chapter 6.Moreover, as users should be able to de�ne aess ontrol poliies for protet-ing their personal multimedia douments, CxtANBAC is a Disretionary AessControl solution (DAC)17. CxtANBAC supports two di�erent types of annotation-based aess ontrol poliies: stati and dynami poliies (see the de�nition in Chap-ter 6).Figure 8.2 illustrates the CxtANBAC that is omposed by six elements and re-lationships between them: User (U), Annotation (A), Multimedia Doument (MD),Operation (O), Propagation (P), and Aess Poliy (AP).In the CxtANBAC, a User is onneted to (isConnetedTo) zero or variousother users by means of existing soial relationships represented in their soial net-work. Eah user is able to add manually into his/her FOAF18 pro�le these soial17Disretionary aess ontrol puts ontrol of an objet into the hands of the person who reatesit.18The Friend of a Friend (FOAF): http://xmlns.om/foaf/spe/



8.3. CxtANBAC: Contextual Annotation-Based Aess Control 203relationships with other users by means of soial annotations.
Users an be lassi�ed as resoure owners, resoure requestors, or both simulta-neously. This lassi�ation is important to identify the orrespondent set of ontextinformation that will be used for evaluating aess ontrol poliies. For instane, aresoure owner always have aess to its multimedia douments, i.e., it will be notneessary to enfore any aess ontrol poliy assoiated with its resoures in orderto grant aess permission to him.A User owns (relation owns) zero or various Multimedia_Document(MD).

Multimedia_Document is a subset of Resoure de�ned in the S−CxtBAC model(Multimedia_Document(MD) ⊆ Resource(R)). A MD an be a post of a blog,a photo, a video, an audio, et.Moreover, a User is able to de�ne (relation de�nes) zero or various
Access_Policy to protet his/her set of MD. An Annotation represents one infor-mation assoiated with a Multimedia_Document. A Multimedia_Document isannotated (hasCxtAnnotation) with zero or various ontextual Annotation. More-over, eah soial relationship among users is annotated (hasSoialAnnotation) withzero or various soial Annotation (e.g., Friend, Parent, bestFriend, et).A Multimedia_Document is owned by only one User that has all possiblepermission on that MD. Eah Operation represents an ation that an be per-formed on a Multimedia_Document. The set of supported operations ontainsread and write operations. An Operation an be assoiated with one or various
Multimedia_Document, and it is possible to grant one or various Operation toeah Multimedia_Document.A Multimedia_Document is aessible by users in the form of URI. A MD anbe proteted by zero or various Access_Policy. In the ase wherenone Access_Policy is de�ned for proteting a Multimedia_Document, then that
MD will not be aessible by anyone besides its owner.An Access_Policy is de�ned by one User and protets one or various
Multimedia_Document. An Access_Policy makes referene to one or various
Annotation assoiated with Multimedia_Document and User that should be eval-uated. Moreover, eah
Access_Policy is assoiated with exatly one value of Propagation.

Propagation is a numeri value indiating the number of hops in the soialnetwork that onnets the users that might be a�eted by the poliy. For example,if a user de�nes an Access_Policy that grants read aess on the Photo1 to her/hisfriends with a Propagation value equal to 2, then the read operation will be grantedalso to the friends of her/his friends if their ontext meets the onstraints de�nedin the aess poliy.There exist several non-funtional requirements for implementing orretly the
CxtANBAC. We desribe these requirements in the following:



204 Chapter 8. CxtBAC Instantiation� Only resoure owners are able to de�ne Access_Policies for proteting theirresoures, i.e., it is a user-entri aess ontrol model;� We need expliitly de�ne poliies in order to grant aess permission on our
MD to other users;� A User u obtains aess to a Multimedia_Document md if and only if: (i)there exist an Access_Policy ac proteting that md; (ii) ac evaluates true forthe set of Annotation assoiated with user and md;� If a User obtains aess to a MD and he/she opies that MD to her/hisresoures, she/he will be also a resoure owner of that MD. However, theoriginal resoure owner will keep the ownership as well;� Support to ontext gathering and annotating features of MD. Moreover,support to soial annotating of users.In the following, we desribe how aess poliies are semantially representedand enfored in the CxtANBAC servie.8.3.1 De�ning and Enforing CxtANBAC PoliiesWe are using as basis the ECA model (Event-Condition-Ation) proposed by Baileyet al. [Bailey 2002℄ for desribing and enforing CxtANBAC poliies. This model isdivided in three setions: Event, Condition, and Ation. Basially, the setion eventdesribes the observed event in the system that will trigger the ation de�ned in theECA rule. However, this ation will be performed if only if (i�) the onstraint(s)desribed in the setion Condition evaluate(s) true.In an CxtANBAC poliy, the Event represents a request aess on a protetedmultimedia doument, the setion Condition represents the aess poliy assoiatedwith that multimedia doument, and Ation the granted permission if the Conditionevaluates true. CxtMF [Filho 2010a℄ is used for gathering ontextual informationused for annotating multimedia douments at reation time.Condition desribes a set of valid ontextual annotation onstraints, and Ationdesribes permission that will be granted if ondition evaluates true for the on-textual and soial annotation assoiated with the resoure and resoure requestor,respetively.Figure 8.3 illustrates the ECA-based shema de�ned for enforing annotation-based aess ontrol poliies. When the CxtANBAC interepts an aess request,it evaluates the ontextual annotation assoiated with the multimedia ontent andwith the resoure requestor in order to grant/deny aess on the proteted ontent.There exist several ways to represent and implement ECA rules. We are usinga representation based on inferene rules. Inferene rules are generally based on
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Figure 8.3: ECA shema for de�ning CxtANBAC poliies.logi programming. For the sake of deidability, ontology languages do not o�er theexpressiveness we need to desribe aess ontrol poliies. However, inferene rulesdo it well. We opted by using inferene rules beause it o�ers means of exploitingdiretly semanti metadata (i.e., ontextual and soial annotation) represented byontologies.We are using the language SWRL19 for desribing the annotation-based aessrules. In fat, SWRL rules have the form of an impliation between an anteedent(body) and onsequent (head). Whenever the onditions spei�ed in the anteedenthold, then the onditions spei�ed in the onsequent must also hold.SWRL also supports a range of built-in prediates, whih greatly expand its ex-pressive power. SWRL built-ins are prediates that aept several arguments. Theyare desribed in detail in the SWRL Built-in Spei�ation. The simplest built-insare omparison operations, suh as swrlb:lessThan (>), swrlb:lessThanOrEqual (≤).These SWRL built-ins are useful for desribing onditions on aess poliies. Wehave adapted the ontextual rule approah proposed by our team in [Ramos 2007℄for enforing aess ontrol poliies.In our approah, the anteedent of an inferene rule ontains facts (i.e., gatheredontextual annotations) and the ativation onditions (i.e., ontextual and soialonstraints) of an ation that refer those facts. The resultant is an operation (read,write) on the proteted multimedia doument that the CxtANBAC should grantto the resoure requestor. We desribe our approah in the following:� Facts are represented by ontextual and soial annotation meta-data assoi-ated with the proteted multimedia and the user requesting aess, respe-tively;� Context onstraints desribe the valid ontextual annotation(i.e., the access_policy;� The resultant adds relations into the ontology to grant aess on multimediadoument (read or write operation).19http://www.w3.org/Submission/SWRL/
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Figure 8.4: A part of the grammar EBNF of annotation-based aess rules.Figure 8.4 shows a part of the grammar EBNF (Extended Bakus-Naur Form)20de�ned to represent annotation-based aess rules. Rules has a variable indiat-ing the users from the soial network (User(?user)) and operations on multimediaresoures available in the system (read, write). Then, attributes of ontextual an-notation meta-data are listed in the rule. These attributes may be optional in theaess rule, sine inferene engines provide other forms for injeting fat, suh asindiating an existing OWL doument. Contextual onditions might make refereneto soial, omputational, spatial, temporal, and spatio-temporal data desribed bya instane of annotation ontologies (see the proposed ontologies for desribing anno-tations in Setion 8.5). After exeuting the annotation-based aess rules the aessdeisions will be taken, granting or denying aess on the proteted multimediadoument.We observed, however, that the task of de�ning annotation-based aess poliiesis a omplex ativity to be performed by users. This ours beause users areasked to imagine situations in whih they ould possibly grant permission on theirmultimedia douments to other users. In order to failitate this task and inreasethe usability of the CxtANBAC, we should o�er users a pattern set of poliies thatan be used to protet their personal multimedia douments.Therefore, we arried out a survey in order to identify the set of most relevantontextual annotations for de�ning annotation-based aess poliies. In this survey,we tried to identify the sharing behavior of users in order to propose a prede�nedset of aess poliy templates.8.4 On-line SurveyWe arried out a survey with 200 persons in order to identify the behavior of userswhen they share their personal photos. For the sake of simpliity, we onsideredonly photo in this survey. Basially, we seek answers to the following questions:What is the most ommon behavior of users with regarding to the sharing operationof their personal photos? What information that desribes the situation (ontext)20http://www.garshol.priv.no/download/text/bnf.html
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Friends

Friends
present

Family

Family
members
present

People

VisitorsFigure 8.5: Soial spheres onsidered for the study.
AP SP NP AP SP NP AP SP NP AP SP NP

Photos of family 73,0% 19,5% 6,0% 49,0% 42,0% 8,0% 21,0% 53,0% 26,0% 7,0% 47,5% 43,5%

Photos of friends 36,5% 47,5% 12,5% 12,0% 54,0% 32,0% 70,5% 25,0% 4,0% 25,5% 59,5% 13,5%

Photos of yourself 37,0% 51,5% 10,0% 21,5% 65,0% 12,0% 36,0% 53,5% 10,0% 20,0% 63,5% 15,0%

Photos of visitors 25,0% 42,0% 31,5% 12,5% 37,0% 48,5% 26,5% 38,5% 34,5% 13,0% 42,5% 41,5%

Family Friends present FriendsFamily members presentSharing with ...

AP SP NP AP SP NP AP SP NP

Photos of family 4,5% 44,0% 49,5% 1,0% 11,0% 87,0% 0,0% 11,5% 87,5%

Photos of friends 8,5% 53,5% 36,5% 0,5% 13,0% 86,0% 0,0% 13,5% 85,5%

Photos of yourself 7,0% 54,0% 37,5% 0,5% 14,0% 85,0% 0,5% 13,0% 86,0%

Photos of visitors 6,5% 35,5% 55,0% 5,5% 21,0% 73,5% 3,5% 21,5% 74,5%

Everyone Tourism office Other visitorsSharing with ...
Legend

Intermediate
frequency

AP - All PhotosHigher freq.
of responses

Lower freq.
of responses

SP - Some
photos

NP - No photoFigure 8.6: Behavior of users when sharing personal photos.at reation time of photos is more relevant to de�ne aess poliies for protetingthem?In order to answer these questions, we arried out a survey that is omposedby �ve parts: 1) Creating and sharing photos; 2) Grouping photos for sharingoperations; 3) Sharing photos; 4) Aepting/rejeting photo reommendations; 5)Multimedia doument types. Appendix B presents the questions of that survey (inFrenh), and Appendix C presents the frequeny tables obtained from the answersfor eah question. We will disuss in this hapter only the results obtained in the�rst and seond part of that survey, sine these setion are the most important toguide us for de�ning the pattern set of aess poliies.At the beginning of that survey, we ask the respondents to imagine the follow-ing senario: On a walk with some members of your family and some friends, youvisited the astle of Versailles. During this visit, you took various photos using yoursmartphone. You took photos of your family, friends, the astle, yourself, and othervisitants.Then, in the �rst part of that survey we ask the respondents to desribe how



208 Chapter 8. CxtBAC Instantiation
Quite interesting Interesting Not very interesting Not at all interesting No preference

Location 61,5% 30,5% 3,5% 3,0% 1,5%

Date 47,5% 35,0% 8,0% 4,0% 5,5%

Season 6,5% 23,5% 30,0% 23,0% 16,5%

Time interval 17,5% 36,5% 18,0% 15,0% 11,5%

Activity 13,5% 38,0% 26,0% 12,5% 9,0%

Groups or persons 19,5% 45,5% 16,5% 11,5% 5,5%

Event 46,5% 45,5% 6,0% 0,5% 1,5%

Thematic 5,0% 25,0% 25,0% 31,0% 13,0%

Legend

Intermediate
frequency

Higher freq.
of responses

Lower freq.
of responsesFigure 8.7: List of ontextual annotation onsidered in that survey.they share eah set of photos (i.e., photos of family members, friends, yourself, andvisitants) with the following set of people: their family, the family members presentduring the visit, their friends, their friends present during the visit, everyone, touristo�e, and the visitors of the astle. Figure 8.5 illustrates a pitorial desription ofthe soial spheres onsidered in that survey.Figure 8.6 illustrates the results of the �rst part of that survey. We will give aspeial attention to data that make up the higher frequeny of responses (ells inred). We observe that people usually respets the soial sphere of present personsat reation time of photos (perentages in white) when they share their photos withothers. When we asked about the sharing of photos with eah soial group (familyand friend) that were not present at reation time, we observe that people typiallywant to selet the photos to share with them (see the perentages of olumn SP).Moreover, people do not want share their photos with others that are not part oftheir soial network (see the perentages for everyone, tourism o�e, and othervisitors). Thus, we onlude that people prefer to share their photos with peoplefrom their soial network who were present at reation time. Moreover, people donot want share their photos with strangers.In the seond part of that survey we ask the respondents about their preferenefor grouping photos by using annotation information. Our idea in this part is toidentify the most relevant set of ontextual annotation for de�ning aess ontrolpoliies. We asked about the following list of ontextual annotation: loation, date,season, time interval, ativity (e.g., skiing, yling), groups or persons present atreation time of photos, event (e.g., wedding, ity toor), and themati (e.g., animals,�owers).Figure 8.7 illustrates the survey results about the relevane of ontextual anno-tation from user point view. We observe that loation, date, and event omposes theset of the most relevant ontextual information for grouping photos. Time interval,ativity, and groups and persons are also frequently onsidered by user for groupingtheir photos. Therefore, CxtANBAC supports this set of information (i.e., loation,



8.5. PPlog: Pervasive Personal Blog 209date, time interval, event, and groups and persons) for de�ning annotation-basedaess ontrol poliies.8.5 PPlog: Pervasive Personal BlogWe have evaluated the CxtANBAC to ontrol aess permission of multimediaontent generated by the PPlog appliation. As desribed previously, PPlog o�ersusers means of desribing their daily life by using personal pervasive devies. PPlogis a lient-server appliation. The PPlog lient-side appliation is developed for theJ2ME platform and the server side for the J2SE platform. PPlog lient allows usersto reate and publish (i.e., send to the PPlog server) the following types of posts:� Multimedia post: it is a multimedia post that an be a text message, a photo, avideo, or an audio doument reated by users. Multimedia posts (i.e., multime-dia �les enrihed with ontextual annotation) an be automatially annotatedwith time, loation, and Bluetooth address of pervasive devies around theusers. This set of ontextual information is gathered by the Context Provider(CP) deployed in the pervasive devie. Eah multimedia post is assoiatedwith an instane of Post Annotation Ontology proposed to desribe the on-textual annotation of that multimedia �le;� Daily post: it is a post that is omposed by one or various multimedia posts,i.e., photos, videos, audios, and text messages. The main idea behind this kindof post is that it should represent the user's daily life. Thus, daily post shouldbe published only one a day. However, PPlog lient appliation imposes norestrition to the amount of daily posts that an be aomplished in a day. Adaily post is assoiated with an interval time expliitly determined by users.In fat, the interval time is determined aording to the moment that usersinitiate and omplete a post by using the PPlog lient appliation. Moreover,users an on�gure the PPlog lient appliation to annotate this kind of postwith the path taken by them (i.e., a set of GPS oordinates automatiallygathered that ompose their daily path). Eah daily post is assoiated withan instane of Daily Post Annotation Ontology.In the next setion we present the proposed ontologies for annotating multimediaand daily posts.8.5.1 Annotation of Multimedia and Daily postsWe have de�ned two ontologies using as basis the CxtResource Ontology for de-sribing the annotation assoiated with multimedia and daily posts: Post Anno-tation Ontology and Daily Post Ontology. Figure 8.8 illustrates the ontextual
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Figure 8.8: The ontextual annotation assoiated with Multimedia posts.information assoiated with multimedia posts that is used as basis to de�ne thePost Annotation Ontology. The dimensions in gray (i.e., omputational, spatial,and temporal) have some ontextual information aptured by the ontext provider(CP) of CxtMF, whih is deployed in the pervasive devie. For instane, nearbyBluetooth devies, instant, and the triple latitude, longitude, and elevation (i.e.,the GPS oordinate) ompose the set of gathered ontext information by the PPloglient appliation. The ontextual information written in italis (e.g., day, month,year, time of day) are obtained by performing derivation/inferene operations. Theother dimensions (i.e., soial and spatial-temporal) also will be inferred/derived bythe Context Reasoner Components (CRC) of our CxtMF, whih are integrated withthe PPlog server-side appliation (i.e., these operations will be performed only atpublish time of multimedia and daily posts).Figure 8.9 illustrates the Post Annotation Ontology. This ontology is used todesribe the ontextual annotation of multimedia posts (i.e., multimedia doument).For eah multimedia doument reated by the PPlog lient appliation, an instaneof that ontology will be reate to desribe the ontextual information gathered atreation time of that multimedia doument. Multimedia_Document lass is a sub-lass of cres : Resource de�ned in the CxtRes Ontology. Multimedia_Documenthas four sublass: V ideo, Audio, Photo, and Text_Message. These lasses an beannotated with tags (property hasTag) de�ned manually by users.The lass time : Instant (from the Time ontology21) is used to annotate thetemporal aspet of that multimedia ontent. We are reusing the NeoGeo ontology22,that is an OWL representation of GML (Geographi Markup Language), to representthe spatial dimensions. Thus, the lass gml : Point represents the GPS oordinates21http://www.w3.org/TR/owl-time/22http://mapbureau.om/neogeo/neogeo.owl
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Figure 8.9: Post Ontology.with the datatype property gml : pos. BTDevice represents the nearby deviesdeteted by using the Bluetooth interfae. This lass has the datatype propertybtaddress to desribe the Bluetooth address of nearby pervasive devies. In fat,this datatype property is used to derive the soial dimensions (i.e., Person and
Known_Person onepts) from the FOAF pro�le of users.Figure 8.10 illustrates the annotations assoiated with daily posts. Eah dailypost is automatially annotated with omputational (Bluetooth address of nearbydevies), temporal (a interval de�ned with a start and end time), and spatial dimen-sions (a set of GPS oordinates,i.e., trak points) by the PPlog Client Appliation.The soial dimension is derived from the user's FOAF pro�le and the Bluetoothaddress of nearby pervasive devies deteted around the user in his/her daily life.Figure 8.11 illustrates the Daily Post Ontology de�ned for annotating daily posts.A daily post (lass Daily_Post) is assoiated with one or various
Multimedia_Document (lass cmd : Multimedia_Document of Post Annotationontology). The trak points are represented by gml : Point lass. Interval lass hastwo datatype properties: start_time and end_time. A daily post is annotated withone or more Bluetooth address of nearby pervasive devies sensed during the reationof a daily post. We use this information to derive the persons and known_personsthat we met during the reation of a daily post.8.5.2 Annotating Soial RelationshipsBy using the PPlog lient appliation, users are able to annotate manually theirontats (i.e., soial network), lassifying them into personalized groups (e.g., Friend,Family, Football fellows, et). This proess is performed by users during the entireyle life of PPlog appliation. PPlog lient appliation o�ers funtionalities to easily
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Figure 8.10: The ontextual annotation assoiated with Daily posts.
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8.5. PPlog: Pervasive Personal Blog 213

a) Main menu b) Managing Social
Network

c) Managing policiesFigure 8.12: Sreen shots of main features of PPlog lient appliation.de�ne soial annotations. As desribed previously, we have extended the FOAFontology in order to aommodate new soial lassi�ations, suh as the properties
Friend, Family, WorkFellow, and PersonalizedRelation. These properties are,in fat, subproperties of foaf : knows.To support personalized relationships de�ned by users, we de�ned the subprop-erty PersonalizedRelation that has a datatype property named relationName fordesribing the name of the new relationship de�ned by users. Moreover, we haveadded a new property, named BTDevice, to desribe the Bluetooth address of user'spervasive devies. With this information it will be possible to infer the personsaround users at reation time of multimedia and daily posts. The instane of thatextended FOAF pro�le should be synhronized with the PPlog Server Appliationin order to o�er means of exploring soial annotation.8.5.3 PPlog lient appliationPPlog lient appliation supports the following main features: on�gure user's soialnetwork based on an extended version of FOAF pro�le; reate and send multimediaand daily posts; and de�ne/manage SWRL poliies for proteting reated posts.Figure 8.12 illustrates some sreen shots of PPlog lient appliation. The mainmenu o�ers users the following features (Figure 8.12a):
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Known_Person(?user) ^ Grant(read)
^ Owner(?owner)
^ exfoaf:Friend(?owner,?user)
^ Photo(?pt)
^ hasContextElement(?pt,?user)

->

hasAccess(?user,true) ^
hasAccessOf(?user,read)

Verifying if there are friends
that were present at
photo shot time

Friends get read access
on the photosFigure 8.13: Example of aess ontrol SWRL rule.� Soial network: in this option users will de�ne their soial relationships withother users. It o�ers three main operations: detet loal Bluetooth address(My BT Address), on�gure and send visit ard (My Visit Card), and on�guresoial network (SN) (My SN)(see Figure 8.12b). The option My BT Addressrequests the Context Provider (CP) in order to disover the Bluetooth addressof user's pervasive devie. This information is registered in the user's FOAFpro�le. The option My Visit Card o�ers users a form for de�ning their visitard that an be omposed by the following information: First and Last name,Bluetooth address of her/his devie, profession, telephone number (house andmobile), a photo, e-mail, home page, and personal address. Moreover, thereis an option for sending the visit ard of users. Users an add a new ontatin their soial network by two means: reeiving visit ards of other users;adding manually new ontats in their soial network. When users send theirvisit ard, they are able to agree/disagree the dislosure of their Bluetoothaddress. In this ase, only users that have dislosed their Bluetooth addressmight be annotated with the posts for desribing the soial dimension (i.e.,persons present at post reation time). When users reeive a visit ard inher/his personal pervasive devie, they an save it and annotate users in theirsoial network. The option My SN o�ers users operations for managing theirsoial network, suh as insert/modify/remove ontats and synhronize theFOAF with the server. Figure 8.14 illustrates an instane of Extended FOAFontology generated by the PPlog lient appliation for desribing User1's soialrelationships. User1 knows three other users: User2 (Friend), User3 (Family),and User4 (WorkFellow). User1 has reeived the visit ards of eah other userin order to de�ne his/her soial network;� New daily post: in this option users are able to reate new daily posts. A-ording to the PPlog on�guration de�ned by the user (option on�guration),trak point and Bluetooth address of nearby devies will be gathered and as-soiated with daily posts by means of annotation. Eah daily post has a title



8.5. PPlog: Pervasive Personal Blog 215and an be annotated manually with personalized tags;� Multimedia post: in this option users are able to reate multimedia �les thatwill be automatially annotated with ontextual annotation. Moreover, usersare able to annotate these posts with personalized tags. Text messages arelimited to 140 haraters, and the ontextual annotation assoiated with videoand audio �les are gathered only at start time when reating these multimediaposts;� Proteting posts: this option is the main PPlog lient module in harge ofontrolling aess on multimedia and daily posts (see �gure 8.12). In thisoption, users are able to de�ne two types of poliies for proteting their postsaording to the sope of appliability: global and spei� poliies. Globalpoliies might be applied to one or various posts reated by users, while spei�poliies are de�ned to protet a determined post reated in a spei� situation.In fat, global poliies are translated in spei� poliies and applied for eaha�eted post reated after their ativation. The PPlog appliation form forde�ning poliies asks users the following parameters: Whih post? For whom?In what situation? In the whih post question, users an selet one of thefollowing options: every post, every multimedia post, every photo post, everyvideo post, every audio post, every text post, every daily post, and personalizedlist of posts. The last option asks users for the list of post in whih poliies willbe applied. In the question For whom? users an selet one of the followingoptions: everyone, list of groups, and list of users. If users selet one of theoptions list of groups or list of users, they should inform the soial annotation(e.g., friend, family, et) and names of users from their soial network (i.e.,FOAF pro�le), respetively. In the question about the situation, users anselet anywhere or nearby me. The option anywhere do not take into aountontextual annotation assoiated with posts, while nearby me onsiders onlythe persons seleted in the option For whom? that were present at reationtime of the posts seleted in the option Whih post? For instane, User1intends to grant read aess on her photos to users annotated as Friend whowere present when the photo was taken. In this ase, in Whih post? User1should selet the option every photo post, in For whom? User1 should seletthe option list of group and after the sub-option Friend, and In what situation?User1 should selet the option nearby me. After reating this poliy, eahinstane of Post Annotation ontology assoiated with a reated photo willontain the SWRL rule illustrated in the Figure 8.13.� Configuration : users are able to de�ne some on�gurations, suh as fre-queny of gathering ontext information (loation and BT devies).
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<rdf:RDF

xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"
xmlns:rdfs="http://www.w3.org/2000/01/rdf-schema#"
xmlns:foaf="http://xmlns.com/foaf/0.1/"
xmlns:admin="http://webns.net/mvcb/">

<foaf:PersonalProfileDocument rdf:about="">
<foaf:maker rdf:resource="#me"/>
<foaf:primaryTopic rdf:resource="#me"/>

</foaf:PersonalProfileDocument>
<foaf:Person rdf:ID="me">
<foaf:name>Pervasive User1</foaf:name>
<foaf:title>Mr</foaf:title>

<foaf:family_name>Pervasive</foaf:family_name>
<foaf:nick>user1</foaf:nick>
<foaf:mbox rdf:resource="mailto:user1@domain.com"/>
<foaf:depiction rdf:resource="user1.jpg"/>

<foaf:Person>

<foaf:mbox rdf:resource="mailto:user2@domain.com"/>
<rdfs:seeAlso rdf:resource="http://www.domain.com/user2.owl"/>

</foaf:Person>
<exfoaf:Friend>

<foaf:Person>

<foaf:mbox rdf:resource="mailto:user3@domainX.com"/>
<rdfs:seeAlso rdf:resource="http://www.domainX.com/user3.owl"/>

</foaf:Person>
<exfoaf:Family>

<foaf:Person>

<foaf:mbox rdf:resource="mailto:user3@domainY.com"/>
<rdfs:seeAlso rdf:resource="http://www.domainY.com/user4.owl"/>

</foaf:Person>
</exfoaf:WorkFellow>

</foaf:Person>
</rdf:RDF>

<foaf:givenname>User1</foaf:givenname>

<exfoaf:BTDevice>00:0A:D9:EB:40:C9</exfoaf:BTDevice>

<exfoaf:Friend>

<foaf:name>user2</foaf:name>
<exfoaf:BTDevice> </exfoaf:BTDevice>

<exfoaf:Family>

<foaf:name>user3</foaf:name>
<exfoaf:BTDevice> </exfoaf:BTDevice>

<exfoaf:WorkFellow>

<foaf:name>user4</foaf:name>
<exfoaf:BTDevice> </exfoaf:BTDevice>

00:0A:D9:EB:66:C7

00:0A:D9:EB:50:B3

00:0A:D9:EF:33:Q2

User1 and his BT address

User2 that is Friend of User1

User3 that belongs to the User1’s family

User4 that is a workfellow of User1

Figure 8.14: Instane of Extended FOAF pro�le.



8.5. PPlog: Pervasive Personal Blog 2178.5.4 PPlog server appliationPPlog server appliation o�ers users web-based interfaes for managing and visual-izing published posts. After being identi�ed by the system, users are able to aesstheir published posts and the published posts of their soial ontats. Figure 8.15illustrates the initial page of the User1's plog.At the left window, we an see the last daily post published by User1. It isomposed by a text, a photo and a video (i.e., three multimedia posts). Eahmultimedia doument is geo-referened and an be seen on the map by liking inthe link See it on the map. At the bottom window, we an see the photo of personsfrom User1's soial network deteted during the reation of this post (i.e., User1may have met User2 at reation time of that daily post). Moreover, we an see thepath taken by the User1 when he/she made that post. At the top of right window,we an see the hierarhy of posts lassi�ed by date (year, month, and title of post).At the bottom of right window, we have the ontats from User1's soial network.We an aess the Plog page of our soial ontats by liking on their photos.Figure 8.16 illustrates the User2's plog page. User1 will see only the posts dis-losed to him (i.e., the posts in whih User2 has de�ned a SWRL rule grating readaess to User1 ). When User1 tries to aess a post by liking on its title, PPlogserver appliation requests the CxtANBAC for enforing the SWRL rules assoi-ated with that proteted post. Then, if the resultant instane of Annotation Postontology assoiated with that post has the properties hasAess and hasAessOfassoiated with User1, then PPlog server appliation will show it to User1. Theenforing proess of CxtANBAC poliies are desribed in the next setion.8.5.5 PPlog appliation integrated with CxtANBAC and CxtMFFigure 8.17 illustrates an overview on PPlog appliation. PPlog appliation is builton CxtANBAC and CxtMF. The main omponents of CxtANBAC is based on theeXtensible Aess Control Markup Language(XACML)23 entities, suh as PEP (Pol-iy Enforement Point) and PDP (Poliy Deision Point) omponents. PEP andPDP are entities in harge of querying and enforing proess of annotation-basedaess ontrol poliies, respetively (see in [Filho 2009℄ for more details). We haveused the server-based approah desribed in Setion 6.14 for implementing the Cx-tANBAC. In this ase, PEP and PDP entities are deployed in the server side.When users make multimedia and daily posts, PPlog lient appliation requestsloation (l), time (t), and Bluetooth address (bt) of nearby devies to the ContextProvider (CP) deployed in the pervasive devie. We have implemented three sensoromponents that are in harge of gathering GPS oordinates (GPSSensor), Blue-tooth address (BTSensor), and time (TimeSensor), respetively (see in Figure 8.17).23http://www.oasis-open.org/ommittees/t_home.php?wg_abbrev=xaml
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Figure 8.15: The main interfae of PPlog servie appliation.
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Figure 8.16: The PPlog main page of User2.In this ase, PPlog lient appliation (i.e., the ontext onsumer) ommuniates di-retly with the CP. CP has the PPlog lient registered as a trusted ontext onsumer.After reating multimedia and daily posts, users should transfer them to thePPlog server appliation in order to publish these posts using one of the two syn-hronization modes: onneting diretly with the server appliation for sendingthem or synhronizing these posts with a desktop omputer that will upload themto the PPlog server appliation (1). Multimedia and daily posts are omposed bymultimedia douments (text message, video, audio, photo) and instanes of PostAnnotation and Daily Post ontologies, respetively. SWRL rules de�ned by usersare embedded into these ontology instanes, whih will be enfored by the PDP inorder to make aess ontrol deisions.When the PPlog server appliation reeives multimedia and daily posts, it re-quests the CIS sub-servies (Context Reasoner) of CxtMF (2) for inferring or de-riving new annotations assoiated with multimedia and daily posts, sending theseenrihed instanes (3) to the PCP (Poliy Context Information Point). PCP reeivesthese instanes and updates their base of proteted resoures. In this ase, eah in-stane of Post Annotation and Daily Post ontology is assoiated with a protetedresoure.When a user tries to aess a published post by using the PPlog server applia-tion, this last requests aess permission to the CxtANBAC PEP (4). Then, PEPrequests aess permission on that proteted post to PDP (5). PDP requests (6) to
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8.6. Conlusion 221PCP the ontology instane assoiated with the requested post. On reeiving thisinstane, PDP enfores the SWRL rules for making aess ontrol deisions. Finally,PDP grants/denies aess (7) on the requested resoure. PEP reeives the deisionresending it to the PPlog server appliation.8.6 ConlusionThis Chapter presented an instantiation of S-CxtBAC for proteting personal multi-media appliations, named CxtANBAC. We presented an appliation, named PPlog,that was integrated with CxtANBAC and CxtMF in order to protet multimediaand daily posts. CxtANBAC uses soial, ontextual, and soial-ontextual informa-tion for de�ning annotation-based aess ontrol poliies.Contextual annotation an be attahed to multimedia douments and used forde�ning aess ontrol poliies. In fat, CxtANBAC extends the existing annotation-based aess ontrol approahes by supporting soial, ontextual, andsoial-ontextual annotations. Owners of multimedia douments are able to de�neaess ontrol poliies based on soial and ontextual information for proteting theirresoures. Aording to our knowledge, none of existing annotation-based aessontrol approahes onsider this kind of annotation when making aess ontroldeisions.We have used semanti tehnologies (ontologies, SWRL rules) for desribing andenforing annotation-based aess ontrol poliies. When implementing the PPlogappliation, we observed that CxtANBAC an be used as a servie for adaptingmultimedia ontent.We plan to extend CxtANBAC in order to take into aount the ontext ofresoure requestor and resoure owner at request time of proteted resoures. In theurrent version, CxtANBAC onsiders only the ontext of resoure at reation timeand the existing soial relationships among resoure owner and resoure requestor.In addition, we plan to integrate a mehanism to dynamially and statially detetand resolve on�iting aess ontrol poliies.





Chapter 9Conlusion and Future Work
Résumé: Ce hapitre présente les onlusions de e travail de thèse. Nous présen-tons brièvement les prinipales ontributions : la famille de modèle de ontr�led'aès, l'arhiteture de gestion d'information ontextuel, les méthodes d'estimationdes indiateurs de qualités, les modèles d'informations sémantiques ontextuelles etde qualités et l'intégration de l'arhiteture ave la famille des modèles proposée. Fi-nalement, nous présentons quelques perspetives pour la ontinuité de e travail dereherhe.
Contents9.1 Summary of Contribution . . . . . . . . . . . . . . . . . . . . 2239.1.1 CxtBAC Models . . . . . . . . . . . . . . . . . . . . . . . . . 2249.1.2 CxtMF framework . . . . . . . . . . . . . . . . . . . . . . . . 2259.1.3 CxtBAC instantiation . . . . . . . . . . . . . . . . . . . . . . 2269.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2269.2.1 Short-term goals . . . . . . . . . . . . . . . . . . . . . . . . . 2269.2.2 Long-term goals . . . . . . . . . . . . . . . . . . . . . . . . . 227
9.1 Summary of ContributionThe main objetive of this Thesis is the proposal of using ontext information formaking aess ontrol deisions in pervasive environments. It also aims to determinethe impat of the quality of ontext information on the ontext sensitive appliationsand servies.We disussed the traditional aess ontrol models (Chapter 2) and the existingontext-based and ontext-aware aess ontrol approahes (Chapter 3), presentingthe advantages and disadvantages of using eah solution for proteting pervasiveresoures. In Chapter 5, we pointed out the need for de�ning aess ontrol models



224 Chapter 9. Conlusion and Future Workthat use ontext as entral onept for enforing aess ontrol poliies. Moreover,as ontext information is used to authentiate users in the same way that identityand role are used in traditional aess ontrol solutions for granting permission, itis also neessary to gather ontext information with quality and seurity, preservingthe privay of users.Most of the existing approahes extend the RBAC, whih is a model by natureunsuitable for pervasive environment, beause it is ontext-unaware and user andpermission assignments are statially de�ned. In addition, existing solutions donot take into aount the quality of ontext information used for making aessontrol deisions, and do not make lear distintion among ontext assoiated withthe aess entities and the environment: resoure requestor, resoure owner, andresoure itself.With this in mind, we proposed the CxtBAC (Chapter 6) that de�nes ontext-based aess ontrol models for pervasive environments. In addition, we proposedthe CxtMF (Chapter 7) that is a ontext management framework in harge ofgathering ontext information with quality and seurity, taking into aount pri-vay requirements of users. Suh family model may be used as a basis to de�nenew ontext-based aess ontrol solutions for proteting pervasive resoures, i.e.,
CxtBAC an be instantiated/extended in order to aommodate new requirementsof pervasive environments.This hapter desribes our ontributions and some perspetives of this work. Itis divided into three major results:� CxtBAC: the spei�ation of a family of ontext-based aess ontrol models,named CxtBAC;� CxtMF: the development of a QoC and privay-aware ontext managementframework, named CxtMF ;� Instantiation of the CxtBAC: the instantiation of a CxtBAC (S −CxtBAC)model applied to the domain of Mobile Multimedia Appliations.9.1.1 CxtBAC ModelsThe proposed family of ontext-based aess ontrol models o�er means of assigningaess permission based on the onept of aess ontext, di�erent from the oneptof roles. CxtBAC is omposed by 8 models that an be used to implement aessontrol solutions for pervasive environments. In pervasive environment, the intera-tions (i.e., user-to-user and user-to-environment) our in a ad-ho manner, mainlyresulting from the user mobility situations. Therefore, in some senarios the oneptof role is not applied in a natural way, sine the user an not be reognized by theenvironment.



9.1. Summary of Contribution 225We adopted the onept of aess ontext that represents the situation in whihusers (resoure owners and resoure requestors) and resoures are part at requesttime of a proteted resoure. Aess ontext is dynamially assigned to users sinetheir assoiated ontext onstraints are evaluated as true aording to the urrentontext of the observed entities (resoure owner, resoure requestor, resoure, andenvironment).Basially, the di�erene between CxtBAC and the existing works desribed inChapter 2 and Chapter 3, is the fous given on the spei�ation of aess ontrolmodels that use ontextual information as basis for assigning aess permissionto users. Moreover, CxtBAC takes into aount the existing soial relationshipbetween users, the quality and privay requirements on ontext information usedfor making aess ontrol deisions.
CxtBAC an be instantiate as a disretionary or mandatory aess ontrolmodel, o�ering means of de�ning user-level and system-level aess ontrol poli-ies, respetively. However, a servie in harge of ontext management operationsshould be built in order to support these CxtBAC instanes. Thus, we proposed aontext management framework (CxtMF) that is in harge of gathering, inferring,deriving, proteting, and providing QoC-enrihed ontext information for CxtBAC-based solutions.9.1.2 CxtMF frameworkThe omponent-based CxtMF is omposed by servies in harge of managing on-text information, performing operations suh as gathering, inferring, deriving, pro-teting, and providing ontext information for registered onsumers.Unlike the existing work desribed in Chapter 4, CxtMF supports QoC at allsteps involved in the ontext management proess. Moreover, the proposed approahof QoC measuring an be applied on both raw ontext data and high-level ontextinformation obtained from inferene and derivation operations.Context onsumers are able to de�ne QoC thresholds that the CxtMF shouldtake into aount before providing ontext information. Context information anbe enrihed with QoC (i.e., QoCI and QoCP) in order to o�er means of improvingontext sensitive deisions. Global QoC thresholds an be also de�ned internally tothe CxtMF .For example, ontext providers (CP) an use these thresholds in order to �lterinformation from two or more registered sensors of the same type. CP an eliminatethe raw sensed data that do not reah the set of Global QoC thresholds at thegathering level in order to redue the proessing load. At appliation or servielevel, QoC an be used to verify the quality of the ontext used for deision making,reduing thus the likelihood of making a wrong deision.The Context and QoC models proposed in this work o�er means of representing



226 Chapter 9. Conlusion and Future Worksemantially ontext and QoC information managed by the CxtMF . For eah typeof observed entity (i.e., user, resoure, and environment) we have de�ned a newontology model reusing the Context Top Model that we proposed in [Viana 2008℄.Finally, the Aess Control ontology is de�ned by reusing these ontologies to desribethe ontext of the observed entities that is relevant for deision making.9.1.3 CxtBAC instantiationIn order to validate the CxtBAC and the CxtMF in a real senario of appliation,we instantiate the S−CxtBAC (Soial-Aware CxtBAC model) that was built on the
CxtMF for proteting mobile multimedia appliations. The aess ontrol deisionsare based on the soial relationship between users and the ontext haraterizingthe reation situation of resoure (i.e., ontext of resoure). We developed a lient-server appliation, named PPlog (Pervasive Personal Blog), whih is able to annotatemultimedia resoures (i.e., video, photos, mini Blogs) automatially with ontextinformation at reation time.The annotation assoiated with multimedia resoures is used to enrih the userblog with ontext information automatially gathered from the environment at re-ation time. Moreover, it an be used to de�ne aess ontrol poliies for protetingannotated resoures. For example, a user ould de�ne an aess poliy for protet-ing his/her photos, allowing only the persons from his/her soial network present atreation time to aess them.PPlog used a CP to gather ontext information for annotating multimedia re-soures, and o�er users means of requesting multimedia resoure of any personbelonging their soial network. We used a semanti approah for evaluating aessontrol poliies, whih are desribed as SWRL rules. Moreover, we onduted anon-line survey of 200 people in order to identify the most important set of anno-tations that an be used to de�ne poliies for proteting personal photos based onontext information.9.2 Future WorkThe study that we presented in this thesis leaves us some interesting perspetivesfor the ontinuation of our work. We lassify this future work in two ategories:short-term and long-term goals.9.2.1 Short-term goalsAs a short-term perspetive, we plan to extend the CxtBAC with a new model forintegrating ontext with roles. The main objetive is to failitate the transition ofRBAC-based solutions existing in legay systems with our new approah. However,



9.2. Future Work 227as that new model will use ontext information for adapting permission, it shouldtake into aount also the quality of ontext information. It is very important totake into aount this requirement, sine user's mobile devies are part of the hainof generating ontext information used for making deisions.We observed in Chapter 8 that the de�nition of ontext-based aess ontrolpoliies is not an easy and intuitive task. Therefore, we plan to develop a user-friendly interfae that allows users or administrators to easily de�ne ontext-basedaess ontrol poliies desribed semantially as SWRL rules. In addition, we plan toinstantiate the CxtBAC for proteting resoures in a real professional senario. Weonduted an on-line survey of 60 people in order to identify the most importantset of ontext-based aess ontrol poliies for proteting personal resoures in aprofessional environment. We plan to use an XACML-based approah for evaluatingthe ontext-based aess ontrol poliies of this CxtBAC instane.Moreover, we plan to extend the QoC evaluating omponents (QoCE) for mea-suring the other QoC indiators (e.g., trust-worthiness, orretness, auray) andto verify their e�etiveness. Moreover, we plan to verify how these QoC indiatorsdepend on eah other (e.g., in our proposition, the QoCI ompleteness is dependentof QoCI up-to-dateness).9.2.2 Long-term goalsAs a long-term perspetive, we expet to speify a QoC-based poliy language fordesribing QoC requirement of ontext onsumers. Poliies de�ned using that lan-guage should take into aount one or more QoC indiators in order to improvethe ontext based deisions. We plan to add a management mehanism to ontrolreliable and unreliable sensors/ontext providers. This mehanism should be ableto answer the following questions: What haraterizes a reliable sensor/CP? Whena reliable sensor/CP beomes a unreliable entity, and vie versa?Another aspet that should be onsidered in the future work is the integrationof ontext-based authentiation servies in the CxtBAC and CxtFM . We expetto ondut a study in order to identify the existing authentiation approahes thatonly use ontext information to authentiate users (e.g., voie, image, movement,proximity to someone, biometri sensors, et). For example, permission ould begranted to the users based on the ertainty level of authentiation methods.We expet to propose an adapting approah for seurity mehanisms (e.g., theservie used for proteting end-to-end ommuniation hannels) that takes into a-ount the ontext of risk. The main idea is to identify the ontext of risk (e.g., therisk of having information aptured by an unauthorized entity is greater if the useris onneted to a network of an airport than if he/she is onneted to his/her homenetwork). Therefore, the ontext of risk is any information that an be used to har-aterize a situation of risk for the seurity of appliations and users. Aording to



228 Chapter 9. Conlusion and Future Workthe identi�ed ontext of risk, the seurity infrastruture is able to adapt internallyits seurity mehanisms in order to protet user and appliation data.Finally, we want to point out as a prospet the integration of our solutionsin loud omputing environments. The emergene of suh paradigm leads to veryinteresting issues about privay and seurity aspets, suh as authentiation, autho-rization, aess ontrol, and delegation.
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Figure B.1: On-line survey: ontextual annotation.
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Figure B.2: On-line survey: ontextual annotation.
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Figure B.3: On-line survey: ontextual annotation.
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Figure B.4: On-line survey: ontextual annotation.
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Figure B.5: On-line survey: ontextual annotation.
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Figure C.1: Question 1.1
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Figure C.2: Question 1.2a
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Figure C.3: Question 1.2b
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Figure C.4: Question 1.2
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Figure C.5: Question 1.2d
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Figure C.6: Question 1.2e
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Figure C.7: Question 1.2f
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Figure C.8: Question 1.2g
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Figure C.9: Question 1.2h
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Figure C.10: Question 2
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Figure C.11: Question 2
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Figure C.12: Question 3.1
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Figure C.13: Question 3.1
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Figure C.14: Question 3.2
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Figure C.15: Question 3.2
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Figure C.16: Question 3.3
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Figure C.17: Question 3.3
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Figure C.18: Question 3.4
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Figure C.19: Question 3.4
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Figure C.20: Question 4.a
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Figure C.21: Question 4.a
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Figure C.22: Question 4.b
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Figure C.23: Question 4.b
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Figure C.24: Question 5.1
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Figure C.25: Question 5.2
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Figure C.26: Question 5.3
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Figure C.27: Question 5.4



267

Figure C.28: Question 5.5



268 Appendix C. Frequeny tables of survey questions

Figure C.29: Question 5.5
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Figure C.30: Personal information
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Résumé: Dans les environnements pervasifs, le onstant hangement du ontexted'utilisation des appliations, des servies et des ressoures distribués impose denouvelles exigenes pour la dé�nition des solutions de ontr�le d'aès. Celles-ionernait notamment la sensibilité au ontexte et la mise en ouvre distribuée despolitiques d'aès. Pour prendre en ompte es besoins, nous proposons une famillede modèles de ontr�le d'aès, appelé CxtBAC (Context-Based Aess Control),qui se ompose de huit modèles oneptuels et permet d'explorer les informationsontextuelles aratérisant les entités suivantes : le propriétaire de la ressoure,l'environnement, l'utilisateur et la ressoure elle-même. Contrairement aux proposi-tions existantes, basées sur le modèle RBAC (Role-Based Aess Control), la famillede modèle proposé est entrée sur la notion de ontexte et non de r�le. Par on-séquent, les déisions d'aès aux ressoures protégées sont prises en onsidérant lesinformations ontextuelles qui aratérisent la situation des entités impliquées. Pourdérire les règles d'aès, les permissions sont assoiées à des ontextes d'aès etles utilisateurs sont assoiés dynamiquement à es dernières. Les modèles proposéssont indépendants du langage de spéi�ation de la politique de séurité. Dans leadre de ette thèse, nous proposons également une solution pour la mise en ouvrebasée sur un formalisme d'ontologies.Mots-lés: Contr�le d'aès, environnements pervasifs, sensibilité au ontexte, qualitédu ontexte, vie privéeAbstrat: In pervasive environments, with the possibility of o�ering users distributedaess on appliations, servies, and resoures, from anywhere and at anytime, new issuesarise with regard to aess ontrol mehanism. Generally, the existing aess ontrol solu-tions make stati user-permission assoiations and are unaware about the situation (ontext)when de�ning and enforing aess ontrol poliies. In order to address these issues, wepropose a family of Context-Based Aess Control models, named CxtBAC (Context-BasedAess Control), whih is omposed by eight oneptual models that an be used as basisto implement ontext-based aess ontrol solutions. CxtBAC models explore ontextualinformation as entral onept for assigning permissions to users. In fat, ontext informa-tion an desribe the situation of resoure owners, resoure requestors, resoures, and theenvironment around them. Unlike existing aess ontrol proposals suh as RBAC-basedsolutions, CxtBAC makes aess deisions taking into aount the ontextual informationthat haraterizes the situation of involved entities. In a CxtBAC aess rule, a set ofpermission is assoiated with an aess ontext and users are dynamially assoiated withthat aess ontext. CxtBAC is independent of seurity poliy language used to desribeaess ontrol poliies. Moreover, we have proposed an implementation of CxtBAC poliiesbased on ontologies and inferene rules.Keywords: Aess Control, Pervasive Environments, Context-awareness, Quality ofContext, Privay


