IT Pro May/June 2015

L}
1
1
Soooe

Th

e Interhet.of

GUEST EDITORS" INTRODUCT]

|
1
1
1
1
]
1
1
1
1
q

PLL T

Anytning and
Sustainability

Irena Bojanova, University of Maryland University College
Jeffrey Voas, IEEE Fellow
George Hurlburt, sTEMCorp

wo terms have all but surpassed the cli-

ché stage in our current lexicon: the In-

ternet of Things (IoT) and sustainability.

The notion of the IoT, or the Internet of

Anything (IoA)," as we prefer to call it, is widely prev-

alent. Taken to extremes, the IoA subsumes drones,

smart swarms, the smart grid, intelligent buildings,

and autonomous cyber-physical and cyber-biologi-

cal systems, each of which has achieved or is about

to achieve mega-cliché status on its own merit. The

IoA is supported by the cloud, big data, mobile com-
puting, and bring your own device (BYOD).

By entirely different semantic channels, the
notion of “sustainability”—of our environment,
our growth, our social well-being, and our econ-
omy—has also reached worldwide cliché status.
Together with resilience, the concept of sustain-
ability demands an urgent call to action.

The IoA and sustainability, taken as coevolv-
ing concepts, nonetheless result in some useful
speculation about the art of the possible. This
convergence is occurring in a world that can no
longer be viewed in terms of often mechanistic
and static precision characteristics, as was the
thinking of our recently industrialized era. This
special issue examines and reinforces this vital
union and explores its potential.
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loA and Sustainability: Coevolution
Given that the world’s scientists place a collective
97.2 percent level of confidence on the concept of
climate change and all that it implies,” sustain-
ability becomes a metaphor for coping with new
dynamics of unknown dimensions. Speculation
abounds concerning increasingly unusual and
often violent weather in the most unexpected
places, unprecedented drought and wildfires in
other unlikely places, food instability, pandem-
ics, and growing disparities leading to constant
global unrest, hostility, and disruption. Although
we are only glimpsing the forerunners of dramat-
ic change, the early signs are present and seem-
ingly deepening with the passage of time.

Is there hope for achieving true sustainability?
And what does this have to do with the IoA?

In the face of massive disruptive technological
change, some might argue that the status quo has
no foothold. Certainly, the electronic book, for
example, has led to the demise of many venerable
bookstores. iTunes forever changed the land-
scape of popular music. Nonetheless, the time-
honored acts of reading books and consuming
music continue apace. Only the distribution
channels were disrupted, not literate or auditory
behavior. Sustainability then implies a shift in
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formerly status quo activities to achieve an en-
during goal under new circumstances.

The IoA will clearly move the world ever faster
toward adopting new sustainable markets. It will
usher in autonomous systems that can’t exist
without vast network interactions among a mul-
titude of widely distributed sensors and control
mechanisms, called actuators. It will permit self-
regulating and self-repairing smart grids that
are ideally optimized for maximum efficiency in
highly volatile environments. It has the potential
to revolutionize how we approach energy usage
and the geo-political unrest energy ownership
creates.

Simply put, the [oA has all the potential to har-
ness powerful forces for sustainability in a rapid-
ly changing world. This implies that the notion of
sustainability be joined with the IoA, both acting
as dynamic agents of change, neither supporting
the status quo.

Such a union gives rise to a hope that technol-
ogy can and should play a vital role in balancing
an increasingly unbalanced world. It also brings
some significant ethical issues to bear that prom-
ise to amplify current cybersecurity concerns.
Earth-changing issues exist that serve to rein-
force a need for enhanced security and privacy.
But don’t be deceived—an Internet with anything
tied to it is a recipe for anything happening, the
good, the bad, and the ugly.

In This Issue

This special issue of IT Professional examines
articles focusing on IoA trends, smart grids in
the built infrastructure, security and privacy
concerns, cloud architecture, and other issues
related to sustainable [oA.

The From the Editors column from Arpan
Pal sets the stage for the [oA as a sustainability-
enhancing entity by defining six elements to
move it beyond the hype stage of maturity.

In their overview of emergent and potentially
sustainable oA trends in the energy industry,
“Intelligent Energy Industrial Systems 4.0,” Pa-
tricia Robison, Manjusri Sengupta, and David
Rauch build a case for the importance of smart
grids. Then, in “Security, Privacy, and the Built
Environment,” Hugh Boyes explores the IoA’s
impact on the built infrastructure, focusing on
smart buildings and their implications for secu-
rity and privacy. Privacy and security concerns

are further reinforced by “Big Data Privacy in the
Internet of Things Era,” in which Charith Perera,
Rajiv Ranjan, Lizhe Wang, Samee U. Khan, and
Albert Y. Zomaya examine the privacy of big data
in the IoA.

Other aspects of the oA are important con-
siderations for future sustainability and their
ultimate relationship to cyber-ethics and cyber-
security. Accessible platforms for the IoA will
necessitate rethinking the conventional cloud
environment. In “Designing a Cyber-Physical
Cloud Computing Architecture,” Eric Simmon,
Sulayman K. Sowe, and Koji Zettsu examine a
conceptual cloud architecture to sustain loA-
enabling cyber-physical systems (CPSs). Further
extending the human component of the cloud,
Bin Guo, Chao Chen, Zhiwen Yu, Daging Zhang,
and Xingshe Zhou look at mobile crowd sens-
ing computing (MCSC) as it supports the even-
tual fusion of human and machine intelligence
in their article, “Building Human-Machine Intel-
ligence in Mobile Crowd Sensing.”

As expert opinion, this issue also offers a Spot-
light article on two IoT perspectives: Ram Sri-
ram’s “Smart Networked Systems and Societies:
A Research Agenda” discusses the development
of a trusted, secure, reliable, and interoperable
net-centric computing environment. Amit Sheth
presents “Smart [oT: IoT as a Human Agent, Ex-
tension, and Complement.” Both discussions in-
clude links to accompanying videos.

Readers can also refer to the IT Trends de-
partment by Saeid Abolfazli, Zohreh Sanaei, and
Irena Bojanova, which discusses the Internet of
Cores (IoC), envisioning a ubiquitous cloud of
heterogeneous granular computing and storage.

We believe this issue, with its varied articles,
furthers the dialogue on the IoA, especially as
it could help drive future sustainability. Indeed,
the oA calls for our best effort, particularly as
unprecedented change relentlessly summons the
utmost in sustainability.

use data, and to use data relies on comput-
ing. The IoA is a spider’s web of sensing,
computation, and communication. It’s a jugger-
naut of data, algorithms, and things rolling down
a hill, blended with a huge amount of uncertainty,
given that its key actors almost certainly lack any

T he IoA boils down to “things” that make or
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pedigree related to trust. It’s a space to closely
monitor, but in the meantime, enjoy the ride.
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Senior Software Test Engineer,
in hibu’s Bellevue, WA office

Job Duties: Build testing process, identify testing strategies, test
methods and tools and deploy testing tools and web service to
Amazon Cloud Service or hibu private infrastructure service. Conduct
pre research of third party APl and develop automation tools for
evaluating the reliability and stability of API before signing contracts.
Develop data process tools by using shell script. Analyze data and
build DB testing script by using DB script like SOL. Conduct data
migration from RMDBS to NO-SOL databases such as Hadoop/HBase/
MongoDB. Develop field testing tools for validating data accuracy
and data coverage of search results and to competitor companies
(eg. YP, yelp, google local). Develop automation testing tools for web
applications, design testing plans and design/run test cases, including
conducting stress testing and performance and security testing for
web applications. Develop web services like REST Full. This position
will work closely with hibu’s Development Team, Program Managers,
and the Design Team to review requirements, provide test estimates,
and review UI/UX (User Interface/User Experience) design from a
testing perspective. Position must adapt to changing requirements/
processes and must independently drive technical investigations and
scope efforts to completion.

Education required: Bachelor’s Degree in Software Engineering,
Computer Engineering or Computer Science

Experience/Special sKills required: 5 years of experience in
software design engineering or software engineering in test. 5 years
of commercial web software test experience, including automation
testing and java server-side programming, shell scripting. 3 years

of experience in web front-end development and with Web services
technology (REST, SOAP). Demonstrated knowledge of HTML,
Javascript, CSS, JQuery, XML, XSD, XSLT, JSON. Java application
development experience required as is the ability to independently
write, debug and optimize SOL Procedures and Queries.

Please email resume to the attention of Stephen Clifford,

at the following email address jobapplicants@hibu.com

Call for Articles

IEEE Software seeks practical,
readable articles that will appeal to
experts and nonexperts alike. The
magazine aims to deliver reliable
information to software developers and
managers to help them stay on top of
rapid technology change. Submissions
must be original and no more than
4,700 words, including 200 words for

each table and figure.
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