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Abstract

Cloud computing has become a desirable choice to store and share large amounts of data among several users. The two

main concerns with cloud storage are data recovery and cost of storage. This article discusses the issue of data recovery in

case of a disaster in a multi-cloud environment. This research proposes a preventive approach for data backup and recovery

aiming at minimizing the number of replicas and ensuring high data reliability during disasters. This approach named

Preventive Disaster Recovery Plan with Minimum Replica (PDRPMR) aims at reducing the number of replications in the cloud

without compromising the data reliability. PDRPMR means preventive action checking of the availability of replicas and

monitoring of denial of service attacks to maintain data reliability. Several experiments were conducted to evaluate the

effectiveness of PDRPMR and the results demonstrated that the storage space used one-third to two-thirds compared to

typical 3-replicas replication strategies.

Keywords

Author Keywords: Cloud Computing; Cost-Effective Storage; Data Reliability; Data Replication; Disaster Recovery

Author Information

Reprint Address: Alshammari, MM (corresponding author)

Int Islamic Univ Malaysia, Selangor, Malaysia.

Addresses:

[ 1 ]  Int Islamic Univ Malaysia, Selangor, Malaysia

[ 2 ]  Int Islamic Univ Malaysia, Kulliyyah Fac Informat & Commun Technol, Selangor, Malaysia

[ 3 ]  Int Islamic Univ Malaysia, Kulliyyah Informat & Commun Technol, Dept Comp Sci, Selangor, Malaysia

       [ 4 ]  Amer Univ Emirates, So�ware Engn, Dubai, U Arab Emirates

Publisher

IGI GLOBAL, 701 E CHOCOLATE AVE, STE 200, HERSHEY, PA 17033-1240 USA

Categories / Classification

Research Areas: Computer Science

Web of Science Categories: Computer Science, Theory & Methods

See more data fields

Citation Network

In Web of Science Core Collection

0
Times Cited

Create Citation Alert

26
Cited References

View Related Records

Use in Web of Science

Web of Science Usage Count

0 0

Last 180 Days Since 2013

This record is from:

Web of Science Core Collection

- Emerging Sources Citation Index

Suggest a correction

If you would like to improve the quality of

the data in this record, please suggest a

correction.

  1  of  1 

Cited References: 26

Showing 26 of 26 View All in Cited References page

Web of Science InCites Journal Citation Reports Essential Science Indicators EndNote Publons Kopernio Master Journal List Sign In  Help  English 

Tools  Searches and alerts  Search History Marked List

Look Up Full Text Add to Marked ListFull Text from Publisher Find PDF Export...A

 1  of  1 

Learn more

Search Search Results

http://apps.webofknowledge.com.ezproxy.um.edu.my/home.do?SID=D3W4Q5ILDct6TcwZWdl
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=D3W4Q5ILDct6TcwZWdl&mode=rrcAuthorRecordService&action=go&product=WOS&lang=en_US&daisIds=35791553
javascript:sup_focus('addressWOS:000516827500006-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=D3W4Q5ILDct6TcwZWdl&mode=rrcAuthorRecordService&action=go&product=WOS&lang=en_US&daisIds=1242979
javascript:sup_focus('addressWOS:000516827500006-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=D3W4Q5ILDct6TcwZWdl&mode=rrcAuthorRecordService&action=go&product=WOS&lang=en_US&daisIds=4103516
javascript:sup_focus('addressWOS:000516827500006-3')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=D3W4Q5ILDct6TcwZWdl&mode=rrcAuthorRecordService&action=go&product=WOS&lang=en_US&daisIds=5431554
javascript:sup_focus('addressWOS:000516827500006-4')
javascript:hide_show('show_resc_blurb', 'inline');hide_show('show_resc_blurb_link', 'none');hide_show('hide_resc_blurb_link', 'inline')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&field=TS&value=Cloud+Computing&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&field=TS&value=Cost-Effective+Storage&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&field=TS&value=Data+Reliability&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&field=TS&value=Data+Replication&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&field=TS&value=Disaster+Recovery&uncondQuotes=true
javascript:hide_show('reprint_pref_org_exp_link_1', 'inline');hide_show('show_reprint_pref_org_exp_link_1', 'none');hide_show('hide_reprint_pref_org_exp_link_1', 'inline')
javascript:hide_show('research_pref_org_exp_link_1', 'inline');hide_show('show_research_pref_org_exp_link_1', 'none');hide_show('hide_research_pref_org_exp_link_1', 'inline')
javascript:hide_show('research_pref_org_exp_link_2', 'inline');hide_show('show_research_pref_org_exp_link_2', 'none');hide_show('hide_research_pref_org_exp_link_2', 'inline')
javascript:hide_show('research_pref_org_exp_link_3', 'inline');hide_show('show_research_pref_org_exp_link_3', 'none');hide_show('hide_research_pref_org_exp_link_3', 'inline')
javascript:csiovl('PCTAdd', '/OutboundService.do?action=go&mode=Wos1pAlertingPCTAdd&product=WOS&SID=D3W4Q5ILDct6TcwZWdl&component=pct&forwardTo=None&qid=15&doc=1&colName=WOS&num_cited=0');
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d15%26log_event%3dyes%26product%3dWOS%26SID%3dD3W4Q5ILDct6TcwZWdl%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000516827500006&search_mode=CitedRefList&SID=D3W4Q5ILDct6TcwZWdl&parentProduct=WOS&parentQid=15&parentDoc=1&recid=WOS:000516827500006&PREC_REFCOUNT=26&fromRightPanel=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d15%26log_event%3dyes%26product%3dWOS%26SID%3dD3W4Q5ILDct6TcwZWdl%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000516827500006&parentProduct=WOS&parentQid=15&search_mode=RelatedRecords&SID=D3W4Q5ILDct6TcwZWdl&parentDoc=1
javascript:;
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=15&parentDoc=1&qid=16&SID=D3W4Q5ILDct6TcwZWdl&colName=WOS&page=1
javascript:;
javascript: void('InCites')
javascript: void('JCR')
javascript: void('ESI')
javascript: void('EndNote')
javascript: void('PUBLONS')
https://kopernio.com/?utm_source=WOS_home&utm_medium=web&utm_campaign=kopernio_wos_product&ref=wos
https://mjl-clarivate-com.ezproxy.um.edu.my/home
javascript:void(0);
javascript:void(0)
javascript: void(0)
javascript: void(0)
javascript: void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_CombineSearches_input.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CombineSearches
http://apps.webofknowledge.com.ezproxy.um.edu.my/ViewMarkedList.do?action=Search&product=WOS&SID=D3W4Q5ILDct6TcwZWdl&mark_id=UDB&search_mode=MarkedList&colName=WOS&entry_prod=WOS
javascript:void('Links');
javascript:;
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_GeneralSearch_input.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=GeneralSearch
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&search_mode=GeneralSearch&qid=15&SID=D3W4Q5ILDct6TcwZWdl&page=


6/22/2020 Web of Science [v.5.35] - Web of Science Core Collection Full Record

apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=15&SID=D3W4Q5ILDct6TcwZWdl… 2/3

A cloud-based adaptive disaster recovery optimization model

By: Alhazmi, O. H.

Computer and Information Science    Volume: 9     Issue: 2     Pages: 58-67     Published: 2016  

Times Cited: 2 

Disaster Recovery with Minimum Replica Plan for Reliability Checking in Multi-Cloud

By: Alshammari, M.M.; Alwan, A.A.; Nordin, A.; et al.

Procedia Computer Science    Volume: 130     Pages: 247-54     Published: 2018  

Times Cited: 2 

Disaster Recovery in Single-Cloud and Multi-Cloud Environments: Issues and Challenges

By: Alshammari, Mohammad M.; Alwan, Ali A.; Nordin, Azlin; et al.

2017 4TH IEEE INTERNATIONAL CONFERENCE ON ENGINEERING TECHNOLOGIES AND APPLIED SCIENCES (ICETAS)    Published: 2017  

Times Cited: 2 

Cloud computing technology: Promises and concerns

By: Attiya, I.; Zhang, X.

International Journal of Computers and Applications    Volume: 159     Issue: 9     Pages: 32-37     Published: 2017  

Times Cited: 1 

Erasure coding in windows azure storage

By: Cheng, H.; Huseyin, S.; Yikang, X.; et al.

2012 USENIX ANN TECH    Published: 2012  

Paper presented at the

Publisher: Academic Press, Boston, MA

[Show additional data]

Times Cited: 1 

The solution of disaster recovery system on cloud computing environment

By: Choo, C. Y.; Chung, K. S.

Journal of Physics.    Published: 2018  

Times Cited: 1 

A Cost-Efficient Data Placement Algorithm with High Reliability in Hadoop

By: Du, Yao; Xiong, Runqun; Jin, Jiahui; et al.

2017 FIFTH INTERNATIONAL CONFERENCE ON ADVANCED CLOUD AND BIG DATA (CBD)    Book Series:   International Conference on Advanced

Cloud and Big Data   Pages: 100-105     Published: 2017  

Times Cited: 2 

DR-Cloud: Multi-Cloud Based Disaster Recovery Service

By: Gu, Yu; Wang, Dongsheng; Liu, Chuanyi

TSINGHUA SCIENCE AND TECHNOLOGY    Volume: 19     Issue: 1     Special Issue:   SI   Pages: 13-23     Published:   FEB 2014

Times Cited: 16 

Online grid replication optimizers to improve system reliability

By: Lei, M.; Vrbsky, S. V.; Qi, Z.

21 IEEE INT S PAR DI      Published: 2007  

Paper presented at the

Publisher: IEEE Press, Rome, Italy

Times Cited: 1 

Cloud Standby: Disaster Recovery of Distributed Systems in the Cloud

By: Lenk, Alexander; Tai, Stefan

SERVICE-ORIENTED AND CLOUD COMPUTING    Book Series:   Lecture Notes in Computer Science   Volume: 8745     Pages: 32-46     Published: 2014  

Times Cited: 12 

Title: [not available]

By: Li, W.; Yang, Y.; Yuan, D.

Reliability assurance of big data in the cloud. cost-effective replication-based storage    Published: 2015  

Publisher: Morgan Kaufmann, USA

Times Cited: 1 

Ensuring Cloud Data Reliability with Minimum Replication by Proactive Replica Checking

By: Li, Wenhao; Yang, Yun; Yuan, Dong

IEEE TRANSACTIONS ON COMPUTERS    Volume: 65     Issue: 5     Pages: 1494-1506     Published:   MAY 2016

Times Cited: 20 

Minimum-Cost Cloud Storage Service Across Multiple Cloud Providers

By: Liu, Guoxin; Shen, Haiying

IEEE-ACM TRANSACTIONS ON NETWORKING    Volume: 25     Issue: 4     Pages: 2498-2513     Published:   AUG 2017

Times Cited: 6 

Data security in cloud computing

By: Liu, X.

1 INT C CYB INF    Published: 2014  

Paper presented at the

Publisher: Academic Press, Bangalore, India

Times Cited: 1 

Privacy, security and trust issues arising from cloud computing

By: Pearson, S.; Benameur, A.

Times Cited: 164 

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.

15.

http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=1&REFID=585430241&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=2&REFID=566211647&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000426983900035
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=3&REFID=557098580&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=4&REFID=601771318&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_5 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_5 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_5 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=5&REFID=601771319&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=6&REFID=601771320&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000426950400017
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=7&REFID=541814623&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000364485400002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=8&REFID=499897439&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=9&REFID=426563156&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000345079400003
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=10&REFID=475206208&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=11&REFID=601771321&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000374891300014
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=12&REFID=508788434&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitedFullRecord&isickref=WOS:000408419600041
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=13&REFID=539890427&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=14&REFID=601771323&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=D3W4Q5ILDct6TcwZWdl&search_mode=CitingArticles&parentProduct=WOS&parentQid=16&parentDoc=15&REFID=576886876&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct

