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Abstract

Cloud computing has become a desirable choice to store and share large amounts of data among several users. The two
main concerns with cloud storage are data recovery and cost of storage. This article discusses the issue of data recovery in
case of a disaster in a multi-cloud environment. This research proposes a preventive approach for data backup and recovery
aiming at minimizing the number of replicas and ensuring high data reliability during disasters. This approach named
Preventive Disaster Recovery Plan with Minimum Replica (PDRPMR) aims at reducing the number of replications in the cloud
without compromising the data reliability. PDRPMR means preventive action checking of the availability of replicas and
monitoring of denial of service attacks to maintain data reliability. Several experiments were conducted to evaluate the
effectiveness of PDRPMR and the results demonstrated that the storage space used one-third to two-thirds compared to
typical 3-replicas replication strategies.
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