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Introduction

Notes/instructions on completing this template

e Please complete all sections and all questions as far as possible

e Where a question or section is not applicable, please mark as N/A

e Where is overlap — or no change — to information previously submitted in company
statement of commitments, please simply enter “refer to self-statement”

e URLs or screenshots (with links) are particularly useful in illustrating individual points

e Please add any additional information/data relevant to the submission at the end of the
appropriate Principle

1. Name of the company on whose behalf this submission is made:

Orange Group

2. Country or primary markets where products/services are offered (in EU) to which this
submission applies In which European markets does your company operate

France, Poland, Spain, Romania, Slovakia, Belgium & Luxembourg

3. Product(s) or services included within the terms of this submission

Mobile (voice, data and mobile broadband), fixed internet service provider and TV
services

4. Nature of activity
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L] Manufacturers of desktop and laptop computers, mobile phones, tablets, TV set top
boxes and gaming consoles

X[J Network operators and connectivity providers

(] Online content provider

L] Online service provider

[] Other (please specify): ............. Provider of online TV services.......cccccceveeeeeeeeeeennnn.

5. Person(s) completing the report

Orange aims to continuously develop services which respond to the concerns of families,
through initiatives which support parents and children in using digital technologies safely,
and through the development of practices which encourage creativity, entrepreneurship
and learning with, in particular, the launch of coding workshops across the Orange footprint.

Orange’s ambitions are supported by the "Better Internet for Kids" programme, which aims
to empower parents to provide the best of digital technology for their children.

More generally, Orange is working on defining and implementing a responsible marketing
framework for offers likely to be used by children, including those related to the Internet of
Things.

Orange has launched its family offers (LOVE) in Europe; LOVE connects homes using
landline, mobile and telephone solutions, all in a single offer, in Spain since December 2016,
Belgium and Poland in February 2017, Luxembourg in March 2017, Slovakia and Romania in
September 2017 and Moldova in October 2017.

In France, the OPEN package offer is specially designed for families:

- up to four additional mobile subscriptions for family members,

- family subscriptions are managed from the Family Space in Orange&Moi

The offer includes exclusive services for families (Cinéday, special offers), a secure, private
family network (Family place), solutions to go off-line as a family (setting time slots or
switching off Wi-Fi), and solutions to protect younger children (parental controls on TV, PC,
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mobile and tablet) as well as targeted information and advice to support families in their
use of digital technologies (https://bienvivreledigital.orange.fr/espacedesparents

#Supercoders Launched in October2014, the #SuperCoders introduction to coding course
(https://gallery.orange.com/media/a676995b-7e56-4309-b62a-
4f6759795f39/#l=en&v=Version1&p=0 ) is now offered in 20 countries: France, Spain, Italy,
Poland, Romania, Moldova, Slovakia, Ireland, Cameroon, Egypt, Tunisia, Ivory Coast,
Morocco, Mali, Senegal, Sierra Leone, Guinea, Madagascar, the US and India. In all, over
30,000 children have taken part in these workshops https://oran.qe/2TZYin2.

Children participating in our free, fun workshops are invited to design games and short
animations using Scratch software and to programme small Robots like Thymio
(https://www.thymio.org/en:thymio). In some workshops, children also have the
opportunity to share their creations with children from other countries through live video
exchanges. The workshops aim both to train children to think logically and to teach them to
work in teams. In addition, some workshops also offer children (and separately, their
parents) awareness sessions on safe and responsible use of the Internet.

In France, the company has also introduced work experience opportunities for Year 10
students to experience what it is like to work at Orange. These placements last a week, half
of which involves discovering the company and its job lines, and the other half, coding
lessons and an introduction to robotics.

Code for the Planet

The Code for the Planet challenge is an initiative within the #SuperCodeurs project and the
Better Internet for Kids programme. The project was launched in July 2017, during a pilot
phase in France and Tunisia, as a way of offering children a pathway into stimulating and
fulfilling opportunities and to show how coding can be used for a practical purpose . The
children are invited to choose a mission related to the United Nations Sustainable
Development Goals (SDGs). Each mission must address a real part of the child’s daily life. For
example: preventing food waste at the school cafeteria or finding ways to reduce pollution
in the streets of their town. Children then devise a game or animation to highlight the issue
they want to raise, upload it to the Scratch platform, and compete to win a prize. An
example of a winning entry is here: https://scratch.mit.edu/projects/87838205/
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8 Scratch Studio - #SuperCoders 2 X +

< C @ https://scratch.mit.edu/studios/3428378/
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#SuperCoders 2016 : Code for COP22 (S ESlowe)

eate Explore Ideas

Projects ( 100+ ) Comments (4) Curators Activity

r s
talk projekt na konkurs ecological maze Catch the Garbage
by cutietea886 by mateku by houba by rirgamer

Updated 29 Nov 2016

Challenge Code for COP22

---> Nous défions ton

imagination pour sauver la h 2 I i I

planéte ! A toi de créer un jeu, un

quizz ou une animation pour o

sensibiliser le public sur les Giving earth a life ahmed Eko-hofmanova deadpool maze

enjeux environnementaux. by anasessam by AMassoud by eko-cernice by youssefayman

Tu as jusqu’au 10 novembre pour
déposer ton projet ici. Inscris-toi
au challenge Code for COP 22, il
y a des prix a gagner !!!
ATTENTION : il est trés important
https://scratch.mit.edu/projects/128732495/
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Principle 1 — Content

Commitments

Signatories should:

* Indicate clearly where a service they offer may include content considered not to be
appropriate for children and display prominently options which are available to control
access to the content. This could include, where appropriate for the service, tools to
manage access to certain content, advice to users or a recognised system of content
labelling.

* Display prominently and in an easily accessible location the Acceptable Use Policy, which
should be written in easily-understandable language.

» State clearly any relevant terms of service or community guidelines (i.e. how users are
expected to behave and what is not acceptable) with which user generated content
must comply.

* Ensure that reporting options are in the relevant areas of the service.

* Provide notice about the consequences for users if they post content which violates
terms of service or community guidelines.

* Continue work to provide innovative solutions able to support child safety protection
tools and solutions.

1. Do you provide a mechanism for consumers to provide feedback, report an issue or file
a complaint about the appropriateness of a piece of content?

X[ Yes
1 No
L] Not applicable (please explain): ......cceeeeeeeeeeeiiieeeieeeeiree e eeree e

If yes, please provide details:

Orange is primarily a provider of mobile and fixed internet & telecom services, rather than a
content provider. However, where we do provide our own content, we apply certain
measures to ensure that children cannot access inappropriate material. For example, for our
mobile services, Orange Group is a founder signatory of the GSMA Europe Safer Mobile
Framework (http://www.gsma.com/gsmaeurope/safer-mobile-use/european-framework ),
under which we have committed to ensuring that our own and third-party commercial
content is classified in line with existing national standards of decency and appropriateness
(generally using accepted broadcasting, film or PEGI games classifications), and that we
provide appropriate means for parents to control access to such content, via age-gating
and/or parental control solutions. The solutions adopted to give effect to these
commitments will vary from country to country between our operations, in line with local
needs and national codes of conduct. Any reports or complaints would normally be handled
by our customer services teams.
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2. Do you offer a means for restricting / blocking access to potentially inappropriate
content for users of your service or product?

X[ Yes
1 No
L] Not applicable (please explain): ......cceeeeeeeeeeeiiieeeieeeeiree e eeree e

If yes, please provide details of mechanisms in place:

As mentioned above, on our mobile services, we have voluntarily committed to put any of
our own or 3rd party age-restricted content behind an 18+ barrier. The commitment is
enforced with our 3rd party content providers via our contractual relations with them.
Solutions vary from country to country, and adult content is not offered on our portals in
some countries such as France and Luxembourg, but where it is offered, it may, for example
require customers to authenticate their age via credit card/PIN number (as in Belgium,
Poland, Romania, Spain). In Slovakia, if a user attempts to access over-18 content, they will
be required to enter a phone number and a 4-digit code, which is assigned only on
production of valid ID in a store, and then posted to the home address.

3. Do you provide any information, educational resources or advice for users in any of the
following areas?
(tick as many as apply)

X Content classification or labeling guidelines

X How to block or restrict access to content

X How to report or flag content as inappropriate

X Safe searching

XO Information about your company’s content policy in relation to children
L] Not applicable (please explain): ......ccceeeeeeeeeeeiiieeeieeereeeiree e eeree v

If yes, please provide details including the format of any material provided (video, text, tips,
games, FAQs, etc.):

Each country will have its own ways of providing these resources to our customers. Some
examples are given below.

Orange France’s site “Bien vivre le digital” https://bienvivreledigital.orange.fr/

and its dedicated Parent Zone (https://bienvivreledigital.orange.fr/espacedesparents)
contains detailed information & expert advice for parents, including an interactive
discussion forum, a “Superparent” quiz, step-by-step guides & videos with tips on how to
set up parental controls and deal with issues around screen time, social networks, online
reputation and video games.

Orange France also offers free digital workshops, open to all, led by Orange coaching staff in
its stores (https://bienvivreledigital.orange.fr/ateliers-numeriques )

Moreover, Orange has offers and services tailored to the needs of the family, like Open
(https://boutique.orange.fr/famille ), which carry with them Orange's commitment to
protecting children (free parental control included, links to the website “Bien vivre le
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digital », blocked or limited packages, an option to block online purchases or timer settings
based on age).

Tous les avantages du pack Open
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offerts pendant 12 mois Digital Coach préférentiel
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The Orange “Livebox” allows parents to customise the times when internet access is
available to their children via every device in the house, and the app “My Livebox” allows
settings to be configured via the parent’s smartphone or tablet.

As an option, Orange offers the Xooloo Digital coach, a coaching app that aims to empower
kids’ digital independence to help them cultivate responsible digital habits on their own
(https://boutigue.orange.fr/mobile/options/xooloo-premier-telephone-ado) and Orange’s
own family social network “FamilyPlace” which allows the whole family to share photos,
calendars, videos, location and messages in a private space without ads.
(http://familyplace.orange.fr/).

Finally, Orange regularly organizes information campaigns for families on all of its channels
(orange.fr, Orange catalog, clips in stores, newsletters, trade marketing actions, etc ...) as
well as on social networks, on Internet or during popular events in which Orange
participates (eg Paris Games Week, Student Fairs, ...) or with its employees and particularly
its sales force. Orange, as a responsible operator, encourages and shows the example of
positive and responsible practices in its advertising and communications with its customers.
Orange France is a partner of “Internet Sans Crainte” and participates in promoting Safer
Internet Day.

Orange France’s child protection charter for customers is here :
https://bienvivreledigital.orange.fr/espacedesparents/charteprotectionenfants

In 2017 Orange Spain launched the platform website https://usolovedelatecnologia.com/
where each month we address a digital topic in video format in order to generate a debate
between parents and children about the responsible use of technology; we have addressed
topics such as sexting, cyberbullying, sharenting, viral challenges.... apart from the videos we
offer pedagogical contents to families in infograph format about how to prevent and deal
with these online risks https://usolovedelatecnologia.com/cyberbullying/que-es/
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In Slovakia, we continue to educate kids, parents and teachers about the risks that children
face when using modern communication technologies but also about the opportunities the
internet offers. Content can be found on the online platform www.detinanete.sk. This
platform consists of articles, blogs, videos, tests and workbooks for teachers.

- X
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hrozbami internetu.

Pouzivanim naSich stranok suhlasite s pouzivanim cookies, ktoré nam pomahaju dodavat kvalitnejSie sluzby. Viac informécii m

We provide free workshops for teachers, children and parents about the better use of
technologies. Workshops are conducted by experts and psychologists. Over 35 000 pupils
have attended so far.

The e-Schools for the Future grant programme run by the Orange Foundation focuses on
digital inclusion, safe and responsible use of digital technologies and media. 220 school
projects have been supported in 5 years.
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Orange Poland have also developed portals providing internet safety advice for parents:
https://www.orange.pl/bezpiecznie-tu-i-tam.phtml
https://fundacja.orange.pl/strefa-wiedzy/materialy-edukacyjne-dla-dzieci-i-mlodziezy/
https://www.cert.orange.pl/raporty

and video materials on the blog - https://biuroprasowe.orange.pl/

— X
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File Edit View Favorites Tools Help
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bezpieczny Internet

Poznaj

Aplikacja "MegaMisja z Psotnikiem" Necio — zabawa w Internet — zeszyt Sieciomazajka
éwiczen \/

In addition, Orange Poland has provided a special e- learning course for parents and
educators including information about harmful content, available here:
https://fundacja.orange.pl/kurs/

Orange Poland has also developed a safe browser for children (BeST) and a list of safe
applications for children under 6 years old, in cooperation with the local INSAFE node-
Empowering Children Foundation ( EChF)- http://fdds.pl/best/

Orange Polska is a partner of The Empowering Children Foundation -
https://fdds.pl/oferta/oferta-edukacyjna/

In Romania, as part of a concerted campaign to help bridge the digital divide, Orange
Romania has organized digital parenting workshops (SmartParents@Techabreak), providing
tips on how to help children understand both the advantages and disadvantages of internet
and technology. So far this has taken place in 12 towns and cities, with over 160
participants. The aim is to inform parents about responsible use of technology for children
and generate awareness of digital parenting topics.
https://www.orange.ro/techabreak/smart-parents
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Smart Parents
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4. Where is your company’s Acceptable Use Policy (AUP) located?

Orange does not generally act as a host for user-generated content so this is not really
applicable. Where community services are provided, e.g. on a forum, acceptable use policies
will be located on the appropriate page.

5. Does the AUP or separate give clear guidelines with which user generated content must
comply (including details about how users are expected to behave and what is not
acceptable)?
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1 Yes
1 No
X[J Not applicable (please explain): ......cceeeveeeeiveeeireeeireeeiree e eeee e

If yes, please identify relevant policy:

6. Do you provide notice about the consequences for users if they post content which
violates terms of service or community guidelines?

X[ Yes
1 No
L] Not applicable (please explain): ......ccoeeeveeeiieeiiieecieeeeiree e e eeree e

If yes, please identify relevant policy:

Example from Orange France here:
https://pages.perso.orange.fr/pages-perso-cgu

Each section of the Parent Zone on Orange France talks about rights and responsibilities
Nos conseils

Parlez a votre enfant des bonne:

é

veco
Lec utagec Coc jounes cur internet ot loc plegec & eviter e G

involved in use of the internet, e.g.

Implementation of the ICT Principles

12




ICT Coalition for Children Online

Principle 2 — Parental Controls

Commitments
Signatories should assist parents to limit their children’s exposure to potentially inappropriate
content and contact.

e Manufacturers should optimise hardware design to provide products which simply and
clearly help parents to set appropriate levels of control on devices.

e Network providers should provide necessary tools and settings across their services to
enable parents to set appropriate levels of control.

e Service and content providers should make available the necessary tools and settings
across their services to enable parents to set appropriate levels of control

1. Please outline the availability of any parental control tools and settings across your
product or service that allows parents to set appropriate levels of control? Include
relevant links/ screenshots where available:

In France, Orange has extended its parental control system (PC, mobile, TV) with more
extensive and more flexible tools, such as the parental Games TV Pass from mid-July 2017
and the Xooloo Digital Coach option from mid-November 2017, a simple solution to teach
children about how to start using digital technologies responsibly;

In France, our “Espace des Parents” pages include 28 step-by-step guides to how to set up
parental controls on mobile phones, browsers, smartphones & tablets and Orange TV.

Mettre des filtres

parentaux sur les oE .
moteurs de recherche .

sur mobile

v g S

)

eg.

[Guide pratique
de PEspace des parents

Le controle parentaI §
sur consoles de je

wii - Wi U
~wos 3DS

Bl xvox3s0

! . Playstation 4
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Moreover, the information on child protection tools that Orange offers and links to
bienvivreledigital.orange.fr/espacedesparents are also highlighted in the e-shops, customer
area and the help pages of Orange.fr, sosh.fr, and Orange et moi (Family Benefits section).
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5
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En savoir plus : le contréle parental

. Le forum des parents

https://bienvivreledigital.orange.fr/mes-donnees-mon-identite

I 2 LGy T O T

2. . If applicable, please describe the features offered by the parental controls? E.g.
restricting web access, customization, monitoring, other restrictions.....
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On its dedicated Parent Zone on bienvivreledigital.orange.fr, a section is devoted to the
description of parental control tools provided by Orange :
https://bienvivreledigital.orange.fr/espacedesparents/serenitedigitale

On Orange.fr, there is a dedicated webpage:
https://boutique.orange.fr/informations/serenite-digitale/controle-parental/

Protéger des contenus inappropriés
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Empecher les achats de contenua ou 2ervices web

In Orange Poland we offer the Protect kids online (Chron dzieci w sieci) - Parental control
application, which provides comprehensive care of children who use smartphones and
tablets; it allows you to control how much time your child spends online, verifies the apps
run by the child, and filters websites for inappropriate content- https://chrondzieciwsieci.pl/
Parents can easily manage app settings from any location. The application works on
Android, i0S, and Windows Phones and is available in two versions: Standard and Premium.
In the Standard option the parents may manage two devices from their computer through
an online panel to configure white- and blacklists. The Premium option allows parents to
manage their children’s settings on their smartphones and control 2 additional devices, with
the option to set time management options.

For parents without any technical knowledge at all, interested in a solution that “just
works”, they can take advantage of “Bezpieczny Starter” (Safe Starter). It is a plug-and-play
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solution, that filters internet traffic for child abuse material, pornography and gory content
when the dedicated SIM card is inserted.

In Spain, in June 2018 we launched a tariff for kids
https://tiendaonline2.orange.es/store/tarifas/movil-

contrato/go?internal source=orange&internal medium=home&internal term=home+gene
ral+accesos+directos+tarifas+movil&internal campaign=movil&AAC PROMO CODE=37038
that includes a parental control service called Kids Ready

https://kidsready.orange.es/. The Kids ready service is an app that includes geolocation
(child’s location and different alerts about zone, history, SOS button...) and parental
supervision (content filters, control apps, usage report...)

Orange Spain also provides a parental control tool in Orange TV to prevent kids from buying
adult contents and an adult code to watch contents classified for adults +18
https://ayuda.orange.es/particulares/orange-tv/mi-servicio/540-como-activar-el-control-

parental

Orange Slovakia offers the ESET Parental control and a special SIM card customized for kids.
https://www.orange.sk/produkty-a-sluzby/bezpecnost/rodinny-bezpecnostny-balik
https://www.orange.sk/produkty-a-sluzby/volania/volania-s-kreditom/Prima-Kids

The ESET Parental control features: monitoring location, app settings, web content blocking,
screen and gaming time settings, other.

The Prima kids SIM for children offers a free emergency number, expenditure control, GPS
location, parental control.

p = ==
© Relaxing Spring JAZZ & Bos: 41 X | Bezpetnj intemet | Detinanete X [ Prima Kids | Orange x M Nevhodny a nelegalny obsah |0 X +

< C (@ Orange Slovensko, 2.

. Kontakt @ M3 Orange

lania v Intemeta TV v Telefony a zariadenia ¥ Sluzby ¥ Pomoc a podpora Q Hiadat

P Google Play

Prima Kids obsahuje
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3. In relation to parental controls, which of the following educational and information
resources to do you offer?
(tick as many as apply)

L] Company policy in relation to use of parental controls

X[ Guidance about how to use parental controls

X[ Educational or awareness-raising resources about the use of parental controls
X[ A promotional or marketing channel for the uptake of parental controls

X[ External links to educational material/resources about the use of parental control

[Please provide details including links or screenshots as relevant]

Links to key advice pages are provided above. In addition to general advice on social
networking, privacy, inappropriate content etc, Orange France also provides advice about
online games, including age appropriateness, setting parental controls on games consoles

and managing expenditure:
[/ Aplicatia Orange Content .. % | [ Suivi conso: achats multi... % / I Votre enfant joue auxjeux... % \+ o S

wB 9 3 A =

€ ) @ @ https://bienvivreledigital.orange.fr/espacedesparents/jeuxvideo E1 ¢

pel

|20 Most Visited @ Getting Started @ communauté @ Intranco @ http:/sites.com.intra...

PDF

Pas a pas : contrdle parental sur consoles de jeux n
Retrouvez dans ce
théme :
Ls conexio etlec Apprenez-ui a se méfier des offres de jeux en ligne trop alléchantes
Chifiees G De nombreux jeux sont gratuits au téléchargement et a l'usage (« Free to play »). Certains se rentabilisent en
proposant des achats d'extensions ou d'options (ex : vies supplémentaires, évolution de 'avatar, accés vers
les niveaux supérieurs), ou en affichant des publicités indésirables. D'autres nécessitent un abonnement
o Nos conseils mensuel pour continuer a jouer. Pour éviter les mauvaises surprises sur la facture, n'enregistrez pas votre
numéro de carte bancaire sur les sites de paiement en ligne, et mettez en place un code personnel sur le
smartphone ou la tablette de votre enfant pour éviter le téléchargement d'applications sans votre accord. Par
ailleurs, si votre ado joue sur son smartphone, incitez-le & consulter réguliérement sa consommation depuis
Les jeux dans la I'appli Orange et moi (gratuite)

B sphere familiale

Guides pratiques :

Pouraller plus loin: PDF viDEO L
«p nospartenaires Jeux video : comment maitriser la facture ? n m i
PDF
Pas & pas : activer le contréle parental mobile Orange n
POF
Pas a pas : activer le blocage des achats imédia et des é péci: ﬁ
PDF
Pas & pas : mettre des filtres parentaux sur Iphone et Ipad A o

il > P - o w 130 ||
Elealc “1ojevil ,. 04035080 08V,

4. Please outline any additional safety tools or solutions not detailed above that relate to
parental controls, including any planned implementation of new features or procedures?

In France, by default, multimedia and SMS + purchases are authorized for all Orange mobile
subscribers, and blocked when they reach the maximum amount of 300 €. If you wish, you
can, before reaching this ceiling, prohibit these uses and authorize them again. Here are the
steps to follow : https://assistance.orange.fr/assistance-commerciale/la-gestion-de-vos-
offres-et-options/connaitre-les-outils-pour-gerer-votre-offre/open-services-et-avantages-
famille-dans-votre-espace-client 250578-792351

A tutorial is also provided at:
https://bienvivreledigital.orange.fr/espacedesparents/guidespratiques/Pasapasactiverleblo
cagedesachatsmultimediaetdesnumerosspeciaux
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Moreover, since November 2018, Orange has implemented a new policy for our staff in
Customer Services, on the Orange customer journey, to be able to determine whether the
customer is making a purchase for a minor, and to enable them to give better advice to
parents.

For example, for all new mobile subscriptions, Orange sales staff must determine whether
the customer is giving the mobile line to a child, and if so, inform them about appropriate
services, accessories and parental control solutions to ensure the customer is better
supported.

For parents who are taking out a mobile phone subscription for a child, Orange has set up
an SMS double information service that simultaneously alerts the user and the owner of the
line (the parent) to any important notifications concerning the user's line. Examples: out-of-
package alerts, billing issues, option subscriptions / cancellations, purchases, etc. (This
service can also be activated or disabled from the customer area).

Since 2017, on Pass Jeux Video by Orange, a parental control is included, with timer settings
based on age, allowing for access to be permitted or denied on given days or between
certain times :

Tous les jeux  Mon compte | Controle parental Manettes Evénement

Durée autorisée

Limitez la durée de jeu de

vos enfants U

Jours permis |ixe{em o] 59
Choisissez les jours de la semaine ol N minutes

vos enfants peuvent jouer

Age autorisé

Définissez les jeux accessibles selon
I'age requis:

Une sérénité sans faille

Code confidentiel

Contréle parental

Activation du contrdle parental

Controle de I'age

Contréle des jours permis

Actuellement tous les jours sont permis.
Le contrdle des jours vous permet de choisir les jours de la semaine pour
lesquels vos enfants sont autorisés a jouer.

Controle de la durée quotidienne de jeu Modifier

On Orange TV services (available in France, Poland, Romania, Slovakia and Spain), the
default adult access code and customizable parental control PIN enable parents to protect
their children from restricted video content, to control Video-on-demand (VOD) purchases
and subscriptions to pay-TV directly from the TV set, as well as to restrict access to VoD
offerings — depending on the age of the child. An example is here:
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L Rechercher [T

Moblise st forfalts Infernet Packs Internet « Moblle TV ot divertissement Bangque News

Aide et contact v scessceres

= Retour

TV d'Orange : régler le contréle parental

Prérequis

vous cevez
Connaftre jes quatre Chiffres de votre 00ds confidentiel

€1 vous lavez percu, Ja rdinitislicar deoulc votre scoace ollent. puls créer un mouvesy code depuls la TV dOrange.

1 Accédar 3 |a rubriqua Orange et mol

oegercute s

atins i s

Jche menu de votre -~ —

Acpoyez surla d
t&4commande

Rendez-/0us dans la rutrigee Orange et mol
Valdez per OK.
Las 80es autorisés alns! que la durde cu les jours

Butorisds pour les jeux sont & d&inir dans ls rubrique
oux viceo

2 Salectionner contrdls parental

Séjactionnez oontréie parental en ciquant
sur modifier Cortrdin pasartal a

Reenarque : c2 nivesu de conrdie paremal ne
foncticnne pas pour le sanics de jeux Viceos propose
sur voire décodeur. S v c= Jeux
\ioAos, parmétez Agalament ls contle parental dans Mon code confidenticl Soee
Tumhvers jmux vidos.

Mon coda addte oS
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Bien vivre le digital

Espace des parents Mes données, mon identité  Environnement Usages et santé  Autonom

Quel super parent 3.0

st é\lc(;lver le contréle parental sur la TV

e range

E partagez (£)(3 [E) Mise 4 jour : 18 Avril 201
Retrouvez dans cet
outil :

> orange chaineorangefr
Activer le conirole:
| II parentalsuria TV

Activer le controle parental surla TV d'Orange

Activer le contrdle parental sur la TV d'Orange

[~ F

DIY video tutorials on how to set up your devices are offered in other countries. An example
from Orange Slovakia is here:

https://www.youtube.com/playlist?list=PLtBrxkdImB1IC1LaezsS19n0-17QYF5co
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Principle 3 — Dealing with abuse/misuse

Requirements
Signatories should:

e Provide a clear and simple process whereby users can report content or behaviour
which breaches the service’s terms and conditions.

e Implement appropriate procedures for reviewing user reports about images, videos,
text and other content or behaviour.

e Provide clear information to users on all available report and review procedures.

e Place and review regularly links to these reporting options in appropriate areas of the
service (e.g. where users view user-generated content or interact with other users)
and provide guidance on what to report.

e Place links to relevant child welfare organisations or specialist providers of advice
(e.g. about anorexia or bullying) and other confidential helplines/support services in
appropriate areas.

e Ensure that moderators who review user reports are properly trained to determine
or escalate content or behaviour presented to them

1. Please provide details of company policy relating to abuse and misuse (involving
images, videos, text and other content or behaviour) on your product or service.

All Orange businesses in Europe allow customers to report abuse or misuse either direct to
Orange or to the appropriate national hotline. Customers will always be able to report
abuse/misuse of our own content or services to Customer Services in any of the countries in
which we operate. In the case of content on the wider internet, we facilitate reporting of
potentially illegal content to our INHOPE partners through a direct link on our portals. The
exact details of how we facilitate reporting will vary from country to country.

2. Please describe the process or mechanism available for users to report abuse/misuse
(involving images, videos, text and other content or behaviour) on your product or
service).

The approach varies from country to country. For example, all user-generated content
available via the Orange France portal is moderated. Orange France customers wishing to
report inappropriate content can do so via the Abuse unit
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(https://assistance.orange.fr/ordinateurs-peripheriques/installer-et-utiliser/la-
securite/risques-et-prevention/phishing/la-cellule-abuse-presentation_40594-41412#2) or
through customer services.

In Orange Slovakia, Inappropriate content can be reported on:
https://www.orange.sk/onas/spolocenska-zodpovednost/deti-a-mobily/nevhodny-
nelegalny-obsah/, and in Orange Poland on https://cert.orange.pl/czym-jest-cert/kontakt

! 9 CERT |t oo« v - v Uy GENT Kt
Kontakt

phis

s izlosive opragr
- zapisz mal (przesuf o z programu pocztowego na pulpit komputera lub wybierz opcig pilkizapisz jako)
- Kliknij Zgios incydent” w prawym gomym rogu, wybierz tryb zagrozenia: incydentioszustwa sieciowe
- zatacz zapisany mail

Zglos incydent x

uuuuuuu

Ccomjwieesj oy

13 lutego 2019
Nowe pomysly przestepcow ‘od P
13yt Komputora b oz opcie

Cayta) wigee)

And in Spain, we provide a link to the official helpline and hotline of the Spanish Digital
Ministry https://www.is4k.es/

[Please provide details including links or screenshots as relevant]

3. Where is the reporting button/ mechanism located?
(tick any that apply)

X[ On each page of the website/service

X[ Close to the point where such content might be reported
X[ In a separate location such as a safety page

X1 In a browser extension

X[ In a separate app for a connected device

L1 Other (please SPecify): .....cceveeceeieeieeceeceeseecee e

A link to https://signalement.fftelecoms.org/ is provided in the footer of every page of the
Orange France portal and is the hotline of the French Federation of Telecom Operators,
linking to the French Interior Ministry Cybercrime unit. Any child protection issues reported
to abuse@orange.fr will also be reported to the FFT hotline.
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Assistance Orange Pratique Orange a votre service

Tester et dépanner vos services Suivi de commande Trouver une boutique

Infos incidents nationaux Suivi de remboursement Des experts a vos cotés

Panne de réseau mobile Déménagement Orange s'engage

Panne du téléphone fixe dans votre quartier Boutique Orange Bien prendre en main vos services

Vos dossiers dépannage en cours Assistance Pro

@ Aide et contact Q Forum d'entraide '& Trouver une boutique

Informations légales Données personnelles Les cookies Publicité Internet + Signaler un contenu

© Orange 2019

4. Who may use such a reporting mechanism?
(tick any that apply)

L] Only registered user/profile in which content is located
L] All registered users of the product/service?

X[ Everyone including non-users, e.g. parents/teachers who are not registered for the
service

L] Other (please explain): ....ccccovveeeeeeieeeeireeeree e

5. Which of the following kinds of content can users report?

Potentially illegal, inappropriate content or harassment, as well as spam, phishing and fraud.

6. Which of the following information do you provide to users?
(tick any that apply)
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X[ Advice about what to report

X[ Advice about how to make a report

X[ Pre-defined categories for making a report

X[ How reports are typically handled

X[ Feedback to users

X[ Other website/external agency for reporting abuse/ misuse content?
[] Other (please Specify): .....ccovevvueeecreeeireecireeecree e

7. Please provide details of any other means, in addition to a reporting button/icon, to
report content or behavior which breaches your service’s terms and conditions

Customer services

[Please provide details including links or screenshots as relevant]

8. Please outline briefly any other procedures or programmes offered by your service not
detailed above that relate to abuse /misuse,
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Principle 4 — Child Sexual abuse content or illegal contact

Requirements
Signatories should:

e Co-operate with law enforcement authorities, as provided for in local law, regarding
child sexual abuse content or unlawful contact.

e Facilitate the notification of suspected child sexual abuse content to the appropriate
law enforcement channels, in accordance with existing laws and data protection
rules.

e Ensure the prompt removal of illegal child sexual abuse content (once it has been
confirmed as illegal by the relevant public authority) in liaison with national law
enforcement.

e Provide relevant additional information and/or links to users so they can make a
report or obtain information about appropriate agencies or organisations that users
can contact about making a report or obtaining expert advice, at national and EU
level (e.g. law enforcement agencies, national INHOPE hotlines and emergency
services).

1. Which of the following mechanisms are provided on your product or service to facilitate
the notification or reporting of suspected child abuse content?
(tick any that apply)

XOD Company-own hotline reporting button or telephone number
XO Link or button for external national or regional INHOPE hotline
X Emergency services
X Law enforcement agency
L] Other external agency (please SPeCify): .....cccevvveeeveeeireeecieceee e

2. Please outline briefly the procedures to be followed if illegal content were to be
discovered on your service.

Orange Group is committed to removing any illegal content in the rare eventuality of being
notified by the authorities of such content being hosted on our services. We also aim to
facilitate reporting to the appropriate authorities of any illegal content found elsewhere on
the internet. We already have partnerships in place with the national INHOPE hotlines in all
of the European markets where we operate, and are working to improve the visibility of
reporting buttons so as to make it easier for users to make a report.

Orange Group is a founder member of the GSMA Mobile Alliance against Child Sexual Abuse
Content.

The exact steps for reporting illegal content may differ slightly from country to country,
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according to national legislation, but a typical scenario is outlined in the attached document
prepared by mobile operator members of GSMA Europe as part of best practice sharing
under the EU Better Internet for Kids initiative. The same principles will apply in our role as
ISPs, where applicable.
X
NTD transparency
paper May 2012.pdf

3. Do you provide links to any of the following to enable users gain additional information
in relation to child sexual abuse content or illegal contact?
(tick any that apply)

X[ Links to relevant child welfare organizations/specialist providers of advice
X[ Other confidential helplines/support services
X[ Law enforcement agencies
X1 INHOPE
L] Other (please specify): .................

4. Please outline briefly any additional procedure in place within your company not
detailed above to ensure that you comply with local and/ or international laws with
regard to child sexual abuse and other illegal content?

In France, we are required to block sites figuring on a list of known child abuse content
websites provided by the French law enforcement authorities.

Orange Slovakia has opted to voluntarily apply the Internet Watch Foundation blocklist to
prevent access to URLs known to be hosting child sexual abuse material.

Orange Poland works closely with the “Your Affairs Foundation”, a leading Polish
“watchdog” organization, whose main aim is to protect children from sexual abuse and
illegal content. Orange Poland also cooperates closely with the Polish governmental
institution working on nationwide solutions to protect children from sexual abuse and
online sexual content.

Orange Poland has provided a special e- learning course for parents and educators providing
advice on how to proceed in case of child sexual abuse or online illegal content, available

Implementation of the ICT Principles 27




ICT Coalition for Children Online

here: https://fundacja.orange.pl/kurs/wyzwanie/4/video

Orange Polska is also a partner of a telephone helpline for children and young people, which
celebrated its 10th anniversary in 2018. The operator of the telephone helpline is the
Dajemy Dzieciom Site Foundation, which provides support to abused children, including
sexual abuse. Over10 years there were over 1 million 160 thousand calls received, alongside
55 thousand online messages and 1,200 interventions in situations of immediate threat to
the life or health of a child. Help on the Telephone Helpline for Children and Young People
is provided 7 days a week - the phone operates from 12:00 noon until 2:00 AM.

And in Spain, we provide a link to the official helpline and hotline of the Spanish Digital
Ministry https://www.is4k.es/
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Principle 5 — Privacy and Control

Requ

irements

Signatories should:

Manage privacy settings appropriate for children and young people in ways that
ensure they are as safe as is reasonably possible.

Offer a range of privacy setting options that encourage parents, children and young
people to make informed decisions about their use of the service and the
information they post and share with others online. These options should be easy to
understand, prominently placed, user friendly and accessible.

Take steps, where appropriate and in accordance with legal obligations, to raise user
awareness of different privacy controls enabled by services or devices and enable
users to use these as appropriate.

Make reasonable efforts to raise awareness among all parties, service, content,
technology and application providers, including public bodies, of industry good
practice in relation to the protection of children and young people online

1. Please provide details of your company’s published privacy policy in relation access,
collection, sharing and further use of data from minors under the age of 18 when utilizing
your product or service?

Not

applicable — Orange does not knowingly collect data on minors.

Orange France’s privacy charter for all customers is here:
https://bienvivreledigital.orange.fr/mes-donnees-mon-identite/charte-de-la-protection-

des-donnees-personnelles-et-de-la-vie-privee
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2. Are distinct privacy settings deployed to prevent access to information on for users
under the age of 18?
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(1 Yes
1 No
X Not applicable (please explain): ............cceceveeeeeeveeeeeeeieeeeeeenenns

If yes, please briefly outline available age-appropriate privacy settings (Provide details
including relevant links/ screenshots on your website)

Please identify default settings for each age category of under 18s, as relevant:

Please identify any steps you have taken to ensure that these settings are easy to
understand, prominently placed, user friendly and accessible.

3. Where are users able to view and change or update their privacy status?
tick any that apply)

[] On each page of the website/service

[] At each point where content may be posted

(1 In separate location such as a settings/safety/privacy page
L1 In a browser extension

L] In a separate app for a connected device

L] Other (please SPECIfY): ..ccueevueeeeeeeeeeeeeeeeeeeee e

[Please provide details including links or screenshots as relevant]

4. Which of the following information, resources or help features (if any) are provided to
encourage users to make informed decisions about their privacy or the information they
share?
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X[ Tips/advice to users at the point of setting privacy options

XL FAQs

X[ Help or educational resources in a separate location of service

X[ Links to any external NGO agencies offering education or awareness-raising related to
privacy

X Links to governmental or EC agencies (Office of Data Protection Commissioner, ENISA
etc.) in relation to privacy and data protection

L] Other (please SPECIfY): ...cuuevvueeeveeeireeeireeeireeeieeeereeeeree e

[Please provide details including links or screenshots as relevant]

An example from Orange France of our dedicated privacy advice page:
https://bienvivreledigital.orange.fr/mes-donnees-mon-identite

| — S — - - o[ e S
ew M https://bienvivreledigital.orange.fr/mes-donnees-mon-identite £ ~ & || M protection des do... % | 2 Signalement de cont... I Activer le contréle p,,,‘ [
£ 4
2] = Menu | Espaceclient Aideetcontact Boutique Q

Bien vivre le digita| Espace des parents  Mes données, mon identité ~Environnement Usages etsanté  Autonomie

Mes données, mon identité

Comment profiter d'interet en toute sécurité ? Comment protéger sa vie privée ?

Est.il possible de mieux controler la publicité ? Comment acheter sur Internet en toute confiance ?

» Peu

Respect & protection

Données personnelles : nos
Venez tester vos engagunecis
connaissances

> Glossaire

> Comment profiter dinemet en E

®15% ~

5. Please outline briefly any additional policies or activities (existing or proposed), not
detailed above, to ensure that personal information is protected, using reasonable
safeguards appropriate to the sensitivity of the information.

As a highly-regulated provider of electronic communication services, Orange is subject to
strict rules on the use of customer data in all of the markets in which it operates.

Orange Group’s CEO has personally made a significant further commitment on privacy, by
publicly signing a Charter which highlights Orange’s commitment to protecting our
customers’ privacy and personal data. Our aim is to be recognized as a trusted operator by
customers, users and partners.
https://bienvivreledigital.orange.fr/mes-donnees-mon-identite/charte-protection-des-
donnees-personnelles-et-de-la-vie-privee

Orange is also a signatory of the GSMA Privacy Guidelines for Mobile Application
Developers. These contain a specific section on privacy in relation to children which require,
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for example, that applications intended for children and adolescents should be appropriate
for the target age range and that apps intended for children must have a location default
setting that prevents users from automatically publishing their precise location data.
http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines

Orange has developed internal guidelines to put these GSMA principles into action —the
Guidelines are available to product managers, together with a Best practices
implementation guide, giving step-by-step advice to product managers and developers.

Orange has also developed its own family social network, free of ads, where members of a
single family can share messages, photos, videos and other content in a private space:
http://familyplace.orange.fr
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JISPONIBLE SUR 2 Téléchar
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partagez @@@@ [Ef) Mise 3 jour: 12 Juin 2

Pas a pas : utilisez Family Place, votre réseau familial n

Orange Slovakia provides information on the provisions of the GDPR here
https://www.orange.sk/pomoc/gdpr . Children’s data protection is discussed on the
detinanete.sk platform, for example:
https://www.detinanete.sk/2018/05/30/chat-a-chatovanie/

»< https://www.detinanete.sk/2018/05/30/chat-a-chatovanie/ ~ @G Search.. P- D@

L[> La proposition de loi contre |. % M La cellule abuse : présentation - ... * Chat a chatovanie | Detinan.. * ||
File Edit View Favorites Tools Help

5% €] communauté €] Intranoo

detinanete.sk . - o -
@ W O téme Pre rodi¢ov Pre uditelov Workshopy v Testy Q Hiadat

%

Deti a internet

Chat a chatovanie

Chat umoznuije tisicom fudi, aby sa navzajom spoznavali a
rozpravali v realnom case cez textove odkazy.
Komunikacia na chate moZe byf verejna (kazdy vidi vsetko, co sa napise) alebo sukromna

(ostatni nevidia obsah rozhovoru chatuijucich). Chaty su rozdelene na chat roomy. V nich
diskutujuci vystupuju pod nickmi.

Pozor na falosnu identitu

Pouzivanim nasich stranok suhlasite s pouzivanim cookies, ktoré nam pomahaju dodavat kvalitnejSie sluzby. Viac informacii  [{e]’4

Information on Orange Poland’s privacy and data protection policies can be found here:
https://www.orange.pl/ocp-
http/PL/Binary2/1978292/politykaprywatnosci 4002392388.PDF?footerlink=true
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Data protection
https://www.orange.pl/view/mojedane

Information for parents is also provided here:
https://fundacja.orange.pl/strefa-wiedzy/materialy-edukacyjne-dla-rodzicow/
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Principle 6 — Education and Awareness

Requirements
Signatories should:

e Educate children and young people and give them up to date information to manage
their access and settings in relation to content, services and applications, adding
support where possible to existing initiatives and partnerships.

e Provide advice about features of the service or functionality that are available to
allow parents to improve the protection of children, such as tools to prevent access
to certain types of content or service.

e Provide links to other sources of relevant, independent and authoritative advice for
parents and carers, teachers, and for children.

e Provide access to information that will help educate parents, carers, teachers and
children about media literacy and ethical digital citizenship, and help them think
critically about the content consumed and created on the internet.

e Encourage parents and teachers to use this information and talk to their
children/pupils about the issues arising from the use of online services, including
such topics as bullying, grooming and, where relevant, cost management

1. Does your company provide its own educational resources aimed at any of the
following groups?

X[J Younger children, i.e. under 13s

X Teenagers <18s

X Parents and carers

X Teachers and other adults

X Others (please Specify): ...cuevveeeveeeereveeeereeeie e

Educational workshops on online safety and coding in schools. Please see Section 1 and
below for full information on our #Supercoders workshops.

2. Which of the following topics are included within your own company educational
materials?
(tick any that apply)
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X
X
X
X
X
X
X

veracity of what can be found on internet, online spending etc

Online safe behaviour

Privacy issues

Cyberbullying

Download and copyright issues
Safe use of mobile phones
Contact with strangers

Other topics (please specify) ............. Online games, amount of time spent on internet,

Examples of Orange France advice on privacy :
<[ Aplicatia... 1 Vousfait... | I Chartepr.. | I Pourcon.. / W prote.. x\ intemet-s... | () Bilan201.. [ Activerle.. [ Lacellule.. [ toutesles.. [ Wynikiw. | Pm‘) + - ol
€) DR hitps:/bieniveldigitalorange fr/mes-donnees-mon-identit ¢ |[Q searcn =) A =

[8) Most Visited @ Getting Started @ communauté @ Intranco @ http://sites.com.intra...

> Données personnelles : nos

Gérer ses données
personnelles

Découvrez comment firer les bonnes
ficelles et emprunter les bons tuyaux
pour garder ses informations et
données personnelles hors d'atteinte
en un clin d’ceil.

engagements

> signaler un mail abusif

> Digital Society forum : la société et

le numérique

Limiter ses traces sur
internet

Supprimer réguliérement les cookies et
I'historique de navigation, c’est effacer
ses traces, qui ont été enregistrées
automatiquement. Vous pouvez aussi
naviguer en mode "privé". Cela permet
de limiter l'usage commercial de ses
données personnelles, comme les
publicités ciblées. Comment faire ?

Paramétrer ses
comptes réseaux
sociaux

TEFTESYQ® - OO E a0

m

1555
21/02/2017
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Bien vivre le d|g|ta| Ecpace ces parentc  Mec donnéec, mon identits  Environmement Usages etcants  Autonomis

. Nos conseils

Définissez dés le départ des régles claires avec votre enfant

Fasg e comptes parsonnels sur es rAsaauy sodisur avant <2 ans (1 ol américaine COPPA ralatys & s
protection des données de mineurs). Insisiez pour que ceia ne devienne pas une activite exciusive.
Drautre part, pour vellier & la quailke de scn sommel et faciiter fendormissement de votre enfant, les
médecins recommandent d'améter toute acthvité numérique au mains 1h avant 'aller se coucher. Il est
suss! consala de ne as lslssar dAcran SlumA & Cooiimita O IR I8 Nut &t de matire Systématiquament
tabistis &t sMArtDhOnE B0 MOSE & AVION > POUr &y lier I dtre rdyellé par des slertes de messapes

Quides pratiquec :

por vt

En cavolr pluc : lac Jsunac ot lac récaaux soslaux ﬁ m
sor

Pac & pac - ulilicez Family Place, votre réceau familial ﬁ

Rappelez-ui inlassablement que les réseaux sociaux sont des espaces
publics
Les résssux SOCEUX Ne Sont pas des Zones de non-drolt, C'apras Séatrice Coppar-Royer, psychologue
3 an A 1l A& faire stt=ntion & o= qull puble car 1 pact i regretisr
quand |l sars plus grand - o= qul 25t an Igns le reste pour oujowrs. Rappelez-iul que s pudeur ot es
régies de courtoisis y sontde mise A suss sux dimages & drois d'acteur,
Ou bien encors 8 i publcation de photos « voldes >, N'outilez pas qu'en tant que parent ou tuteur Mgal
wous seriez jugé responsabie de ses nfractions et soumis & sanctions

Quices pratiquec

ser
Pacapec: lec oompt n

Apprenez-ui certaines précautions

Paramétrez avec lul son profi sur les résesux socisux, pour que seuls ses amis volent ses pubiications,
o qu'l gards e contrdis de o= qull partage. Apprenaz-ul [importance de ia notion d'e-rdputation =t de vie
privéae pour gU |y fassa attention. Avetissaz-s quOn paut tenter de rAcupérer sag JontAes parsonneles
via les réseaux sociaux, ot partagez avec lul queiques bons réfiexes - toujouwrs utiiser des pseudos, ne
peas divuguer d'informations perscanelies lors 'une conversation, dans les jeux concours, sondages ot
2nquétes a0 Igns, desactver foption de gackcalsation, Consaliaz-iil de rester prudent, de ne pas tout
prencre pOur arpent comptant et surtout, de Ne pas BCCepier un rendez-yousS Propasé par un Inconnu
rencontré sur un réseay scclal (2mbrigadement, pAdcphile).

Mettez en place des outils de contrdle parental, d°antivirus et de firewall

Ces outls vous permetient de vous assurer que des contenus douteux (Spams, Phishing) cu inadaptes &
rége de votre enfant (ex : vidiences, pornographie) ne surgissent au 9l de sa navigation, qu'l ne se fasse
pirater ses données. N'ocbilez pas que chaque appareil doit faire I'cbjet d'une protection spécitique ot
que I'cn peut acoader & Intemet par le WHF de la mason cu par le réseau mobdle.

Guicec pratiquec :

En cavolir pluc : le oontrdle parental ﬁ

3. With reference to any educational material you provide, which of the following
methods do you use?
(tick any as apply)
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[J Documentation provided with product/contract on purchase/first registration

[J A required presentation by salesperson completing sale

X Displays/leaflets positioned prominently in stores

[J Notification by email / on-screen statement / other means when product or contract is
purchased or first registered

X Prominent notifications, resources or pop ups on website

[J Helpdesk (telephone or online)

X Other (please specify): Physical workshops on coding and online safety, for both
children and, in some countries, for parents, together with educational sessions in schools.
Inclusion of features on these topics in occasional emails sent with customer bills.

4. Please provide details of any links to other external organisations, or relevant,
independent and authoritative advice for parents/carers, teachers, and for children?

Examples from Orange Spain include: http://educainternet.es/
and family organisations: https://www.familyon.es/
https://www.is4k.es/

https://www.anar.org/

https://empantallados.com/

5. Please provide details of any campaigns, or active involvement in industry partnerships
on specific topics to raise public awareness of digital safety for children and young
people?

In all of our markets, Orange has for many years worked closely with experts in the field of
child protection, e.g. from the Safer Internet Centres, to raise awareness on these issues. As
an example, Orange France lists its key partners in this area in the Parent Zone on our
website:
https://bienvivreledigital.orange.fr/espacedesparents/partenairesprotectionenfants

In 2017, Orange France developed a questionnaire for parents in conjunction with e-
Enfance, on the occasion of Safer Internet Day, which has since been taken up and
translated for use in 5 other
markets.(https://bienvivreledigital.orange.fr/espacedesparents/quiz)
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Quiz Super Parent 3.0
69— [:] Mise 3 jour : 7 Juillet 2017

(1 T e M

Quel Super Parent 3.0 étes-vous ?

Vos enfants grandissent dans un monde hyper connecte.
Savez-vous comment les préserver de I'addiction aux écrans, des contenus

chogquants et des cyber violences 7

| Lancer le quiz |

We also host seminars for parents on how to guide children in their use of screens and on
cyber-bullying.

In April 2018, Orange France also developed Rézo, a free card game in collaboration with
Okapi (a specialist in the youth press), e-Enfance and Internet Sans Crainte. The game Rézo
invites players to ask questions about their habits when using social networks and more
generally on their use of screens. It is played as a family, or with friends, in 2 teams and
helps raise awareness of good practices and their transmission. Today, more than 17,000
card games have been distributed free of charge.

With Internet Sans Crainte, Orange France added an educational module to the Supercoder
program. It focuses on “digital decoding”, i.e. understanding what lies behind what we see
on-screen, whether it can be trusted, where the information comes from etc.

Too often, children are mere consumers of digital. With #SuperCoders 2018, the ambition is
to help them decipher what is behind their everyday digital life: apps, videos or games and
how computer programs (algorithms) are designed specifically to make them want to play.
The #SuperCodeurs animators will gradually lead children to explore behind the scenes, by
addressing the notions that can fuel a game, such as frustration, dependence, and the
question of the recommended age. Children can also discover new job possibilities focused
on new technologies, including for example artificial intelligence, by programming Thymio
robots and looking at the example of driverless cars.

Throughout the year, Orange organizes and broadcasts communication campaigns with
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partners on its website, social networks, in its catalog or in its stores to inform its
employees, the families and educate users. Eg. in 2018, we launched a video on cyber-
bulling : https://www.youtube.com/watch?v=G1Vexp2frRw and one on privacy :
https://youtu.be/tCzlYaVY 30.

6. Please provide details of any partnerships with NGO, civil society or other educational
agencies or campaigns to raise public awareness of digital safety for children and young
people.

Each year, Orange France with e-Enfance has supported the fight against cyber-bulling on
the occasion of the National Day Against Harassment at School
https://bienvivreledigital.orange.fr/actu/luttecontrelecyberharcelement

Orange France is also partner of “Internet Sans Crainte” program and has participated in
Safer Internet Day activities for many years.
https://bienvivreledigital.orange.fr/espacedesparents/actu/safer-internet-day-2019

At the 9th session of the World Video Game Days, Orange France with Pédagojeux and
UNAF raised awareness of the issues related to the playing of video games by children and
offered parents educational resources.
https://bienvivreledigital.orange.fr/actu/3jourspourc%C3%A91%C3%A9brerensemblelesjeux
vid%C3%A90

With Fondation pour I’'Enfance, Orange France raises awareness of issues related to the
early exposure of young children to screens :
https://bienvivreledigital.orange.fr/espacedesparents/actu/fondation-pour-l-enfance

Every year, Orange Poland participates in the “Safety Here & There” programme, in
cooperation with the Empowering Children Foundation. The programme offers many
educational tools and materials such as e-learning and educational websites
http://www.necio.pl/, https://sieciaki.pl/, http://digitalyouth.pl/

including online leaflets and guides for pupils, parents and teachers. Every year within the
programme, pupils can take partin educational initiatives organized around Safer Internet
Day and in summer educational picnics raising awareness about safe and responsible use of
new media. During each school year hundreds of Orange volunteers teach children the
principles of online safety in regular workshops.
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e 8 https://sieciaki.pl/partnerzy ~ @ & Search.. o~ % @
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Overall, in 2018 more than 872 636 Polish children and young people benefited from
educational campaigns, events, and classes in online safety and e-learning tools, and advice
on using social media. Educators and specialists also participated in conferences, seminars
and workshops. Orange Poland created a special online interactive guide for parents and
guardians teaching them how to protect their children online and better understand their
fascination with the digital world: https://fundacja.orange.pl/kurs/

In 2018, 3654 educational institutions ran social programmes supported by Orange Polska

In Spain, as part of the campaign “Por un Uso love de la tecnologia”
https://usolovedelatecnologia.com/ Orange Spain has reached agreements with the
National Police of Spain on the topic of viral challenges and with the General Traffic
Direction for the topic of road safety

Orange Romania has a strong partnership with Save the Children Romania to support them
in their campaign for Internet safety.

Orange Romania is also participating in a major campaign to bridge the digital divide,
particularly for the many disadvantaged families in Romania. The Orange Romania
Foundation was set up in 2012 and in 2015 carried out a research study to assess the use of
digital in rural schools and identify the needs and attitudes towards digital technology and
content. In 2016 Digitaliada was launched and currently, in 2019, runs its third edition in 40
schools in rural areas.
The purpose of the programme is to encourage the use of alternative teaching and learning
methods in class to increase students' school performance and support their digital
inclusion. As part of the programme:
* Rural gymnasium schools receive an equipped Digital Lab (,1150 tablets, 38
projectors, 41 laptops and 10 smart tables have been provided so far)
* Math& ITC Teachers are trained for digital teaching
* Teachers & pupils receive digital educational content (28 apps, 124 educational
projects, 5 digital teaching guides provided)

Implementation of the ICT Principles 42




ICT Coalition for Children Online

Orange Slovakia’s dedicated website: www.detinanete.sk (Kids on the Net) offers a range of
resources for teachers and parents. Educational material was developed in cooperation with
an expert child psychologist, and offers internet safety advice for both parents and children
in the form of quizzes and videos, as well as teaching material and lesson plans for teachers
(these are also sent directly to schools) at both primary and secondary level.

7. Please outline briefly any of your own company initiatives in media literacy and ethical
digital citizenship, designed to help children and young people to think critically about the
content consumed and created on the internet.

Our key initiative in this area is the highly successful #Supercoders programme of coding
workshops for children, described at the beginning of this report, and which was awarded
first prize in the Digital Skills for all Citizens category of the EU Digital Skills Award in
December 2016.

The programme has now been rolled out to 20 Orange countries in Europe and Africa and
has succeeded in engaging both the 30,000 children who have taken part, and over 1000
Orange volunteer coaches who give up their time to help children use the internet actively
and creatively to develop the projects that interest them https://oran.ge/2TZYin2. Within the
overall #Supercoders framework, different countries are free to adapt the way they conduct
workshops — in Orange offices, libraries or public buildings, or in a more formal setting in
conjunction with schools.

In France, for the 5th run of Supercoders in 2018, Orange began focusing on “digital
decoding”. Too often, children are mere consumers of digital. The ambition is to help them
decipher what is behind their everyday digital life: apps, videos or games and how computer
programs (algorithms) are often designed specifically to make them want to play more. The
#SuperCodeurs coaches will gradually lead children to wonder what goes on behind the
scenes, by addressing the notions that may drive a video game, such as frustration,
dependence, and the question of the recommended age for that game. Supervised by
volunteer coaches from Orange, the #SuperCodeurs get introduced to programming in a fun
way, learn to sharpen their critical minds, and to apply good practice for responsible use of
these technologies.

So at Orange, we see learning to code as also putting yourself in the shoes of those who
design the games: developer, programmer analyst, game designer etc. As part of the
SuperCoders programme, some of the coaches who work as developers take the
opportunity to show some of what their work involves. With Thymio, the intelligent robot,
they can introduce students to artificial intelligence and robotics, and demonstrate
examples of applications such as the connected and driverless car. These workshops provide
an opportunity for children to discover the digital jobs of tomorrow and hopefully, generate
interest in possible future careers.

The workshops are offered throughout France all through the year and in particular, during
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European Coding Week . In France, each year, 1,200 Orange volunteer employees have
participated in this scheme, which is open to all of Orange's employees.
https://bienvivreledigital.orange.fr/supercodeurs

Orange Poland launched a pilot version of #SuperCoders in 2016 and by 2018, the
programme involved 170 schools and 3,366 primary school pupils aged 9-12. During the
classes, children learn programming, the basics of robotics and learn about the world of
new technologies not only in relation to computer science, but also using codes in support
of their projects in nature, history, Polish language, English, music or mathematics lessons.
Each school participating in the program receives a grant for the purchase of computer
equipment and learning tools. In addition, the Orange Foundation provides two teachers
from each school with professional training that prepares them for conducting classes and
supports experienced educators.

The knowledge we acquired during the SuperCoders project allowed us to apply successfully
for 9 EU regional grants, which enabled us to start Code the Future. In 2017-2018 over 1200
teachers and 19,000 pupils from primary schools (1st-3rd class) from small towns and
villages all over Poland learned the basics of programming and how to use digital skills in
practice. Teachers and schools receive tablets, robots, mechatronic sets and educational
mats that will be used to teach programming in the coming years. Code the future is a
partnership programme run with the Masters of Coding Association.

#SuperKoderzy Oprogramie Rekrutacja Szkoly —Scenariusze lekcji Bazawiedzy Relacje Aktualnosci Kontakt

eange Fundacja

Zapraszamy do wziecia udziatu w rekrutacji do nowej
edycji programu #SuperKoderzy w roku szkolnym
2019/2020. Rekrutacja potrwa od 2 kwietnia do 10 maja
2019 roku.

Drodzy #SuperKoderzy zapraszamy do udziatu w
konkursach Scratch-day #SuperKoderow i

Mtodzi #SuperKoderzy

In Orange Romania’s Smart shops, in April/May 2018, the second set of Fast SuperCoders
programming workshops took place. 280 children aged 10 to 13 from 12 towns in Romania
entered the exciting and current world of programming. They learned about loops,
algorithms, and variables, made new friends and left with useful tips to carry on coding at
home. See them hard at work here: https://www.orange.ro/techabreak/fast-supercoders

And here’s an inspiring video of excited young participants in the Supercoders roadshow
which travelled around Romania: https://www.youtube.com/watch?v=Fsgpl1KNmQl
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8. Please provide details of any advice and supports to encourage parents or teachers to

talk to their children/ pupils about the opportunities and risks arising from their use of the
internet.

Included in all our educational materials, but a specific example is here, about the rights and
responsibilities of the internet:

https://bienvivreledigital.orange.fr/espacedesparents/bonscomportements

Nos conseils

Parlez a votre enfant des bonnes pratiques sur Internet

Vel
Lec ucages cec jeunes cur internet of loc DIegec & eviter ‘ m

Orange France also provides advice about video games and the potential hidden costs of
online games : https://bienvivreledigital.orange.fr/espacedesparents/jeuxvideo
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o
Pac & pac : contréie parental cur 0cncolec de Jeux n

Apprenez-ui a se méfier des offres de jeux en ligne trop alléchantes

DOe nombreux jeux sont gratuits su ttléchapement et & fusage (« Free 10 piay »). Censins se rentsdiisent en
Droposant ces achats d'extensions cu J'0ptions (ex | vies suppiémentaires, Svolution de favetar, 8cces vers
les mhvesux supérieurs), cu en STichant des putiicRes ndesirsdies. D'sctres nécessiient un adonnement

mensuel pour continuer 8 jouer. Pour éviter les meuvases surprises sur is Bcture, menregistrez pes vore
numero de cane bancaire sur les sites de palement en Iigne, et meRez en piace un code personnel sur le
smartphone cu ls isbietie de voe entant pour Sviter le didchamgement Jappications sans volre accond. Par

alleurs, 3! votre 830 joue Sur SN smanphone, Inclez-ie & consuler réguliérement 58 ConSCMMAticn depuls
Fagoll Orange et mol (gratuke)

Lesjoxdonc o
- zphere tamiicle Quicec pratiquec
Pour afier phus loin = vees
* sospmtotes Joux video : comment maltricer Ia faoture ? n E]
ser
Pac & pac - sotiver le oonirdle parental modile Orange n
ser
Pac & pac - activer le biocage dec achatc ot dec n
ser
Pac & pac - mettre dec fitrec parentaux cur Iphone et Iped 0
ser
En cavolr pluc : le oontrdle parental n

Apprenez a votre ado les bons réflexes

Comme le fait Tutiiser des pseusos, et O ne pes dhuiguer O Informetions cersonnelies, natamment sur les
Jeux des réseaux sodaux cu en ligne. Apprenez-ul I delsnction d'e etce vie pavée,
pour Qu'l y fasse stienscon. Conseliez-ul de rester prudent, G ne pas tout prendre pour apent comptant et
Surtout Se ne pes repondre & des rendez-vous Emis Par un INCORNU renconte lors June partie

e ) Que les régies de countcisie sont sussl de mise, Que les Insules,
Rarctiements, iiéchargement Tidgal sont interdits, comme le 30N, pour Ul les jeux de hasard etd'ampent.
Ncudlez pas qu'en tant que parent O buteur ISl VOuUS seriez Juge resconsadie Ce ses intaions, et scums
& sanctions.

Définissez dés le départ des régles claires avec votre enfant

Pas ce jeu vicéo 1h svent d'slier su IR pour faciRer lendormissement. Faltes-ul faire des peuses réguléres,
lorsque ls partie ne pewt &ve sauvegarniée. ASOptez Cenains panCpes de Précaution | une bonne POsion pour
soulager sa colonne ventédraie, S8 PUQUE, 383 DOGNET et s23 pouces. Habltuez-ie au neticysge régulier des
écrans, maneties et Ceviers, vértadies nids & microbes. Enfin, veliez 30cfours & conserver un éguiitre entre le
leu, récoie, e spont et les autres activRes Ge enfant (CT.Pédagaew)

al

As well as, advice about health and new technologies :

Apprenez-lui les bons gestes

Optez pour un appareil offrant un confort visuel et auditif. Incitez votre enfant a porter systématiquement
un kit mains libres lorsqu'il appelle pour réduire son exposition aux ondes radios. Insistez pour que cela
ne devienne pas une activité exclusive et fixez des régles : ne pas laisser un écran allumé 2 proximité du
lit Ia nuit. En effet, la lumiére bleue provenant d'un écran altére la qualité du sommeil, nous expliquent
e-Enfance et le Réseau Morphée, entrainant fatigue et baisse de concentration. Enfin, apprenez-lui a
avoir une bonne position soulageant Ia colonne vertébrale, la nuque, les poignets et pouces
particuliérement sollicités, et a baisser le son. Car écouter son mobile en fonction baladeur a pleine
puissance, de facon prolongée, peut endommager I'audition irémédiablement.

“Enquéte "Le sommaN 05 Jeunes, pays 025 ECrans en velle”, réailsés par k3 clssse ge Tére STMG ou lyode Jesnns 0AT, & Colombes. de
septemdve 2015 3 mars 2016, en colsboration svec e-Enfance ef e Résesy Momphde, suprés 02 600 &iéves ou CE2 8 s 48me.

y 3

6 bons comportements a adopter pour réduire son exposition aux ondes radios

Pas a pas : souscrire et installer I'option Xooloo Digital Coach

- F

https://bienvivreledigital.orange.fr/espacedesparents/realitevirtuelle
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To help adults address this issues with children or teenagers, we also provide 25 videos from
experts that teach prevention and protection of minors and give advice
(https://bienvivreledigital.orange.fr/espacedesparents/parolesexperts) eg.

Paroles d'experts - Jeux vidéo : les points de vigilance - Orang 0321

s — Protéger la vie privée de ses
= Orange Officiel

16

www.pegi.info

Paroles d’expei’ts -

Paroles d’experts
. Protéger la vie privée de ses enfants en ligne :

Jeux vidéo : les points de vigilance

les hons conseils A suivredd'Vmo!on

Paroles d’experts
Le cyber harcelement : comment l'identifier ?

. L dailymotion

Bien vivre le di g ital Espace des parents  Mes données, mon identité  Environnement Usages et santé  Autonon

L .

Réseaux sociaux : que faire pour votre ado?
Le fer smariphone:
]

bien démarrer

OF:

_ Le cyber harcélement : comment I'identifier ?

Votre enfant joue aux Le cyber harcélement : que faire ?

jeuxvideo - que
savoir?

OF:

Génération hyper- Le cyber harcélement : le numéro gratuit Net Ecoute
connectee : décodage

O}

e lest Les jeunes et les réseaux sociaux : les bons comportements a adopter

oF:

Infobésité / intox sur le web : comment s'y retrouver ?

oF

. Le forum des parents

Comment apprendre aux jeunes a décrypter les théories du complot sur
Internet ?

of:

OF

Protéger la vie privée de ses enfants en ligne : les bons conseils a suivre

Les 10 conseils de la CNIL pour rester net sur le web

oF;

Orange Slovakia continues to educate kids, parents and teachers about the risks that
children face when using modern communication technologies but also about the
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opportunities of the internet. Content can be found on the online platform
www.detinanete.sk . This platform consists of articles, blogs, videos, tests and workbooks
for teachers.

We provide free workshops for teachers, children and parents about the better use of
technologies. Workshops are conducted by experts and psychologists. Over 35 000 pupils
have attended so far.

e-Schools for the Future Orange Foundation grant program focuses on digital inclusion, safe
and responsible use of digital technologies and media at schools. 220 school projects have
been supported in 5 years.

Orange Slovakia also participates in the Digital Skills volunteer programme, which is an
employee volunteer programme in cooperation with other tech companies. Digital
education is provided for elementary school IT teachers on the Hour of Code platform and
Internet safety.
https://sites.google.com/view/skolenie/z%C3%A1kladn%C3%A9-inform%C3%Alcie

In Orange Poland, our MegaMission after-school clubs offer a space where we can support
digital education in an innovative way that supplements the core national curriculum. Since
2015 we have run a nationwide educational programme for primary schools called Mega-
Mission. It is aimed at kids aged 6 to 10 and their teachers. Through this programme we
expand educators’ knowledge about the ten key areas of development of media, digital and
IT competence. 200 schools and 5,000 children participated in the MegaMission classes in
2018. In 2018 we created the mobile application MegaMisja z Psotnikiem which helps to
develop children’s digital competences. The application was downloaded by 5,000 users

One of the most important issues for us is the safety of children and young people on the
internet and preparing young people to use new media in a conscious way. Orange Poland’s
programme Safety Here and There addressed this issue by combining the educational
activities of the Orange Foundation with all our services related to customer safety. This
programme supports education on children’s online safety in schools and kindergartens all
around Poland. Every year the Orange Foundation, in cooperation with the Empowering
Children Foundation, offers many educational tools and materials such as e-learning and
educational websites, online brochures and guidelines for pupils, parents and teachers.

In 2018 our educational materials reached 872,636 children. Adults (especially educators
and specialists) can participate in conferences, seminars and workshops. In 2018, 1 104 682
adults (teachers, educators, parents) used different kinds of educational tools and materials
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fundacja.orange.pl / Strefa wiedzy / Materialy edukacyine dia dzieci | miodziez,

Materiaty edukacyjne dla dzieci i mtodziezy

Aplikacja "MegaMisja z Psotnikiem" Necio — zabawa w Internet — zeszyt Sieciomazajka
cwiczen
Poznaj nasza pierwsza, edukacyjna aplikacje. Sieciomazajka
javi Necio — zabawa w Internet — zeszyt éwiczen
OWUSJ Materiaty do pobrania v
Materiaty do pobrania v

i0S: https://q
Android: hiip:

In Spain, Orange’s campaign “Por un uso love de la tecnologia” aims to promote a reflection
within families about the use that is made today of the internet, social networks and
smartphones. Orange launched the “Family On” website In 2017 to provide activities for
families in order to enjoy technology and develop skills such as thinking critically,
creativity....; the different activities are aimed at families with kids from 8 to 13 years old
(Exploradores) and families with kids from 13 to 16 years old (luchadores) and are based on
the use of very simple technologies .

9. Please outline any additional activities or initiatives not detailed above that relate to
education and awareness-raising offered by your service or product.

Orange Poland provides an e- learning course for parents and educators including
information about harmful content, available here: https://fundacja.orange.pl/kurs/

Orange Polska also provides the Empowering Children Foundation with a free infoline 0 800
100 100 — a free and anonymous telephone and online help for parents and teachers who
need support and information in the field of preventing and helping children experiencing
problems and difficulties resulting from problems and risky behaviours.
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In addition to information submitted related to implementation of the ICT Principles, the
following supplementary information supplied in either written form or in discussion with
companies provides valuable context and information about the functioning and
effectiveness of child safety provision.

1. Inrespect of ICT Principle 1, that companies should “continue work to provide
innovative solutions able to support child safety protection tools and solutions”, please
elaborate on company investment in child safety measures, including research. Elaborate
also, where possible, on planned future implementations.

2. Any further data that companies may be able to provide regarding the functioning of
child safety features would be an extremely valuable outcome of this assessment.

Where possible, please provide any available summary data in respect of the following
elements. (Stipulate where data should only be presented in anonymised form).

Take up or frequency of use of parental control tools on your product or service?

Incidence of reporting use/misuse, categorization and frequency of reports on your product
or service? How many? By whom? Which problem?

Kinds of actions taken by the provider for different categories of reports. What was the
outcome?

How do you evaluate the effectiveness of response to reports?

Privacy settings: the percentage of children who have private profiles, and those who have
changed default privacy settings (and how/what did they change), by age, gender and
country

Use of location-based services by children

Take up and use of education and awareness raising activities undertaken for your product
or service?

3. Please detail any additional measures adopted to evaluate the effectiveness of child
safety features.
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