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Introduction

Notes/instructions on completing this template

e Please complete all sections and all questions as far as possible

e Where a question or section is not applicable, please mark as N/A

e Where is overlap — or no change — to information previously submitted in company
statement of commitments, please simply enter “refer to self-statement”

e URLs or screenshots (with links) are particularly useful in illustrating individual points

e Please add any additional information/data relevant to the submission at the end of the
appropriate Principle

1. Name of the company on whose behalf this submission is made:

Altice Portugal

As part of Altice Group strategy, PT Portugal is now “Altice Portugal”.

Altice Portugal is the leading electronic communications services provider in Portugal and its
activity addresses all segments: fixed and mobile communications, internet and multimedia, IPTV,
data and business solutions.

Due to a continuous convergence process, to commercial strategy and innovation, since last
report some of its services were modified and others were discontinued; this report reflects those
changes.

PT Foundation referred in previous reports is now Altice Foundation.

Q

altice

2. Country or primary markets where products/services are offered (in EU) to which this
submission applies In which European markets does your company operate

Altice Portugal offers electronic communications and multimedia services in Portugal.

3. Product(s) or services included within the terms of this submission

- MEO - Internet access, mobile services (voice and data), IPTV service www.meo.pt
- SAPO - Internet Portal www.sapo.pt
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MEO has its own “KIDS” brand which includes a special IPTV area and a dedicated mobile plan.
MEO Kids is designed for the youngsters, consisting in closed ambiences with high-quality
dedicated contents and services and a mobile plan with controlled, limited features
(https://www.meo.pt/servicos/movel/tarifarios-telemovel/pre-pagos/meo-kids)

MEO has also a UGC service: MEO KANAL http://kanal.pt

SAPO is the main internet portal in Portugal, offering a large set of channels and services (both in
fixed and in mobile devices), including SAPO Mail and UGC services such as SAPO Videos and
SAPO Blog.

Besides the regular e-mail service, SAPO offers its SAPO Mail Kids, an email service dedicated to
kids under 13.

Relevant services referred in the report include:

MEO KANAL — MEQ'’s service that allows users to create their own TV channels with UGC
http://kanal.pt

MEO GO — MEO IPTV service on the go (smartphone, tablet)

SAPO Videos — SAPO videos service (UGC) https://videos.sapo.pt

SAPO Blogs — https://blogs.sapo.pt

SAPO Mail Kids — https://mail.sapo.pt/kids/
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4. Nature of activity

L] Manufacturers of desktop and laptop computers, mobile phones, tablets, TV set top
boxes and gaming consoles

L1 Online content provider
L1 Online service provider
L] Other (please SPECITY): .ioviiiiieiieecieeeie et

5. Person(s) completing the report

Name: Pedro Gongalves
Position: Regulatory and Competition Affairs

Email: pedro.v.goncalves@telecom.pt
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Principle 1 — Content

Commitments

Signatories should:

* Indicate clearly where a service they offer may include content considered not to be
appropriate for children and display prominently options which are available to control
access to the content. This could include, where appropriate for the service, tools to
manage access to certain content, advice to users or a recognised system of content
labelling.

* Display prominently and in an easily accessible location the Acceptable Use Policy, which
should be written in easily-understandable language.

* State clearly any relevant terms of service or community guidelines (i.e. how users are
expected to behave and what is not acceptable) with which user generated content
must comply.

* Ensure that reporting options are in the relevant areas of the service.

* Provide notice about the consequences for users if they post content which violates
terms of service or community guidelines.

* Continue work to provide innovative solutions able to support child safety protection
tools and solutions.

1. Do you provide a mechanism for consumers to provide feedback, report an issue or
file a complaint about the appropriateness of a piece of content?

[J No
(] Not applicable (please explain): ......c.coeeeeeevieeeieeneceere e e

If yes, please provide details:

Reporting buttons are available in the relevant services, namely those with UGC, like SAPO Videos,
and MEO KANAL (details on reporting in section 3 — Dealing with abuse/ misuse).

User may report or provide feedback on certain content for several reasons being one of the pre-
defined categories the miss-labeling: “this video should only be seen by adults” (in case of SAPO
videos).

Besides these reporting buttons, Altice Portugal contacts are widely available through its
websites; a link to SAPO Ajuda (Help) blog https://ajuda.sapo.pt (“Suporte a clientes Portal SAPO”,
consisting on FAQs, Contacts, Services, Safety and other sections) is present and visible in all SAPO
websites and keen for feedback.

Also, all Altice Portugal websites have a link to “Contacts”, which may be used for reporting.
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SAPOVIDEOS

# Explorar» Parceiros + Diretos

Dicas Spirulina

Dicas Spirulina % 0 % 0

‘videos_doi n nﬂn Partilhar
822 Jun 2020 @ 279 Visualizagbes m
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Denunciar Video

Indique-nos o motivo pelo qual quer denunclar este video

r visto por maiores de idade
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’I\EO I Kanal Servigo v @

Denuncia de um canal

Para denunciar um canal preencha os dados

Sera enviado um email com o link da pagina para efetuar a denuncia

B M0 ©Todos os direitos reservades

OS MELHORES YOUTUBERS

Jogos e Tecnologia

Aqui estdo os Youtubers divertidos!

Ultima atualizago: 20 jun 2021
802 pessoas gostam disto

Denunciar

PROGRAMAGCAO RECOMENDADOS

https://www.voutube.com/watch?v=rLdX2-EVnDI » 00:13:07
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Aqui estao os Youtubers divertidos!

IN=O ® 914036

Deseja denunciar este canal? Violéncla
OS MELHORES YOUTUBERS Xenofobia

Esta opgao permite-lhe denunciarum canal que considere que Pofmoaraha
viola os termos e condi¢oes de utilizacaodo servico. 9

1

|

‘ Aqui estao os Youtubers divertidos!
|

=0 ® 914036

Deseja denunciar este canal? Privacidade de terceiros
OS MELHORES YOUTUBERS Direitos de autor

s
Conteudos de cariz

Esta opgdo permite-lhe denunciar um canal que considere que
— comercial———

viola os termos e condicoes de utilizagéo do servico.

2. Do you offer a means for restricting / blocking access to potentially inappropriate
content for users of your service or product?

Implementation of the ICT Principles
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L1 No
L] Not applicable (please explain): .....c.ccueeiieeeiieeniieeeeeeeee e

If yes, please provide details of mechanisms in place:

UGC - Potentially inappropriate user generated content available through Altice Portugal
services (namely SAPO Videos) is preceded by a “black curtain” and by an age verification

“warning”.

- Videos marked as potentially inappropriate can only be seen if the user is signed in and
has indicated a date of birth more than 18 years old.

- Video thumbnail is not displayed for videos marked as potentially inappropriate:

Implementation of the ICT Principles
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If the user is not logged in, a warning about the nature of the content is displayed along with a
prompt for login:

# Omeublog

Watch Dogs Legion - trailer de apresentacéo S
Videos Pl
Video protegido
Este video podera ser improprio para menores e pessoas mais suscetiveis.
Para ver este video deve fazer login.
RELACIONADOS

Watch Dogs 2 - versdo
de experimentagdo
saponauta

\Wakrh NAanc | aninn - Frailar da anracankarin 4 a n = —— -

If the user is logged in but the stated age is not set or is under 18 years old, a warning about the
nature of the content is displayed and the video does not play:

# O meublog

Watch Dogs Legion - trailer de apresentagéo SRS
Videos Playlists
Video protegido.
Este video podera ser impréprio para menores e pessoas mais suscetiveis.
Para ver este video tem de ter mais de 18 anos
RELACIONADOS

Watch Dogs 2 - versao
de experimentagdo
saponauta

\wlakrh Manc | aninn - Frailar da anracankarin 4+ a n = -y o -
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Altice Portugal provides an Endpoint Protection Solution by Panda Security, which among other
elements includes a parental control feature to its broadband customers under special conditions.
https://www.meo.pt/servicos/antivirus

This parental control feature allows users to select categories of websites to be blocked or only
accessed during specific time ranges. It also allows blocking specific URLs chosen by the user.

— X
’I‘:O PACOTES TELEMOVEL TV NET VOZ LOJAONLINE SUPORTE Q o D Q

< JASOUCLIENTE: CONTROLAR CONSUMOS TELEMOVEL  LINHA SOU SMART  INSTALARANTIVIRUS  MEO SMART HOME

Navegue em seguranca ha
Internet com solucées

Panda

Experimente 2 meses gratis, sem compromisso

Escolha a sua opc¢ao de acordo com o nivel de protecao que
pretende

=0 PACOTES TELEMOVEL TV NET VOZ LOJAONLINE SUPORTE ~ Q 0 he) &

< JASOUCLIENTE: CONTROLAR CONSUMOS TELEMOVEL  LINHA SOU SMART  INSTALARANTIVIRUS ~ MEO SMART HOME

Escolha a sua op¢do de acordo com o nivel de protecao que

pretende
Panda Internet Security Panda Global Protection
Proteja o seu PC Windows e equipamento Android contra malware e Além de usufruir de todas as funcionalidades do Panda Internet Security,
spyware. Garanta também a protecao dos seus documentos e dados melhore ainda o desempenho do seu PC Windows, faca a gestdo das
confidenciais e mantenha os seus filhos afastados de contetdos suas passwords, cifre ou elimine ficheiros de forma segura

inapropriados,
2 meses gratis

2 meses gratis
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MEO SAFE https://safe.meo.pt/ . It's a family safety app, with features such as:
- Family localization;
- Geo-fencing: creation of safety zones for family members with notifications (when
arriving / leaving safety areas);
- “Check in” — allows family members to say where they are
- Alert button — allows location sharing;
- Parental control — allows limitation of apps usage/ installation and calls (in and out)
- Smartphone safety — localize, remote ring, “wipe” and “block” a lost/ stolen device.
- Multiplatform: iOS, Android and Web.

Funcionalidades Download INICIAR SESSAO @

LETER ET ] IE
sempre por perto

EXPERIMENTE JA

Oferta de 30 dias para novos clientes

Mantenha a sua familia sempre
ligada e protegida

Localizagdo Familiar Botdo de alerta

Localize através do seu smartphone ou o 434 PM Envie um alerta com a sua localizagao

web em tempo real MEO Safe

para todos os membros da sua familia

Geo-Fencing

Crie areas de seguranca para os

membros da sua familia.

Notificaces

Receba alerta quando os membros da
sua familia chegam ou saem das areas

de seguranca.

Check-In

Faga Check-In para que os seus amigos

saibam onde esta.

Controlo parental

Ative e configure o controlo parental que
permite restringir as apps e as chamadas

efetuadas e recebidas.

Seguranga Smartphone

Localize, coloque a tocar, bloqueie e
limpe qualquer equipamento da sua

conta em caso de perda ou roubo.

Multiplataforma

Disponivel para iPhone, Android e na

web

Implementation of the ICT Principles
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MEO IPTV adult content (channels and movies) and other relevant services (premium channels
subscription, VoD) are PIN protected and/ or protected by user and password:

On the TV (Set-top-box):

__PROSCIUTTO DI S

JSENCIA DA 'CHAMPIONS EM 201112

‘Guardar I8 Bbquear Compras e Alugueres . ..
G  Comesta opcéo ativa, sera pedido o PIN antes de efetuar uma ’
* compra de um canal, ou um aluguer, no VideoClube.

» Cancelar
Alterar PIN

Desativar Bloqueio -

Implementation of the ICT Principles
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PIN DE CONTEUDOS

Guardar Canais

Alterar PIN Desbloqueado

Contetidos poridade
Bloqueado M/18 e superior

Contetido néo Classificados

Desbloqueado

PIN DE ADULTOS

Introduzao PIN

Introduza o PIN de adultos para alterar as definicées de bloqueio de contetidos para
adultos.

STINGRAY CLASSICAL&JAZZ

549€ mes

Onde a musica déssica e o jazz ganham vida!

SABER MAIS

Para desbloquear introduza o PIN de Compras e Alugueres:

Alterar
Alterar

Alterar

Implementation of the ICT Principles
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MEO GO PC:
e Access VoD (“renting a movie” in the Video Club) after log in with “User” and “Password”.

) [ VvideoCiube | MEO Go x  + -—
& C ® ttps://meogo.meo.pt s v @

N

Novidades

<&
’ L\*

.Jl(‘l(,\l
FURIOSO

O AMIGON
DE SEMPRE

SARTUARIO DAS cNTo
VERL

by
SOMBRAS Meei

Introduza o PIN de
Compras

Cédigo de 4 digitos.
Para alterar. aceda na sua MEOBox &
Menu > Definices > Bloquedos > Pin de Compras e Alugueres
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MEO Go mobile:
e Access VoD (“renting a movie” in the Video Club) after log in with “User” and
“Password”

Upsss! 2 A Aventura Continua
5,00 € por 48 H(s) de Aluguer

VP * HD * Animagao
2020 - 01h23mins
M/6

Alugar Filme Ver trailer

I

3. Do you provide any information, educational resources or advice for users in any of
the following areas?
(tick as many as apply)

L1 Not applicable (please exXplain): ......cccccoevuieeeiveeeiiiee e

If yes, please provide details including the format of any material provided (video, text,
tips, games, FAQs, etc.):

Online material widely available in the Altice Portugal websites, including
e Tips and advice on safety

¢ Good practices

e Contacts

e External links

Examples:

CORPORATE - Altice Portugal website - webpage on safety https://www.telecom.pt/en-
us/a-pt/seguranca/Pages/seguranca.aspx which includes tips, links and safety information on

Implementation of the ICT Principles
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protecting persons and PCs, safe internet browsing, e-mails and mobile, fishing, online shopping,
child safety and privacy.

It also includes a link to Altice Foundation’s voluntary educational program “Comunicar em
Seguranca” (CS) https://www.telecom.pt/en-us/a-pt/seguranca/Pages/comunicar-seguranca.aspx
(details on CS program in section 6 — Education and Awareness) and to other relevant resources,
to case studies on social, education and professional inclusion programs to help people in need.

https://www.telecom.pt/en-us/sustentabilidade/sociedade/pages/case-studies.aspx

The following ones are of special interest for this report:

Company’s Approach to Child Safety:
https://conteudos.telecom.pt/Documents/EN/sustainability/corporate-sustainability/online-child-
protection.pdf

Parental control tools:
https://conteudos.telecom.pt/Documents/EN/sustainability/corporate-sustainability/parental-
control-tools.pdf

Protecting minors when using ICT tools:
https://conteudos.telecom.pt/Documents/EN/sustainability/corporate-sustainability/protection-
minors-when-using-ict.pdf
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-

Email and mobile phones

eI Bt W SrrTe wt g an o

P DN ST N NPT T = Tt

Secure purchases

vat rar wearane @

Communicate safely

L0 m weRtr ¥
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ine

Qolﬂm

Case studies

Soc1al educaton and professional inclisio
need

ALTICE PORTUCAL  INNOVATION SUSTAINABILTY MEDIA CAREERS  ALTICE SITES v

Read our case studies
PTs socisl responsibility’s main premiss i to respect the values of the societ;
promate knowledge. heaith and the secu do. goods and the

Community engagement

with

Clear. rigorous and

OF T06K8

Educaticn through ICT

POFIMB

which & 1 insarted. To that end, it developt programs that
ment

petent authontes in

Hoalth through ICT

B b O 6

FOF 1M8

Digital inclusion

One computer. one opportunity

POF 630KB

Online Child Protection

FOF 4MB

Parental Control Tools
POFIMB
05201

Protection of minors when using ICT

e b o b 6 6

£OF 6ME

Social Academic and Professional Inclusion

POF 721KE

®

Telecare at elderly people’s service

FOF 6108

@/

ALTICE PORTUCAL  INNOVATION  SUSTAINABIUTY MEDIA CAREERS  ALTICE SITES v

Altice Foundation / Comunicar em Seguranca program (Details on this volunteer educational

programme in section 6 — Education and awareness)

q

Q
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Digital resources for parents and carers:

https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047

https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1975 Information in different formats:

text, video, tips.

Comunicar em Seguranga

Comunicar em seguranca ¢ uma iniciathva de voluntanado empresanal da Fundacio Altce que pretende alertar 3
comunidade educatha pa 3 UVZaclo COMEtE @ SeguT Cas tecnologias de informacio. Cesignadamente Internet @
telemdvel. através de um prOgrama que INtegra sessdes de sensiteiizacio em 3ala Ce aula um PassatempPo @ UMY peca de
Toatro

Conhega # opirado do Pedro Corgia sobre © programa
Oqueé Sessdes nas Escolas
Teatro Encarregados de Educagao
Recursos educativos

Implementation of the ICT Principles
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Recursos Educativos

0 programa Comunicar em Seguranga dispde 08 um cOnjuNts de recurscs ecuCativas adaptacos 3 dnversos Niveis de idade
€ escolandade

Estes recursos %M por obetive apoar Professons ou eCUCICONTS QUE PIRSENCHM PIEPAra O JOVONS Pard UIMa mMaor
cidadana digital promovendo boas praticas de utilzagio cos mens onine

Neste pIging. 3ti0 CRIpoNives QUISES Je CreNtacio Pan W530es 00 SoNSIDIZacI0 CIZINZACos POT 1AM €, VICEOs @ J0J08
organizacos prefecencalmente por escaldo de wade ou excolandads

Jogos para os 1° e 2° ciclos Videos para todos

Guides para Professores Brochuras Digitais

Animacdes Digitais - Pais e

Videos ID A TUA MARCA NA NET
Educadores

Comunicar em Seguranga video channel in SAPO VIDEOS:
http://videos.sapo.pt/comunicaremseguranc

Implementation of the ICT Principles
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o

A Ozwed? Sestorsmelaccias Teetre Pa  Bacersos esocatisss

°
Animagao - Cyberbullying_Discurso P
Odlo_Redes Sociais
—~ptacasdeazanrisl D o BRI # | o ] +] =] & runs |
ULTIMOS VIDEOS Ver toges #
£ Ly P
Animaceo - teletradens 1TNAng wheesduses sert d

Cyternuiling Datvrse

pe-s Falss desendenca _taine nioescluses sere ! o™ 2odel _oOMine

MEO website: in www.meo.pt there’s links to MEQ’s “Online safety webpage”
Www.meo.pt/suporte/seguranca-online
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R 3 b D c a
"\EO 5G  Servicos LojaOnline TV  Eletricidade  Suporte Pesquisar no MEO Q C

Navegar em seguranca ha
Internet

Proteja-se a si e aos seus familiares e amigos.
Conheca dicas e conselhos para havegar em
seguranga.

Boas praticas Phishing Proteger o computador Proteger o telemovel

Quais as boas praticas de seguranca pessoal?
Que cuidados ter ao navegar na internet? Pontos-chave a ter em atencao.
Como me defender da pirataria?

MEO KIDS page: Content on Child Safety is available (“Manter as criancas em seguranga”).

=0 SG  Servicos  LojaOnline Eletricidade  Suporte Pesqt

Oferta 2 mensalidades

Dobro Net Movel

MEO Kids na fatura MEO

Net Mével, 4GB Apps Video, chamadas e SMS com total seguranca.

SABER MAIS >

Mantém a tua familia Fica descansado
sempre ligadae enquanto o teu filho vé
protegida v

nta gratis 0 MEO Safe

SABER MAIS > SABER MAIS > SABER MAIS > SAIBER MAIS >

SAPO Portal: https://ajuda.sapo.pt/seguranca-7920 SAPO developed this webpage easily
accessible from https://ajuda.sapo.pt functioning as a central channel for “safety” matters. It
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includes a repository of information, tips and advice, good practices, relevant contacts and links,
all SAPO services’ Conditions of Use (“CoU”) and Altice Portugal’s Privacy and Cookies’ Policies.

Seguranga Condigdes de Utilizacdo Politica de Privacidade

~ Contactos

AJUDASAPO

Servigos

Suporte a Clientes Portal SAPO

infcio eguinte »

Dicas gerais Pesquisar ,
P&ginas que pode consultar:
* Password sequra
« Pais e educadores
+ Comunicar em sequranca
Canal de Suporte SAPO em testes
L J f Usar: apoloportalsapo@suporte.sapo.pt
B Chat
« anterior inicio seguinte »
Atalhos
Contactos
Alude-nos a Melhorar
Passwords sequras
Pais e educadores

Seguranga Condi¢bes de Utllizacdo Polftica de Privacidade

Contactos

AJUDASAPO

Servigos

Suporte a Cllentes Portal SAPO

erfor | Info  seguintes

i Pesqui
Pais e educadores Pesquisar ,
A Internet pode ser uma ferramenta excepcional na formacgao, educacdo e desenvolvimento dos nossos
filhos, no que concerne 3s suas capacidades cognitivas, socials e emocionais.

Existem, no entanto, situagdes de risco para criangas e adolescentes: mais vulnerdvel e inexperiente, o menor
ndo reconhece as influéncias negativas que os contetidos impréprios podem ter no seu comportamento, e
como proteger-se de situagdes potencialmente perigosas e abusivas.

I Canal de Suporte SAPO em testes
A adopgao das regras basicas de seguranga, a par duma vigilancia perfodica e de alguns conhecimentos Vs apoloportalsspoliuporta
elementares de informatica, permitirdo que a crianga e adolescente gozem duma experiéncia plena mas
segura da internet, sobretudo quando nao supervisionados pelos pais e educadores. a Chat
Consulte as nossas dicas e esteja atento a alteragdes no comportamento habitual das criangas.

Atalhos

Acompanhe as actividades do seu filho na internet
Contactos
ude-nos a Melhorar

Saiba quais as paginas, Jogos e servicos que o seu filho mais utiliza na internet. Participe tornando-se mais um Do e
dos amigos virtuais do seu filho nesses servigos. Oiga e mostre interesse em conhecer as suas descobertas e Pais e educadores

gostos. N3o critique as suas escolhas sé por lhe parecerem desadequadas, converse abertamente e
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4. Where is your company’s Acceptable Use Policy (AUP) located?

Altice Portugal/ SAPO services’ Conditions of Use (“CoU”) are located in the centralized Blog
https://ajuda.sapo.pt referred above; links are located in the relevant services’ webpages.

Implementation of the ICT Principles

27


https://ajuda.sapo.pt/

ICT Coalition for Children Online

Condicdes de Utilizacao

Portal SAPO

« Condicdes de Utilizacio Portal SAPO

e Politics de Cookles

Servicos SAPO

» Auto
o Auyto Premium
o AutoVendaJd

Pesqulsar

Canl 30 Sugone SAPO e teates
a6 apowoportataaps  suporie Aapo pt

]

B Chat

Atalhos

Contactos

Alude-nos 3 Melhorar
Passwords seguras
Par £
Agradecimentos

Principals servigos
Blogs

Mail

Voucher

Perguntas frequentes

Mail: Eliminar conta

Mail rolar SPAM

Mail Conta syspensa
VYoucher: N3o recebl voucher
Voucher. Atraso nj entrega
Voucher: Devolucdes
Voucher Portes de envig
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0 14 FasmarTS s pace

AT portocanalonline

portocanalonline
exameinformatica exameinformatica fontescar tvnet 2

ta_bonito

portocanalonline
19 Aug 202
imagensdemarca imagensdemarca correiodamanha economicoty

portocanaloniine

«conoOmicoty cdspp sicnoticias2009

n 2 3 267 >

por SAPO - Todo

Ajuda
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Blogs com gente dentro
Gente com (pouco ou
muito) juizo.

"Gosto de pensar que
me chamo Joana, nao
S$&i SE UM SO NOME me
identifica. A minha
identidade atravessa cores, ritmos,
danga, musica, comida, (..) Sou
adepta do exercicio fisico e boa
alimentagao’ Joana, com juizo

Blogs com gente dentro.
veIe Criauva.

Canta nnm =

Anossa plataforma é a igualdade. o
dialogo e a criatividade

""E maravilhoso sentarmo-nos
numa cadeira, e escrevermos
aquilo que bem nos apetece.
Pensarmos com a nossa prépria
escrita, e, se partilharmos na
blogosfera, pensarmos
coletivamente sobre os
assuntos."

""Este Mundo da blogosfera
permite-nos conhecer gente
maravilhosa, mesmo que nao
seja pessoalmente. E numa
altura onde precisamos tanto de
boas relacdes a sua boa
disposi¢ao e bondade valem
ouro!"

Scbre 0 SAPO  CondigSas ce Utiizagio

Poltica de Privacidade  RGFD

Sobrw Cockas  Ajusa

Defnigdes da Privacidace  Siop da Squipe

Produzido por SAPO - Todos os direitos reservados.
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IN=0 | Kanal

Prémios MEO Kanal

2012
BRONZE x

STEVIE" WINNER

Al

MERICA
DUSINESS AWARDS

BB M=o oTodos os direitos reservados

o and ot* Med

o Multimédia vx CRM Excotience
AWARDS
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"\EO 5G Servigos Loja Online v Eletricidade Suporte Pesquisar no MEO Q @ "D w Q:,
Prémios e distingées Patrocinios
5 5w B 2 % @

VER TODOS >

AJUDA E SUPORTE MY MEO

Entrar

SEGUE-NOS B
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all =0

12:54

AA & sapo.pt ¢

INICIO COVID-19 ATUALIDADE DESPORTO ECONC

Feriados Folhetos
Jornais Lifestyle
Mail Noticias
Oficinas Receitas
Regides Satde
Tecnologia Tempo
Transferir ficheiros Viagens
Videos

Contactos Estatuto editorial Fichatécnica P&S

Publicidade Condi¢oesde utilizagdo Politica de privacidade

RGPD Sobre cookies Definigoesde Privacidade Ajuda

MEO Moche Altice Empresas

Todos os direitos reservados.
altice O SAPO é uma marca e um motor de busca criados na
Universidade de Aveiro,

web Ak
summit | B

ol T

12:55
& videos.sapo.pt

Seja nosso parceiro

(' CONTACTE-NOS )

Siga 0 SAPO
v

Sobre o SAPO
Condigoes de Utilizagao
Politica de Privacidade

RGPD

Sobre Cookies

Ajuda

Defini¢oes de Privacidade

"SAPO

SAPO

5. Does the AUP or separate give clear guidelines with which user generated content

must comply (including details about how users are expected to behave and what is not

acceptable)?
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L1 No
L] Not applicable (please explain): .....c.ccueeiieeeiieeniieeeeeeeee e

If yes, please identify relevant policy:

Altice Portugal’s policy for UGC services is very clear regarding what is expected from users in
terms of behavior and content, which type of content is not allowed and what are the
consequences of misbehave and of posting contents which violate the CoU.

Please see these examples of relevant parts of the CoU of some services:

SAPO Videos [extract from the CoU, free translation, available at
https://ajuda.sapo.pt/condicoes-de-utilizacao-8172

Use conditions

4.6. The Customer undertakes to observe all legal provisions and conditions of use applicable to
SAPO Videos, namely:

a) not to commit or encourage the practice of unlawful acts or offensive to good manners;

b) not to use videos that contain comments, suggestions, opinions or any content that is illegal,
malicious, pornographic, violent, or incitement to violence or hate against groups of people or
members of these groups based on sex, race, color or ethnic or social origin, genetic
characteristics, language, religion or beliefs, political or other opinions, belonging to a national
minority, wealth, disability, age, sexual orientation or nationality, discriminatory, offensive, which
may violate the privacy of third parties, contents of the which the Customer does not prove that he
is the owner of the respective copyright and related rights or videos whose dissemination is not
authorized;

¢) not to use videos and/or audiovisual commercial communications that could harm the integral,
physical, mental or emotional development of children and young people;

d) not to use videos and audiovisual commercial communications with content whose
dissemination consists of an activity that constitutes a criminal offense, namely, public incitement
to commit terrorist offences, offenses relating to child pornography and offenses of a racist and
xenophobic nature;

e) not to provide false or misleading information;

f) not to delete, copy, damage, edit, modify videos protected by copyright or related rights or in
any way use illegally or unauthorized any trademarks, logos, companies, domains and other
distinguishing marks of MEQ, its partners or from third parties, as well as not to remove any
copyright, trademark or proprietary rights notices and not falsely indicate that the videos are
sponsored or supported by MEO;

g) not to use any video that appears in the publicity, highlight, promotion or mention of any
sponsor or advertiser, except in the case of express authorization from the respective holders of
copyright or related rights or industrial property;

h) not to post videos with minors in SAPO, except in cases where you have the authorization of the
respective parents and/or guardians; in that case the posting should be done in a way that doesn’t
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jeopardize the safety of minors, namely by not disclosing their possible location and identification,
nor endangering their physical and psychological well-being;

i) not to collect data from SAPO Videos users, not sending advertising, commercial, injurious or in

any way harmful messages to other users.

MEO KANAL [extract from FAQ, free translation, available at http://kanal.pt/perguntas-
frequentes]:

20. What content can | provide? MEO Kanal is meant for sharing personal photos and videos of
customer’s direct or indirect authorship. It is not allowed to provide, among others, defamatory,
deceptive or fraudulent content, contents that incite violence or discriminate against race, creed or
ideology, sexual content or content which is inappropriate for minors, as well as materials for
which clients do not have copyright or authorization.

21. Can | put videos and pictures that are not of my own? Customers should only provide content
of their own or for which they have the necessary rights to use and disclosure. In the case of
allegations of violation of copyright or other legal issues, Altice Portugal may be required to supply
your billing details to relevant legal entities.

[extract from Conditions of Service, free translation, available at http://kanal.pt/termos-de-
servico]:

4. Terms of Use

4.1. The Customer undertakes to comply with all laws and conditions of use applicable to the
Service, including: a) not to commit or encourage the practice of unlawful acts or offensive to good
manners, b) not to use content containing reviews, suggestions, opinions or any other content that
is illegal, malicious, pornographic, violent, or incitement to violence or hate against groups of
people or members of these groups based on sex, race, color or ethnic or social origin, genetic
characteristics, language, religion or beliefs, political or other opinions, belonging to a national
minority, wealth, disability, age, sexual orientation or nationality, discriminatory, offensive, which
may violate the privacy of third parties, contents of the which the Customer does not prove that he
is the owner of the respective copyright and related rights or videos whose dissemination is not
authorized.

SAPO Blogs [Extract from the CoU, free translation, available at https://ajuda.sapo.pt/condicoes-
de-utilizacao-sapo-blogs-13824]:

What can and cannot do in SAPO Blogs (Summary)

* You can publish your ideas, thoughts and opinions in the form of posts, chronologically ordered
texts that may include links and references to other contents (images, videos, etc.).

* You can define the privacy of your publications and blogs, in order to limit public access to them.
* You can generate, at any moment, a copy with the archive of your posts.

* You cannot host content over which you do not have the copyright and related rights. The use of
extracts from works covered by copyright must always be accompanied by the identification of
their authorship and origin.

* You cannot publish content that exploits or violates human dignity, encourages violence or might
be considered threatening.

* You cannot publish content that contains personal data of third parties, including contact
information (email, phone, address, etc.), without explicit permission (even if they are publicly
known).
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* You cannot place public content that identifies or directly targets minors, even if you have
parental permission. These contents must always be of private access and must omit identifying
data.

e You cannot post pornographic content.

6. Do you provide notice about the consequences for users if they post content which
violates terms of service or community guidelines?

] No
L] Not applicable (please eXplain): ....ccoceeeveeeeeeceeeceeee et

If yes, please identify relevant policy:

Consequences of misbehave and posting contents which violate the CoU are clearly indicated.
Examples:

SAPO Videos [extract from the CoU, free translation, available at
https://ajuda.sapo.pt/condicoes-de-utilizacao-sapo-videos-62317]:

7. Cancellation and suspension of access to SAPO Videos

7.1. The failure to comply with these Terms of Use, in particular the availability of illegal or
potentially illegal or improper videos, grants Altice Portugal the right to suspend or cancel access
to the Service.

7.2. If access is canceled, the client cannot access his personal area and the videos uploaded in the
public area of SAPO Videos will no longer be online. Altice Portugal has the right to terminate the
Customer's personal account and to eliminate any and all content here placed.

7.3. In case of suspension, Altice Portugal will communicate the reasons to the client and the
videos uploaded in the public area of the Service will no longer be online until the failure situation
is solved. Altice Portugal has the right to eliminate the personal account of the Client during the
period suspension {...)

7.4. Altice Portugal reserves the right to completely eliminate all personal accounts, including
uploaded videos placed there, if Customer fails to make any log-in during a consecutive period of
two (2) months.

7.5. The Customer may at any time request termination of service via https://id.sapo.pt website.

MEO KANAL [extract from the Terms of Service, free translation, available at
http://kanal.pt/termos-de-servico]

7. Report and Removal of Content; Suspension and Termination of Service

7.1. Any user can report content available on Meo Kanal Communication when he considers that it
violates any law or these conditions of use. Altice Portugal agrees to make best efforts to resolve
the situation reported as soon as possible.

Implementation of the ICT Principles 36


https://ajuda.sapo.pt/condicoes-de-utilizacao-sapo-videos-62317
https://id.sapo.pt/
http://kanal.pt/termos-de-servico

ICT Coalition for Children Online

7.2. Altice Portugal reserves the right to remove Meo Kanal Communication app, without notice
to Customer, and any Content that may be offensive to good manners, illegal, malicious,
pornographic, violent, discriminatory, offensive, or that may violate the privacy of third parties or
any Content that Client fails to prove that he is the holder of the respective copyright and related
rights.

7.3. Notwithstanding the preceding paragraph, any breach of any obligation in these Conditions of
Use, especially the provision of illegal or potentially illegal contents, grants to Altice Portugal the
right to suspend or terminate immediately and without notice, the client’s access to the Service
website, as well as the capacity to view the content through Meo Kanal Communication app.
7.4. Altice Portugal can also remove, without notice to Customer, Content made available
through the Service that is manifestly illegal or whenever requested by a competent authority
under the law.

SAPO Blogs [Extract from the CoU, free translation, available at https://ajuda.sapo.pt/condicoes-
de-utilizacao-sapo-blogs-13824]:

6. Cancellation and Suspension of Access to the SAPO Blogs Service

6.1. Altice Portugal will remove, without notice, the contents and/ or links made available on blogs
whose illegality is manifest or whenever requested by a competent authority under the law.

6.2. Whenever it so wishes, Altice Portugal will notify the Customer of the reception of complaints
concerning the availability of possible illegal content on the blogs it manages, and may suggest
him to correct the situation.

6.3. After notifying the Customer, Altice Portugal reserves the right to remove the address of any
blog that has not been used by the Customer or third parties for a consecutive period of twelve
(12) months. In that case Altice Portugal may eliminate all content related to them from its
servers.

6.4. The Client may also, at any time, delete the blogs that he manages.

6.5. Without prejudice to its management powers, whenever needed, Altice Portugal will notify the
Customer of any complaints regarding the availability of possible illegal content and/ or links, and
may advise him to correct the situation within three (3) days from the date of the communication.
6.6. The failure to comply with these Conditions of Use, in particular the provision of illicit or
potentially illegal content or links, grants Altice Portugal the right to suspend or terminate access
to the SAPO Blogs Service.
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Principle 2 — Parental Controls

Commitments
Signatories should assist parents to limit their children’s exposure to potentially inappropriate

content and contact.

e Manufacturers should optimise hardware design to provide products which simply and
clearly help parents to set appropriate levels of control on devices.

o Network providers should provide necessary tools and settings across their services to
enable parents to set appropriate levels of control.

e Service and content providers should make available the necessary tools and settings
across their services to enable parents to set appropriate levels of control

1. Please outline the availability of any parental control tools and settings across your
product or service that allows parents to set appropriate levels of control? Include
relevant links/ screenshots where available:

Altice Portugal provides an Endpoint Protection Solution by Panda Security, which among other
elements includes a parental control feature to its broadband customers under special conditions.
https://www.meo.pt/servicos/antivirus

This parental control feature allows users to select categories of websites to be blocked or only
accessed during specific time ranges. It also allows blocking specific URLs chosen by the user.
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INSEQ ¢ senicos Lojaonline TV  Eleticidade  Suporte

Navega em seguranc¢a na Internet
com solugdes Panda

Experimenta 2 meses gratis, sem compromisso

Escolhe a sua opcao de acordo com o nivel de protecdo que

pretendes
@
3 |
B Or- Tres
5 == =
Panda Internet Security Panda Global Protection

2 meses gratis
2 meses gratis

MEO (IPTV) adult content and other services are PIN protected:

MEOQO parental control allows total safety since the user may define 3 different PINS to block access
to: Content visualization (TV programmes and VoD), Channels subscription and/ or VoD rental and
Adult channels and adult movies (VoD) visualization.

e T i |
r = BLOOUEIOS E PINS

Vi AT & & & & PROSCIUTTO DI S|

v [

PIN DE COMPRAS
'E ALUGUERES

16:49
Desporto  WSENCIA DA CHAMPIONS EM 2011/12 TENISTA ALEMU

Altice Portugal offers MEO Kids TV service and MEO Kids mobile plan, which are dedicated offers
to children and the youngsters, functioning as a privileged parental control “instrument”.
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MEO Kids TV: closed environment with controlled, high-quality educational and entertainment
contents, including dedicated VoD bouquet, TV channels, games, music, sports, music, activities,
learning and playing options, exclusive events and past-times.

MEO Kiddy is the service especially designed for children from 4 to 6 y. o.

MEO KIDS TV

CATALOGO

Todas as Apps

Desporto

Entretenimento

Informacdo
Jogos
Kids

Lojas
Musica

JOGO
MEMORIA Do GALO

Videoclube
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MEO KIDS PC

INEQ  sc servicos  Lojaonline Eletricidade  Suporte Fesquisar no ME Q ® o

Canais infantis para todas as idades

: [}

i\
e 8
?:f:l:l:’:‘:ln-!plo

Cravity Falls T2 - €p. 39 ey
Amanha i 1enl0

As Aventuras de Chuck e Amigos T - €p.. 3

Agerano MEO

INEQ  sc  servigos  Lojaonline Eletricidade  Suporte Pesquisar no MEO Q

Vai buscar as pipocas, senta-te no sofa e agarra o comando

Pede 305 teus pas par alugar o teu filme favorito no MEO VideoClube.

e

Com o MEO Go, os teus herdis andam
sempre contigo

No smartphone, tablet @ PC

CONHECER > UTILIZAR >
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"\Eo SG  Servicos  LojaOnline Eletricidade  Suporte Pesquisar no MEO Q @ ’ID v

Oferta 2 mensalidades

Dobro Net Mével

MEO Kids na fatura MEO

Net Movel, 4GB Apps Video, chamadas e SMS com total seguranca.

SABER MAIS >

Manter as criangas em seguranca

Mantém a tua familia Fica descansado
sempre ligada e enquanto o teu filho vé

protegida v

Exp
durant

um PIN para qualg

para 3 135 e A

gratis o MEO Safe

0 apoio Altice

novV ub>
SABER MAIS > SABER MAIS > SABER MAIS > SAIBER MAIS >

MEO Kids mobile plan, MEO’s recommended plan for children, implies a set of safety oriented
rules and cost controlling features:
Authorized contacts; Value-added services are barred.

=0 sc NS icisonline TV Eleticidade  Suporte Pt 50 M5O i @ ’

Oferta 2 mensalidades
Dobro Net Mével

MEO Kids na fatura MEO

2GB Net Mével, 4GB Apps Video, chamadas e SMS com total
seguranca

MEO Kids Pré-Pago MEO Kids na fatura MEO

Fala até 15 nimeros nacionais da rede MEO ou Outras Redes Fala até 10 numeros nacionais da rede MEO ou Outras Redes

MEO SAFE https://safe.meo.pt/ . It's a family safety app, with features such as:
- Family localization;
- Geo-fencing: creation of safety zones for family members with notifications (when
arriving / leaving safety areas);
- “Check in” —allows family members to say where they are
- Alert button — allows location sharing;
- Parental control — allows limitation of apps usage/ installation and calls (in and out)
- Smartphone safety — localize, remote ring, “wipe” and “block” a lost/ stolen device.
- Multiplatform: iOS, Android and Web.
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Funcionalidades Download INICIAR SESSAO @

Localizagao Familiar

Localize através do seu smartphone ou
web em tempo real

Geo-Fencing

Crie dreas de seguranga para 0s

membros da sua familia.

NotificagOes

Receba alerta quando os membros da
sua familia chegam ou saem das areas

de seguranca.

Check-In

Faca Check-In para que os seus amigos

saibam onde esta

Mantenha a sua familia sempre

ligada e protegida

43U PM

MEO Safe

A sua familia
sempre por perto

EXPERIMENTE JA

Oferta de 30 dias para novos clientes

Botdo de alerta

Envie um alerta com a sua localizacao

para todos os membros da sua familia.

Controlo parental

Ative e configure o controlo parental que
permite restringir as apps e as chamadas

efetuadas e recebidas

Seguranga Smartphone

Localize, coloque a tocar, bloqueie e
limpe qualquer equipamento da sua

conta em caso de f)‘&!dr! ou roubo.

Multiplataforma

Disponivel para iPhone, Android e na

web

SAPO Mail Kids https://mail.sapo.pt/kids - SAPO’s e-mail service for children:

¢ A safe and funny service for children from 6 years
e Kids’ accounts are associated to an e-mail address and a password of an adult
e Adult sets the rules for receiving and sending e-mails, including the creation of a list of

authorized contacts

¢ The remaining e-mails are automatically deleted

e It includes anti-spam filters
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SAPO Mail Kids webpage: https://mail.sapo.pt/kids

Qmeu primeiro email

O SAPO Mail Kids € um servigo de email pensado
especificamente para os mais novos.

Um mail ainda mais seguro e que cresce com os seus filhos.

ey

SEGURO DIVERTIDO

GRATUITO

2. If applicable, please describe the features offered by the parental controls? E.g.

restricting web access, customization, monitoring, other restrictions.....
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As its name suggests, the Panda parental control is installed by default and is especially useful for
parents and educational leaders to prevent children and teenagers from accessing inappropriate
Web pages.

Furthermore, an administrator user may apply filters to different Windows users (standard or
restricted) so that they can only access the type of pages that the administrator has set for them.
When a user logs on to Windows with his account, Panda will apply the filter defined for that user,
preventing or allowing access to those pages accordingly.

Panda Global Protection - X

Start v

Process Monitor Safe Browsing Personal Firewall

- ENABLED ENABLED
! 206 processes @ Home

USB Protection

Parental Control
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Panda Global Protection

() Parental Control v Settings
Adminis... iagil Ivelasco urko.te...
Most visited websites  views Websites denied  viewa
(15)
08/08/2016 12:23 No access attempts have
(5) been denied in the time
0B/06/2016 12:24 period selected
(4)
08/08/2016 12:24
Most visited categories  viewa Categories denied  viswa
| (22) |
- (21) B o sccess attempts have
[ | (18) B been denied in the time
@ reriod selected
|

MEO Net Secure - Safely browse the MEO mobile network
https://www.meo.pt/net-segura

Threats are immediately blocked on the MEO mobile network and you are informed with an alert
message on the device screen!

How does MEO Net Segura service work?

Whenever your device is connected to the MEO mobile network, it is protected while browsing.
The moment you try to access a dangerous page, the service will block access to protect you.
Instead of accessing this page, you will see a threat detected warning page.

On a monthly basis, you will see a report page on your device with a summary of the threats that
have occurred in clients with the service. To check custom statistics, you can access the
Management Portal.

On the portal, it is possible to configure the sending of email notifications, add other numbers,
apply parental/content control policies by blocking pre-defined content categories, create a list of
allowed sites, and view monthly safety and security reports. blocked categories.

The protection of MEO Net Segura does not cover browsing the WiFi network or roaming.
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"\EO SG  Servios LojaOnline TV  Eletricidade  Suporte Pesquisar no MEO Q ® ®) v &

Oferta 2 meses

@ MEO Net Segura

Navega em seguranca na rede
movel MEO

Navegacdo segura na rede movel Facil e simples de utilizar

'“Eo SG  Servicos LojaOnline TV  Eletricidade  Suporte Pesquizar no MEO Q ® ® w &

Fica protegido de qualquer ameaca

Protecao em tempo real Configuracao de conteldos de confianca

Relatérios no Portal

Podes visualizar as estatisticas personalizadas de seguranca e controlo parental dos nimeros
adicionados
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In SAPO Mail Kids, a child’s account setting is available only to the child’s parent. The parent may
define a whitelist of approved contacts and decide between:
- The child only receives messages from contacts in the whitelist AND other messages are
deleted;
- The child only receives messages from contacts in the whitelist AND other messages are
delivered in an “Unknown persons” folder;
The child can receive messages from any contacts (the account behaves as a normal email
account).

3. In relation to parental controls, which of the following educational and information
resources to do you offer?
(tick as many as apply)

L1 Company policy in relation to use of parental controls

L] A promotional or marketing channel for the uptake of parental controls

[Please provide details including links or screenshots as relevant]

Information and advice on the use of parental control tools are widely available through Altice
Portugal websites. Examples:

SAPO Ajuda (“Help”) Blog — tips for parents and carers https://ajuda.sapo.pt/pais-e-educadores-
9031
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@ Pais e educadores - AjudaS... ¥ |
Instale software de controlo parental, filtros e monitorizacao no PC

Correctamente configurados, este tipo de programas impedirdo o acesso a determinados conteidos e
filtragem de malls Indesejados, bem como monitorizagao das actividades online, pela gravagado dos sites
visitados e das conversagdes em programas de /nstant messaginge salas de chat.

Tenha em conta no entanto que nem mesmo o melhor servigo de supervisdo de conteddos poderd substituir

avigilancia e orientacao de um adulto.

Verifique se a rede escolar do seu filho possui software de controlo
parental, filtragem e monitorizagao

£ possivel que a crianga ou o adolescente tenha livre acesso & internet nos varios locais das suas actividades
didrias, tal como a escola, biblioteca publica, lan-houselocal ou centro de actividades e tempos livres. Na
impossibilidade de o supervisionar nestas alturas, procure informar-se sobre as condiges de acesso das
redes nesses locais, no que concerne a software de filtragem e controlo parental. Algumas escolas
restringem o acesso a conteGdos e recursos educacionais. Procure saber se este é o caso do estabelecimento

de ensino do seu filho

Em caso de abuso, procure ajuda. Denuncie as autoridades

Se for vitima, ou os seus filhos Forem vitimas, de qualquer tipo de abuso relacionado com os servigos SAPO,
contacte-nos por favor através da pagina de contactos ou directamente para o

emall abuse@suporte sapo pt. No caso de conteldos ndo directamente relacionados com o SAPO, pode usar

a Linha Alerta InternetSequra para denunciar o ¢aso, ou ainda fazer uma quelxa na Policia Judicidria

v f

MEOQ’s downloadable safety guide:
https://conteudos.meo.pt/meo/Documentos/Configuracoes/proteger-computador-quando-
navega-na-internet.pdf

Altice Portugal Foundation / Comunicar em Seguranca Volunteer programme
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1975
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980

Information in different formats: text, video, tips:
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047

Internal and external contacts and links: https://ajuda.sapo.pt/contactos-8745
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Contactos

Contactos Portal SAPO:

O SAPO é um portal agregador de muitos servigos, alguns desenvolvidos e geridos no propric SAPO e outros
com © apolo de parceiros externos, por esta razdo ndo temos um Unico meio de contacto disponivel, variando

© mesmo de acordo com © Servigo em causa.

Utilize o formulério para um atendimento mals rapido & eficiente ou consulte no final da pagina a lista de

contactos disponivels para cada servi¢o

Formulério de Contacto

Através de email:

Geral: agoioportalsano@sunode 530008

Auto SAPO: 3utosapo@mallsano.nt

Auto SAPO VendaJa: contato®autosapovendsja ot

Casa SAPO: comercial@janeladigital.com

SAPO Emprego: comercial@emprego.s3apo.ot

SAPO Promos: info@oromos 300 08

Tek: geral@tek 530008

SAPOQ Voucher: yoycher@sypoite 5300 QL

Parceiro do SAPO Voucher: faturacao voucher®telecom pt

Questdes de Abuse/Seguranga: abuse@syporte sapo.pt

Pesquisar

l Canat de Supore SAPO e testes
36 apoeoportalaaps ¥ suporie 33P0 Pt

B Chat

Atalhos

Alyde-nos 3 Melhorar
Passwords seguras
Pais e educadores
Agradecimentos

Perguntas frequentes
Mail: Elimin.

Mail: Controlar SOAM

Mail Conta syspensa
Voucher: N3o recebl voucher
Voucher: Atraso n3 entrega
Yoycher: Devolucdes

her Por Vi
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Aplicagdes mobile; mobi

Através de telefone:
Alertas SAPO: 16200
SAPO Mail: 16200 (56 servigo Mail)
Auto SAPO VendaJa: 800 200 333

Par3 o5 restantes temas contacte-nos através do formuldrio de contacto

Casa: httos://www facebook com/CasaSano ot

Auto: hit

Emprego: http

ter com/sapoemprego

Contactos Meo:

Formulério de suporte: hitps//vww meo pt/formulario-de-contacto

Linhas de apoio: httos

r/linhas-anoio
Ru/linhas-3p0it

Facebook: hit

Twitter; httou//twi

Contactos Meo:

Formulério de suporte: https://www .meo.pt/formulario-de-contacto

Linhas de apoio: https://www.meo pt/linhas-apoio

Facebook: http://www facebook com/meo

Twitter: http://twitter com/meopt

Provedoria de Cliente PT:

Formuldrio: https://www telecom.pt/pt-pt/contactos/Paginas/provedoria-cliente aspx

Morada: Av. Fontes Pereira de Melo n°40, 1069-300 Lisboa
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0 & ApcioaClientes Portal SAPO X | == x
(& C ® ) hitps//contacto.ajuda.sapo.pt
Formulario de contacto
Servigo: | Escolhaum servigo v
Escolha um servigo
Abuse
Anuncios
Auto
Biz
Blogs
Fotos / Videos
Homepage / Editorial
Mail
Vouchei
Experience
Geral / Outios
SAPO Prime
SAPO Brasil
SEGURANET (Safe Internet Center/ INHOPE) www.internetsegura.pt
Recommended websites and videos in MEQ’s downloadable safety guide include:
Seguranca SAPO https://ajuda.sapo.pt/
www.cert.pt (Centro Nacional de Ciberseguranca)
www.internetsegura.pt
http://linhaalerta.internetsegura.pt
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7. Recomendactes MEO
Para saber mais sobre seguranca na internet, consulte os sites ou veja os videos que |he recomendamos.

Sites recomendados

* seguranca.sapo.pt
www.cert.pt
www.internetsegura.pt

antivirus.sapo.pt

linhaalerta.internetsegura.pt

Videos recomendados

Sobre seguranca na internet

# Sepuranca na Internet
« Pl dd licdo sobre cibercrime

Phishing
¢  Phishing
# Fraude bancaria na Internet

Virus

* \irus informdticos

» \Virus Sobig a solta

o Virus informatico no Ministério da Justica

Spam

« "Spam" faz 30 anos

» Falsa mensagem da PSP com convocatoria judicial
* Saiba como os spammers ganham dinheiro

Controlo parental
» Sabe onde esta o seu filho?

Riscos para os mais novos

-
# (riancas chantageadas na internet
* QOperacdo da P) sobre pedofilia na Internet

Violacdo de direitos de autor
+ Fechados sites de partilha de ficheiros

4. Please outline any additional safety tools or solutions not detailed above that relate
to parental controls, including any planned implementation of new features or
procedures?

N.A.
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Principle 3 — Dealing with abuse/misuse

Requirements

Signatories should:

e Provide a clear and simple process whereby users can report content or behaviour
which breaches the service’s terms and conditions.

e Implement appropriate procedures for reviewing user reports about images, videos,
text and other content or behaviour.

e Provide clear information to users on all available report and review procedures.

e Place and review regularly links to these reporting options in appropriate areas of the
service (e.g. where users view user-generated content or interact with other users)
and provide guidance on what to report.

e Place links to relevant child welfare organisations or specialist providers of advice
(e.g. about anorexia or bullying) and other confidential helplines/support services in
appropriate areas.

e Ensure that moderators who review user reports are properly trained to determine
or escalate content or behaviour presented to them

1. Please provide details of company policy relating to abuse and misuse (involving
images, videos, text and other content or behaviour) on your product or service.

Altice Portugal, then “PT”, signed a collaboration agreement with the National Scientific
Computing Foundation — FCCN , nowadays FTC (Fundacdo para a Ciéncia e a Tecnologia), the
national institution that coordinates the consortium promoting the National Safer Internet
Centre, covering the areas of computer security and safe use of the Internet.

In terms of safe use of the Internet it safeguards the identification and reporting of manifestly
[llegal content, aiming primarily to remove and prevent access to content related to child sexual
abuse or violation of human rights, specifically, violence and racism.

Altice Portugal provides clear and easy to use processes to report content and behavior which is
illegal or breaches services’ terms and conditions. There are reporting buttons, contacts and
external links available.

- Please see also answers to questions 5 and 6 / section 1 — Content —

Altice Portugal’s reporting review process:

Manifestly illegal material (pedophile, violence, xenophobia) proactively identified by Altice
Portugal’s team or reported by a user is immediately removed.

Report of material which breaches the CoU: treated according to the “penalties” identified in the
service CoU, which may include content’s immediate removal, the suspension or cancellation of
access to the service or the termination of customer’s account.

Unclear report (not unfounded, not against the Conditions of Use and not manifestly illegal):
Altice Portugal advises the user to contact the competent authorities.

Altice Portugal removes immediately any illegal content following an authority notification.

All users’ reports have a priority treatment: internal teams analyze, classify, and remove, if
applicable.

Implementation of the ICT Principles 54



https://www.fccn.pt/

ICT Coalition for Children Online

2. Please describe the process or mechanism available for users to report abuse/misuse
(involving images, videos, text and other content or behaviour) on your product or
service).

[Please provide details including links or screenshots as relevant]

Reporting buttons available in the relevant services (UGC), namely
¢ SAPO Videos

e MEO Kanal (Directly on the TV and also on the website http://kanal.pt/denuncia)

SAPO Videos

Denunciar Video

Indique-nos o motivo pelo qual quer denunciar este video

® Este video so deve ser visto por maiores de idade

Este video é ilegal porque

ull altice MEO & O 74% WM ) altice MEO B

Denunciar Video

Indique-nos o motivo pelo qual
quer denunciar este video

© Este video s6 deve ser visto por
maiores de idade

W 0 @ 0 Este video é ilegal porque :

Food Porn Looks Like

Sf

)

D
-~
=3
8
(=]
bl
3

IB

* Favoritos © Ver mais tarde
Cancelar

+ Adicionar a playlist

|® Denunciar @ Partilhar
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Reporting tools in Meo Kanal:

OntheTV:

OS MELHORES YOUTUBERS

Jogos e Tecnologia

Aqui estdo os Youtubers divertidos!

Ultima atualizagéo: 20 jun 2021
802 pessoas gostam disto /

rorito Denunciar

PROGRAMACAO RECOMENDADOS

httos//www.voutube.com/watch?v=rLdX2-EVnDI

Aqui estao os Youtubers divertidos!

=0 ® 914036

Deseja denunciar este canal?
OS MELHORES YOUTUBERS

Esta opgao permite-lhe denunciarum canal que considere que
viola os termos e condi¢oes de utilizagao do servico.

» 00:13:07
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Aqui estao os Youtubers divertidos!

=0 ® 914036

Deseja denunciar este canal? Privacidade de terceiros
OS MELHORES YOUTUBERS Direitos de autor

S
Contetdos de cariz

viola os termos e condi¢des de utilizagao do servico. — comercial——

Esta opgéo permite-lhe denunciar um canal que considere que

On the PC:

Viokéncia

Enviar denuncia

BB #e0 oTodos o diceitos reservados 4 tica & iad m
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IN=0 | Kanal

Denuncia de um canal

Para denunciar um canal preencha os dados

Servigo ¥ ENTRAR @

Orga-nos.
oque
pensa
Y
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Numero do canal a denunciar

Nome do video
Escreva aqui o nome do video

Motivo da denudncia

Violéncia v/

Comentarios

AINDA PODE USAR 1000 CARACTERES

Enviar dendncia cancelar

Internal and external contacts and links are also available in the relevant areas of the service and
in other Altice Portugal websites:
Corporate website - Contacts https://www.telecom.pt/en-us/contactos/pages/contactos.aspx
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chﬂ'ce ALTICE PORTUCAL INNOVATION SUSTAINABILITY MEDIA CAREERS ALTICE SITES v

Call Sign Language Portuguese-
Servilin

The videocall to 12472

You can contact the customer service lines using Serviin, an

interpreter service in Portuguese Sign Language
Business days from 9 am.to 11 pm

LEARN MORE (@

Customer ombudsman
Céiéﬂt‘)’ and independence in the treatment of your complaints or
suggestions

LEARN MORE >

SAPO Client Support Webpage “Ajuda SAPO” https://ajuda.sapo.pt/contactos-8745
and https://ajuda.sapo.pt/pais-e-educadores-9031

Em caso de abuso, procure ajuda. Denuncie as autoridades

Se for vitima, ou os seus filhos forem vitimas, de qualquer tipo de abuso relacionado com 0s servigos SAPO,

contacte-nos por favor através da pdgina de contactos ou directamente para o

a Linha Alerta InternetSequra para denunciar o €aso, ou alnda fazer uma queixa na Policia Judicidria

A
.

3. Where is the reporting button/ mechanism located?
(tick any that apply)
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L1 In a browser extension
Ul In a separate app for a connected device
L1 Other (please SPeCify): ..cveeieeeeiee ettt

Please see print screens and links in the previous answer.

4. Who may use such a reporting mechanism?
(tick any that apply)

L1 Only registered user/profile in which content is located
U1 All registered users of the product/service?

L] Other (please explain): ....ccccccveeeeeeieeciieeciee e

5. Which of the following kinds of content can users report?

Inappropriate user behavior;

lllegal content (pedophilia, violence, xenophobia);
Inappropriate, mislabeled content

Pornography

Content breaching conditions of use

Copyrights

Commercial content

“Other”

(tick any that apply)

6. Which of the following information do you provide to users?
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L1 How reports are typically handled
L1 Feedback to users

L1 Other (please SPecify): ....ccceevvereeeeeieecieceeceecie e

7. Please provide details of any other means, in addition to a reporting button/icon, to
report content or behavior which breaches your service’s terms and conditions

Anyone can use any Altice Portugal channel available (web, e-mail address, telephone number,
physical address) to report content or behavior.

Altice Portugal: https://www.telecom.pt/en-us/contactos/pages/contactos.aspx (this link includes
contact to our Customer's Ombudsman)

SAPO: https://ajuda.sapo.pt/contactos-8745 including Skype support channel

MEO: https://www.meo.pt/en/contacts

Social media accounts (facebook, twitter)

[Please provide details including links or screenshots as relevant]

8. Please outline briefly any other procedures or programmes offered by your service
not detailed above that relate to abuse /misuse,

N.A.
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Principle 4 — Child Sexual abuse content or illegal contact

Requirements
Signatories should:

e Co-operate with law enforcement authorities, as provided for in local law, regarding
child sexual abuse content or unlawful contact.

e Facilitate the notification of suspected child sexual abuse content to the appropriate
law enforcement channels, in accordance with existing laws and data protection
rules.

e Ensure the prompt removal of illegal child sexual abuse content (once it has been
confirmed as illegal by the relevant public authority) in liaison with national law
enforcement.

e Provide relevant additional information and/or links to users so they can make a
report or obtain information about appropriate agencies or organisations that users
can contact about making a report or obtaining expert advice, at national and EU
level (e.g. law enforcement agencies, national INHOPE hotlines and emergency
services).

1. Which of the following mechanisms are provided on your product or service to
facilitate the notification or reporting of suspected child abuse content?
(tick any that apply)

L1 Emergency services

L1 Other external agency (please SPECITY): ...coeiecueeieeirieeeiie e

2. Please outline briefly the procedures to be followed if illegal content were to be
discovered on your service.

Manifestly illegal material (pedophile, violence, xenophobia) proactively identified by Altice
Portugal’s team or reported by a user is immediately removed.

Material which breaches the CoU proactively identified by Altice Portugal team or reported by a
user is treated according to the “penalties” identified in the service CoU, which may include
content’s immediate removal, the suspension or cancellation of access to the service or the
termination of customer’s account.

Unclear report (not unfounded, not against the Terms of Use and not manifestly illegal): Altice
Portugal advises the user to contact the competent authorities.

Altice Portugal removes immediately any illegal content following an authority notification.
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SAPO has a call center working from Monday to Friday (09:00h to 18:00h). Within this period,
support team receives reports, analyzes them and classifies as “inappropriate” or immediately
deletes the content, as appropriate. Reports are handled in less than 12h, except if received on
Weekends.

3. Do you provide links to any of the following to enable users gain additional
information in relation to child sexual abuse content or illegal contact?
(tick any that apply)

L] Other (please specify): ................

4. Please outline briefly any additional procedure in place within your company not
detailed above to ensure that you comply with local and/ or international laws with
regard to child sexual abuse and other illegal content?

N.A.
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Principle 5 — Privacy and Control

Requirements
Signatories should:

e Manage privacy settings appropriate for children and young people in ways that
ensure they are as safe as is reasonably possible.

e Offer a range of privacy setting options that encourage parents, children and young
people to make informed decisions about their use of the service and the
information they post and share with others online. These options should be easy to
understand, prominently placed, user friendly and accessible.

e Take steps, where appropriate and in accordance with legal obligations, to raise user
awareness of different privacy controls enabled by services or devices and enable
users to use these as appropriate.

e Make reasonable efforts to raise awareness among all parties, service, content,
technology and application providers, including public bodies, of industry good
practice in relation to the protection of children and young people online

1. Please provide details of your company’s published privacy policy in relation access,
collection, sharing and further use of data from minors under the age of 18 when
utilizing your product or service?

Altice Portugal published privacy/ data protection policy (https://www.telecom.pt/pt-
pt/Paginas/politica-privacidade.aspx) doesn’t address specifically minors. Nevertheless, minors’
privacy is carefully considered by other means:
e Information/ advice on privacy widely available online and provided directly to kids and
parents through Comunicar em Seguran¢a programme (namely its User Guide)
e Privacy options available in the relevant services
e Altice Portugal services’ CoUs have specific recommendations to minors, in CAPITAL
LETTER.

Examples:
CoU SAPO Portal: https://ajuda.sapo.pt/condicoes-de-utilizacao-portal-sapo-60556
CoU SAPO ID “Registration/ account creation”: https://ajuda.sapo.pt/condicoes-de-utilizacao-

sapo-id-61045
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http://ajuda sapo.ot/ot-pt/security/politica-de-privacidade . £ muito importante

que leia estes documentos, pois eles contém regras de utilizacao e informacao
adicional que podem ajudar a utilizar o canal ou ¢ servigo pretendido da melhor

forma.

SE TIVER MENOS DE 16 ANOS, PECA AJUDA AOS SEUS PAIS PARA LHE
EXPLICAREM ESTAS CONDICOES DE UTILIZACAO. CASO SINTA QUE £
NECESSARIO, DEVE APENAS UTILIZAR O PORTAL, OU QUALQUER UM DOS SEUS
CANAIS E SERVICOS, COM A SUPERVISAO DOS SEUS PAIS OU ENCARREGADOS
DE EDUCAGAO.

SE TIVERES MENOS DE 16 ANOS, PEDE AJUDA AOS TEUS PAIS OU
ENCARREGADO DE EDUCAGAO PARA TE AJUDAREM E TE ACOMPANHAREM
DURANTE O PROCESSO DE REGISTO. NAQ TE REGISTES SEM ANTES FALARES
COM OS TEUS PAIS, NEM SE ELES NAO TE DEIXAREM REGISTAR.

SE TIVERES MENOS DE 16 ANOS, RECOMENDAMOS-TE AINDA QUE ESCOLHAS
UM E-MAIL E NICKNAME QUE NAO REVELEM INFORMAGOES PESSOAIS SOBRE T,
OU QUE AS PESSOAS POSSAM LIGAR A TI. O E-MAIL E O TEU NICKNAME TAMBEM
NAO DEVEM UTILIZAR PALAVRAS OU EXPRESSOES QUE POSSAM SER
CONSIDERADAS OFENSIVAS OU AMEACADORAS. A MEO PODE REJEITAR A
ESCOLHA DE E-MAIL E DE NICKNAME.
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Relevant Altice Portugal websites have links to the published Privacy and Data Protection Policy
and to an informative webpage on GDPR:

bl NOVO
INICIO COVID-19 ATUALIDADE DESPORTO ECONOMIA VIDA GLAMOUR TECNOLOGIA PLANETA VOZ

Incéndios Afeganistdo Jogos Paralimpicos 2020 DoContra Popcormner RoteirosdeNorteaSul  Oimportante é ter salde

@ Verdo a precos que

wapid 330 um descanso

DANIEL SLOSS
HUBRIS

x ‘\_ 5
v s S \.\ o
) Daniel Sloss - Hubris LTl Skunk Anansie - 2022 Il Jimmy Carr - Terribly
Q Q Funny
29+ 18 2 ) Conservas e companhia Verio a precos que sioum Praia e campismo
descanso
MUNDO SAPO
Ambiente Apostas Astrologia Beleza Bilheteira Blogs
Carros Casas Celebridades Cinemae TV Desporto Economia
Emprego Farmécias Feriados Folhetos Jomais Lifestyle
Mail Noticias Oficinas Receitas Regides Sadde
Tecnologia Tempo Transferir ficheiros Viagens Videos

‘A:::r 153 ¢ri3d03 N3 Universidade de Aveiro Webv“ .
= P SUMMIt | Wédia partner @ @ @’

-
"\:O SG  Servios LojaOnline TV  Eletricidade  Suporte

SUBSCREVER >

Prémios e distingdes Patrocinios
= s m
= - [~ #MEON, meo, 0
=l o 23 % = e s i
VER TODOS >

88  servicosMEO

3 MEOFSrum

® Lojes MEO

SECUE-NOS @ - . ; ); ) g‘:’::"""
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2. Are distinct privacy settings deployed to prevent access to information on for users
under the age of 18?

L1 No
L1 Not applicable (please explain): .........ccccoecveeeeeceeceeieeceeceeereenen

If yes, please briefly outline available age-appropriate privacy settings (Provide details
including relevant links/ screenshots on your website)

SAPO mail Kids (6-13 y.o0.) — adult set the rules for sending and receiving e-mails, including the
creation of a list of authorized contacts.

MEO Kids Mobile plan — limited numbers allowed, defined by parents; value added services
barred.

Please identify default settings for each age category of under 18s, as relevant:

Please see above.

Please identify any steps you have taken to ensure that these settings are easy to
understand, prominently placed, user friendly and accessible.

3. Where are users able to view and change or update their privacy status?
tick any that apply)

L] On each page of the website/service

L1 In a browser extension
L1 In a separate app for a connected device
L] Other (please SPECIfY): ..ccveeeeeeeeeeeeeeeeeeeeeeee e

[Please provide details including links or screenshots as relevant]

In SAPO Videos user may see and choose privacy status in the moment of the upload of a
content/ or creation of a playlist and may check/ edit the status in the settings page of “my
account”.
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SAPOVIDEOS

B Este video contém contedidos suscetiveis de ferir sensibilidades
® Este video é piblico

© Este video é privado

Password de acesso para este video

MAIS OPCOES ~

(Escolha palavras releventes que tornem o sew video mais Ficil de encontrar na
oesquea mex 10)

ver 0s meus videos

Other options are available regarding (i) access to sensitive contents, (ii) advertising in my own
videos and (iii) allowing comments to my videos:
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SAPOVIDEOS

DEFINICOES

Conteudos Sensiveis
Tenho mats de 18 anos de idade e quero aceder a todos os contetdos do SAPO Videos sem que me sejam pedidas quaisquer
onfirmagdes

Stm

* Nao

Publicidade nos meus videos

Autorizo publicidade do SAPO
* Sim
Nao
Comentarios
Autorizar comentarnos nos meus videos
& Sim
Nao

SAPO Blogs: privacy is at distance of a “click”. User may choose to make “private” specific posts or
entire blogs; he is also able to define who is authorized to read and comment his Blog. User can

manage his Privacy settings in the moment of posting and also afterwards, in the settings page.

Privacidade de blackcoffe ver blog B

Blog privado

Configuragdes
Comentanos PUBLICO PRIVADO
Autores

Privacidade

Visibilidade para Motores de Busca
Redes Sociais . . 2o

Importar / Exportar

ESCONDIDO VISIVEL

Reacdes

DESATIVADO ATIVADO
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SAPOBLOGS + - - - blackcoffee OsMeusBiogs ~
# Publicar TS| ®

BB D PR B I 6L 5 T B & Mens

S U (= I E B E J V- Roboto~r 1pt~ A~ B~ #H H HM

MEO Kanal: is private by default. User may opt for making it public at the moment of creation of
the channel. User may also edit the preference in the settings page.

Estado

Coloque "NO AR" ou deshigue o seu canal

DESLIGADO

Privacidade

Defina se 0 seu canal € pudlico ou privado

PIN DE 4 DIGITOS,

4. Which of the following information, resources or help features (if any) are provided to
encourage users to make informed decisions about their privacy or the information
they share?
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L1 Other (please SPeCify): ......cuuveeceeveeceeieeeieeiee e

Online material widely available in Altice Portugal websites, including
¢ Tips and advice on safety

* Good practices

e Contacts

e External links

Altice Portugal corporate website/ webpage on safety https://www.telecom.pt/en-us/a-
pt/seguranca/Pages/seguranca.aspx which includes tips, links and safety information on
protecting persons and PCs, safe internet browsing, e-mails and mobile, fishing, online shopping,
child safety and privacy.

It also includes a link to Altice Foundation’s voluntary educational program “Comunicar em
Seguranca” (details on this program in section 6 — Education and Awareness)
https://www.telecom.pt/en-us/a-pt/seguranca/Pages/comunicar-seguranca.aspx.
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‘ \ altice ALTICE PORTUGAL INNOVATION SUSTAINABILITY MEDIA CAREERS ALTICE SITES ¥ Q

&l‘ty begins with you

Communicate, share and explore the internet safel
guidelines for you and your family.

- -
-
Protect yourself and your computer Email and mobile phones
Make sure your online accounts, transactions and personal Identify strange behaviour on your mobile phone and keep an eye
information are safe. Discover personal security best practices on email messages from strangers or with attachments.
| LEARN MORE & I I LEARN MORE (¢ I
Qﬂlﬂc‘ ALTICE PORTUGAL INNOVATION SUSTAINABILITY MEDIA CAREERS ALTICE SITES v Q

Browse safely What is phishing?
Do you know what to look out for when accessing a site on the An attempt of fraud which leads the user to believe he is
Internet? interacting with a reliable website, while sensitive data is stolen

from him

Secure purchases

Altice Portugal has the Verisign Certificate, which means that every time you buy from one of our online stores, the information you type is
encripted in the process. This way, we ensure it arrives completely safely to us and cannot be intercepted by third parties.

VISIT THE MEOSTORE €

Communicate safely

A volunteer campaign to teach young people how to use
technology safely.

-

SO TO WEBSITE ¢
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Qalﬂce ALTICE PORTUGAL INNOVATION SUSTAINABILITY MEDIA CAREERS

ALTICE SITES v

Information Security Polic

LEARN MORE

FOLLOWUS

Altice Foundation “Comunicar em Segurang¢a” program:
Comunicar em Seguranca (telecom.pt)
Information in different formats: text, video, tips.

Digital resources for parents and carers:
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047

webJh
summit | partner

Technology

q
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Comunicar em Seguranga

Comunicar am seguranga ¢ uma iniciathva de woluntanado empresanial da Fundagio Altce que pretende alertar 3
COMUMICacE eJUCAtha P 3 ULVCECO COMEta @ SEQUMA GBS tECNOigas O Informacdo. Oesignadamente internet ¢
telemovel, através de um PrOGraMa Qui Ntogea sessdes de sensiteizagio em 3312 e aula um PIss3teMpPo @ UMY pesa de
T

featro

Conhega # opinado do Pedro Corgus sobre © programa
Oqueé Sessdes nas Escolas
Teatro Encarregados de Educacao
Recursos educativos

MEO website: https://www.meo.pt/ajuda-e-suporte/produtos-meo/internet/utilizacao - MEO’s
“help and support” webpage with tips, advice and other useful info.

Includes a link to a pdf 8 page document on Internet Safety, with links to relevant sites, resources
and reporting channels: https://conteudos.meo.pt/meo/Documentos/Configuracoes/proteger-
computador-quando-navega-na-internet.pdf
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"\EO 5G  Servicos LojaOnline TV  Eletricidade Pesquisar no M
Ajuda e Suporte
Selecione o tema de ajuda nas opgdes abaixo
Tema de Ajuda Produtos MEQ Internet
Prodi MEO v nternet v Utilizacao
Utilizagao

Navegar em seguranca na internet

O contetdo apresentado foi util?

m

o

Temas mais vistos

Pagamento mais seguro na Loja Online

Quais as condi¢des e prazo para devolugdo
do meu telemaovel?

Horérios e duraggo da instalagdo do servico
MEO

O que é a Chamada em espera

Ver se a Chamada em espera no telemovel
esta ativa

MEO
Assistente Virtual

SAPO Portal: https://ajuda.sapo.pt/seguranca-7920 SAPO developed this webpage easily

accessible from https://ajuda.sapo.pt functioning as a central channel

It includes a repository of information, tips and advice, good practices,

for “safety” matters.
relevant contacts and links,

all SAPO services’ Conditions of Use (“CoU”) and Altice Portugal’s Privacy and Cookies’ Policies.
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Seguranca  Condigdes de Utilizagdo  Politica de Privacidade

AJUDASAPO

Suporte a Clientes Portal SAPO

/Seg ura nca \ Pesquisar

Paginas relacionadas com o tema ¢a Seguranga
* Dicasgeras
o Politica de orivacida
* Condiches de utilizacie
o Politica de cookies
Contegdos User

. nted
» Contactos SAPQ
v f

Esta pagina utiliza cockies. Consutte a nossa Polltica de cookies.

Pais e educadores - Ajuda SAPO

Em caso de abuso, procure ajuda. Denuncie as autoridades

Se for vitima, ou os seus filhos forem vitimas, de qualquer tipo de abuso relacionado com o0s servigos SAPO,
contacte-nos por favor através da pagina de contactos ou directamente para o

emall abuse@suporte sapo.pt No caso de conteddos ndo directamente relacionados com o SAPO, pode usar
a Linha Alerta InternetSequra para denunciar o caso, ou alnda fazer uma queixa na Policia Judicidria.

v f

« anterior [ Infcio  seguinta»
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Mail

/Perguntas frequentg

¢ Registo /Autenticacio

* Gest3ode Conta

o Eliminar conta

¢ Contas suspensas

e Envio de Mensagens

o Defini¢des de Mall

e Configurar Programa de Email
o SAPO MailKIDS

* Gest3o de Mensagens e Pastas
¢ Antispam

o=

Sobre o SAPO Mail

SAPOMAIL —

Pesquisar

l Canal de Suporte SAPO em testes

User: apoloportalsapo @suporte.sapo.pt

B Chat

Atalhos

Contactos
Ajude-nos 3 Melhorar
Passwords seguras
Pais e educadores
Agradecimentos

Principais servigos
Blogs

Mail

Voucher

SAPO Videos Help/ FAQ: https://ajuda.sapo.pt/partilha-de-videos-65335

Seguranca Cond

AJUDASAPO

Suporte a Clientes Portal SAPO

canterior | Infcio  sequintes

Partilha de videos

O que s3o Videos Pblicos e Privados?
Os videos pblicos podem ser vistos por toda a gente que aceda ao SAPO Videos.

Os videos dos est3o
apenas a quem tiver ess3 password

por uma p d definida pelo utilizador que permitird o acesso

Como garantir que s6 quem eu quero vé os meus Videos?
£ simples, 30 definir um video como privado, pedimos-lhe que defina uma password para o mesmo. Assim, 56
vé os seus videos privados quem tiver essa mesma password de acesso.

Como posso partilhar os videos?
A partilha pode ser através de link; codigo embed; por e-mall ou diretamente nas redes soclais (Facebook;
Twitter ou Google+. Basta clicar em “Partilhar” e selecionar a op¢do que pretende.

Pesquisar
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SAPO Blogs FAQ: https://ajuda.sapo.pt/privatizar-o-perfil-15623

Condiches de Utilizacdo Polftica de Privacidade

T~ Contactos Senvicos Sequranca

AJUDASAPO

Suporte a Clientes Portal SAPO

= anterior Inicio sequinte »

Privatizar o perfil pesquisar

Uma vez que ndo € obrigatério manter o seu perfil acessivel aos utilizadores, pode privatizar por completo o
seu perfil, se assim o desejar. A gestao da privacidade pode ser felta através da opgdo “Privacidade” no menu

3 esquerda

& DADOS PESSOAIS

R SUBSCRICOES
® FAVORITOS Q Chat
Q NOTIFICAGOES
& POSTS POR MAIL Atalhos
0} OUTROS SERVIGOS Contactos
N rar
Passwords sequras

Esta pdgina utiliza cookies. Consulte a nossa Politica de cookies.

SAPO BLOG on Blogs https://ajuda.blogs.sapo.pt/privacidade-1492
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Ajuda Blogs

« anterior inicio

seguinte »

Privacidade

Esta pagina explica como pode gerir a privacidade dos seus dados e
contetdos no SAPO Blogs.

Blogs privados

SAPOBLOGS Y 05 taous biogs

-~ Destaques URsmos Poats Tage

BLOG PRIVADO

O blog O mou blog ostd marcado como privado Aponas ulizadones aulonzados
POdem aceder 80 DIOY

Internal and External links/ contacts:
https://ajuda.sapo.pt/contactos-8745
https://ajuda.sapo.pt/outros-contactos-links-72824

Pesquisar

Q

Dividas mais frequentes
Esgueci-me da minha senha
Instalar um botdo Gosto
N3ao consigo mudar a minha
imagem de perfil
Evitar janelas de publicidade

Seguranga e Privacidade

Blogs privados

Receio que tenham acedido a
conta do meu blog
Comentdrios indesejaveis no

blog. O que posso fazer?
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Contactos

Contactos Portal SAPO:

O SAPO é um portal agregador de muitos servigos, alguns desenvolvidos e geridos no propric SAPO e outros

com © apolo de parceiros externos, por esta razdo ndo temos um Unico meio de contacto disponivel, variando

© mesmo de acordo COm O Servigo em causa.

Utilize o formuldrio para um atendimento mals rapido & eficiente ou consulte no final da pagina a lista de

contactos disponivels para cada servigo

Formulério de Contacto

Através de email:

Geral: apoioportaisapo@synote 530008

Auto SAPQ: autosano@mallsanont

Auto SAPO VendaJa: contato®autosapovendaja ot
Casa SAPO: comercial@janeladigital.com

SAPO Emprego: comercial@empreco s3po.ot
SAPQ Promos: info@oromos s300 ot

Tek: garal@tek <300 O

SAPO Voucher: youcher@sypoite $20000

Parceiro do SAPO Voucher: faturacao voucher@telecom pt

Questdes de Abuse/Seguranga: abuse@suporte sapo.pt

Contactos Meo:

Formuldrio de suporte: https://www.meo.pt/formularic-de-contacto

Linhas de apoio: https://www.meo pt/linhas-apoio

Facebook: http://www facebook com/meo

Twitter: http://twitter. com/meopt

Provedoria de Cliente PT:

Formuldrio: https://www telecom.pt/pt-pt/contactos/Paginas/provedoria-cliente aspx

Morada: Av, Fontes Pereira de Melo n°40, 1069-300 Lisboa

Pesquisar

Canal de Supore SAPO em testes
User

Q Chat

Atalhos

Lontactos

Ajyde-nos 3 Melhorar
Passwords seguras
Pais e educadores
Agradecimentos

Principais servios
Blogs

Mail
Voucher

Perguntas frequentes

Mail: Eliminar conta

Mail: Controlar SOAM

Mail: Conta syspensa
Voucher: Nao recebi voucher
Voucher: Atraso n3 entrega
Yoycher: Devolucdes

her, Por vl
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Aplicagdes mobile; mobile@suporte sapo.ot.

Através de telefone:
Alertas SAPO: 16200
SAPO Mail: 16200 (50 servigo Mail)
Auto SAPO VendaJa: 800 200 333

Par3 05 restantes temas contacte-nos através do formulario de contacto

Através do Facebook:

Ceral: het

Através do Twitter:

Geral: hitps://twitter com/san0
Auto: http//twitter com/ayutosang

Emprego: http//twitter com/sapoemprego

Contactos Meo:
Formulario de suporte: hitesy//www meo pt/formulario-de-contacto

S/ www.m

Linhas de apolo: htt

R/linhas-apoio

Facebook: hitp//www f m/m

Twitter; hitou//twitter.com/meopt
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) & ApoioaClientes Portal AP0 X

&

Servigo

-+

C ® ) hitps//contacto.ajuda.sapo.pt

Escolha um seivigo
Abuse

Anuncios

Auto

Biz

Blogs

Fotos / Videos
Homepage / Editorial
Mail

Voucher
Experience

Geral / Outios
SAPO Prime

SAPO Brasil

Formulario de contacto

o

= @ @

Implementation of the ICT Principles

83



ICT Coalition for Children Online

Outros contactos & links Pesquisar

Em portugués...

Cor rarem S Jranc.
Lomynicar em SeQuUranca Cannl de Supone SAPO sm testes
User apoioportalsapo# suporie sapo.pt
Centro Internet Segura
Seguranet
Seguranet Q Chat
APAV
Atalhos
nstityto de AQolo 3 Crianca
Contactos
Centro Nacional de Cibersequranca Ajude-nos 3 Melhorar
Passwords seguras
Pais e educadores
égrggg;mghggg
- & Principais servigos
Eminglés... ;
g glogs
Malil
Voucher
Better Inte
Perguntas frequentes
EuKidsOnline Mail: Elimingr conta
Mail ntrolar SPAM
eachToday Mail: Conta suspensa
INHOBE - International Association of Inter Hotlines Voucher: Ndo L0acher
Voucher: Atrase na entrega
ENISA - European Union Agency For Netwark and information Security Voucher: Devolucdes

Voycher: Portes de envio

Digital citizenship education handbook - Being Child in the Age of Technology

CT Coalition For Children Online

Recommended websites and videos in MEQ’s downloadable safety guide include:
Seguranca SAPO https://ajuda.sapo.pt/

www.cert.pt (Centro Nacional de Ciberseguranca)
www.internetsegura.pt

http://linhaalerta.internetsegura.pt
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7. Recomendactes MEO
Para saber mais sobre seguranca na internet, consulte os sites ou veja os videos que lhe recomendamos.

Sites recomendados

® seguranca.sapo.pt
www.cert.pt
www.internetsegura.pt

antivirus.sapo.pt

linhaalerta.internetsegura.pt

Videos recomendados

Sobre seguranca na internet

# Sepuranca na Internet
« Pl dd licdo sobre cibercrime

Phishing
¢  Phishing
# Fraude bancaria na Internet

Virus

# \irus informéticos

» \irus Sobig a solta

o Virus informatico no Ministério da Justica

Spam

« "Spam" faz 30 anos
» Falsa mensagem da PSP com convocatoria judicial

* Saiba como os spammers ganham dinheiro

Controlo parental
Sabe onde esta o seu filho?

Riscos para os mais novos
Criancas chantageadas na internet

Operacao da P) sobre pedofilia na Internet

Violacdo de direitos de autor
+ Fechados sites de partilha de ficheiros
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5. Please outline briefly any additional policies or activities (existing or proposed), not
detailed above, to ensure that personal information is protected, using reasonable
safeguards appropriate to the sensitivity of the information.

Protect personal information and reasonably safeguard in an appropriate manner the sensitive
data of all customers and users is one of the main goals of the company. In order to achieve this,
Altice Portugal has the ISO 27001 certification, since 2013, and focuses on constant continuous
improvement and has implemented controls throughout these years. ISO 27001 is an
international standard and reference for the management of Information Security, which
recognizes the good practices of the Information Security Management System.

Altice Portugal’s Cybersecurity Direction is committed to address all challenges to protect
personal information and reasonably safeguard in a appropriated manner the sensitive data, by
defining Information Security Policies, propose standards, best practices, addressing constant
evolutions of technology, as needed. Included in this commitment the company has embraced the
challenge to accomplish the specific needs required by the General Data Protection Regulation
(GDPR).

The Direction has reviewed and published its Information Security Policy recently.

Altice Portugal has a Security Committee and a Data Protection Officer (“DPQO”):
DPOAlticePortugal@telecom.pt

Privacy Policy

Altice Portugal https://www.telecom.pt/pt-pt/Paginas/politica-privacidade.aspx
Fundacdo Altice https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2049
SAPO https://ajuda.sapo.pt/politica-de-privacidade-7675

Information on GDPR available on different Group websites:

SAPO https://ajuda.sapo.pt/rgpd-regulamento-geral-de-protecao-de-79278
MEO https://www.meo.pt/RGPD

PT Empresas https://www.ptempresas.pt/rgpd

PT ACS https://www.ptacs.pt/page/rgpd

Information Security Policy:
https://clubefornecedores.telecom.pt/GuiasPT/PoliticaSegurancalnformacaoAlticePortugal.pdf
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Principle 6 — Education and Awareness

Requirements
Signatories should:

e Educate children and young people and give them up to date information to manage
their access and settings in relation to content, services and applications, adding
support where possible to existing initiatives and partnerships.

e Provide advice about features of the service or functionality that are available to
allow parents to improve the protection of children, such as tools to prevent access
to certain types of content or service.

e Provide links to other sources of relevant, independent and authoritative advice for
parents and carers, teachers, and for children.

e Provide access to information that will help educate parents, carers, teachers and
children about media literacy and ethical digital citizenship, and help them think
critically about the content consumed and created on the internet.

e Encourage parents and teachers to use this information and talk to their
children/pupils about the issues arising from the use of online services, including
such topics as bullying, grooming and, where relevant, cost management

1. Does your company provide its own educational resources aimed at any of the
following groups?

Senior population

http://www.fundacao.telecom.pt/Home/Educacdo/FormacdoaoSegmentoSénior.aspx

2. Which of the following topics are included within your own company educational
materials?
(tick any that apply)

Includes also: cost control, e-shopping, e-commerce, fraud, e-
banking, virus, passwords, phishing, spam, parental control, photos, apps, TV.
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Please see for example Fundacdo Altice Portugal “Comunicar em Seguranga” programme

- Programme website https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1975

- SAPO Videos

http://videos.sapo.pt/comunicaremseguranc

- Digital resources

https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047

MEO guide on safety:
https://conteudos.meo.pt/meo/Documentos/Configuracoes/proteger-computador-quando-
navega-na-internet.pdf

3. With reference to any educational material you provide, which of the following
methods do you use?
(tick any as apply)

[] Displays/leaflets positioned prominently in stores

Altice Portugal actively promotes knowledge through its ongoing educational/ awareness rising
initiatives, such as “Comunicar em Seguranca” program, online educational materials and
campaigns.

As we’ve seen along this report, online educational material is widely available in Altice Portugal’s
websites:

Corporate — here, here

Fundacdo Altice/ Comunicar em Seguranca (including its Safety Guide for Parents and Carers)
Brands SAPO, MEO (and MEQ’s guide here)

Materials include tips and advice on safety, good practices, useful/ reporting contacts and
external links.

Besides online material and resources, Altice Portugal has its own corporate volunteer program,
the already mentioned Comunicar em Seguranga, managed by Altice Foundation.
More information on this educational project is available in question number 7 of this section.

4. Please provide details of any links to other external organisations, or relevant,
independent and authoritative advice for parents/carers, teachers, and for children?
Links to relevant external organizations include:

Em portugués...

Comunicar em Seguranca

Centro Internet Segura
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Seguranet

Sitio dos Miudos

APAV

Instituto de Apoio a Crianca

Centro Nacional de Ciberseguranca

Em inglés...

Better Internet for Kids

EuKidsOnline

TeachToday

INHOPE - International Association of Internet Hotlines

ENISA - European Union Agency for Network and Information Security

Digital citizenship education handbook - Being Child in the Age of Technology
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Outros contactos & links Pesquisar

Em portugués...

[ Cannl de Supone SAPO em testes

a1

User apooportalsapo # suporte 3ap0.pt |

Seguranet &
Seguranet 8 Chat
APA\
Atalhos
nstityto de Agoio 3 Crianca
Contactos
Centro Nacional de Cibersequranca Ajude-nos 3 Melhorar
Passwords seguras
Pais e educadores
égrgg‘g'mgn'g'z
& Principals servigos
Eminglés... 8logs
Mail
Voucher
Better Internet for Kid
Perguntas frequentes
EuKideOnline Mail: Eliminar ¢onta
Mail: Controlar SPAM
£3CN 1009y Mail: Conta suspensa
HOPE - International Association of Internet Hotline Youcher Njo recedi voucher

ENISA - European Union Agency For Net er Voucher: volucdes
Digital citizenship education handbook - Being Child in the Age of Technology
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Em caso de abuso, procure ajuda. Denuncie as autoridades

Se for vitima, ou os seus filhos forem vitimas, de qualquer tipo de abuso relacionado com 0s servigos SAPO,
contacte-nos por favor através da padgina de contactos ou directamente para o

emall abuse@suporte sapo.pt No caso de conteldos ndo directamente relacionados com o SAPO, pode usar

a Linha Alerta InternetSequra para denunciar o caso, ou ainda fazer uma queixa na Policia Judicldria

w f

Voucher: Atraso n3 entrega

5. Please provide details of any campaigns, or active involvement in industry

partnerships on specific topics to raise public awareness of digital safety for children

and young people?
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- Code of Good Practices in Commercial Communication to Minors

- ETNO Corporate Responsibility Charter. “ETNO represents Europe’s telecommunications
network operators and is the principal policy group for European e-communications network
operators. ETNO’s primary purpose is to promote a positive policy environment allowing the EU
telecommunications sector to deliver best quality services to consumers and businesses”.

- Altice Portugal is member and coordinator of the ETNO Online Child Protection Task Team,
created in 2009 with the objectives: (i) to contribute in making ICT services and its usage safer for
children (concerning content), (ii) to benchmark and promote the exchange of best practices on
Child Protection initiatives and actions amongst ETNO members and (iii) to identify and monitor
related external initiatives (International Organisations, other fora and stakeholders).

- Portuguese Mobile Operators Code of Conduct for activities involving the provision of content
services developed in 2008 in the scope of the European framework for the Safer use of Mobile
Phones by Children

- ICT Coalition for Children Online ICT Principles for the Safer use of Connected Devices and Online
Services by Children and Young people in the E.U.

- Portuguese Safer Internet Center Consortium

6. Please provide details of any partnerships with NGO, civil society or other educational
agencies or campaigns to raise public awareness of digital safety for children and young
people.

Partnerships: PSP (Police); Safer Internet PT Consortium, ANPRI (Nat. Assoc. of Computer
Teachers), RBE (School Library Network), APAV/ ROAR Project

- Partnership with PSP (www.psp.pt) — Policia de Seguranga Publica in the scope of Comunicar
em Seguranga programme: Officers are trained and able to promote awareness sessions in
schools.

- Partnership with APAV (Associa¢do Portuguesa de Apoio a Vitima) and IAC (Instituto de Apoio a
Crianca), namely in the scope of the implementation of the ICT Principles. These two NGOs
followed closely the developments of the ICT Coalition and are aware of Altice Portugal’s efforts
in Online Child Safety.

Altice Portugal participated as a speaker in the Seminar “Infovictims — The right of victims of crime
to information” organized by APAV.

- Altice Portugal is the industry partner in the ROAR European Project. ROAR is an European
project aiming to promote prevention and reporting of cybercrime and improve support to and
protection of its victims. Coordinated by APAV, the Portuguese Victim Support Association, the
partnership included the Portuguese Public Prosecutor Office (PGR), the National Republican
Guard (GNR), Altice Portugal, Weisser Ring (Germany) and Equality and Human Rights Action
Center (Romania). This project was financed by the Internal Security Fund - European Union
Police. Altice Portugal contributed with its industry perspective and experience, specifically by
ensuring, through its Foundation, awareness sessions in the school community. Excellent
feedback was received from schools.

More info: https://apav.pt/publiproj/index.php/96-projeto-roar
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- Altice Foundation (former “PT Foundation”) joined the Portuguese Safe Internet Consortium in
2016, following the invitation received in the framework of the “Comunicar em Seguranga”
program, Altice Foundation national initiative based on awareness sessions aiming to provide
students and teachers of primary and secondary schools, as well as parents and guardians, with
the ICT knowledge needed for a responsible and safe use of the internet and mobile phones.

The Safe Internet Consortium in Portugal is coordinated by Fundacdo de Ciéncia e Tecnologia
(FCT) and composed by Direcao Geral de Educacdo (DGE), by Instituto Portugués da Juventude e
do Desporto (IPDJ), by Microsoft and, as of 2016, by PT Foundation. Its objectives are the
promotion of a safe use of the Internet, combating illegal content, minimizing negative impacts on
people and raising awareness of the society to the risks associated with the incorrect use of the
Internet. Over the years, the Consortium has coordinated the development and joint efforts
regarding activities in the areas of awareness, combating illegal content, content filtering and
labeling; it has involved civil society in the Child Safety topic and created a solid database of
information related to the use of new technologies by young people.

The integration of Altice Foundation in this Consortium strengthens its own positioning in the field
of online child safety and improves the support provided by the Consortium to the

community, including by making Portuguese Hotlines (“Help” and “Alert” lines) free for the users,
by sharing its own experience and educational resources and, in general, by extending the scope
of its actions.

Comunicar em Seguranca Program:
Comunicar em Seguranca (telecom.pt)

Portuguese Safe Internet: http://www.internetsegura.pt

SERVICOS DO CENTRO INTERNET SEGURA

- -
Linha b 2 4
Internet =a
Segura —
C l S 800 219 090 SeguraNel

CONSORCIO DO CENTRO INTERNET SEGURA

... R[NJI'UL"A (\ Pe u‘lqh . ‘
A7)\ | CNES e @ FCTER: M O\ g vicosn
Segura // = f:;m»caduu.-u Y A altice

Better Internet = ’ Safer P e o S e
for Kids ‘@ i« INHOPE

First Digital Security Forum: Inform, Prevent and Protect, October 2017, Ribeira Grande, Azores
The Ribeira Grande Secondary School hosted the "First Digital Security Forum: Inform, Prevent
and Protect", which counted with the participation of Altice Foundation, Altice Portugal, Safer
Internet Center and the Portuguese Institute of Youth and Sports.

The Forum organized by Ribeira Secondary School in collaboration with the Ribeira Grande PSP
Squad promoted the discussion of various topics related to education and digital citizenship, such
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as Password Security, Internet of Things, Fake News, Hate Speech, and the New General Data
Protection Regulation.

Safer Internet Day 2018, Braga
PT Safer Internet Center (SIC) consortium organized its main event (a SID seminar) in Braga. This
event was delivered over two half-day sessions, targeting project stakeholders and young people
separately.
Morning seminar, targeting project stakeholders and the generic public

e Mobile apps: from gaming to dating

e  Where is my data?

(Speaker from Altice Foundation in the panel)

Safer Internet Day 2019: Madeira

The Consortium of the Portuguese Safer Internet Centre (PT SIC) organised a Safer Internet Day
Seminar on 5 February 2019 in the Autonomous Region of Madeira.

Themes: Human Rights Online and the challenges of creating web content. It was also an
opportunity to announce and hand out the prizes for the "e-safety label", "SeguraNet challenges"
and for the winners of the competition, organised especially for young people from Madeira.

During February 2019, Altice Foundation, through its voluntary scheme, developed awareness
sessions in schools (confirmed 172 sessions in 30 schools, covering 5,100 students) and conducted
8 theatre play sessions - ID a Tua Marca na Net, targeting at least 1,800 students.

As a result of the pandemic, we adapted our Comunicar em Seguranga program to the online
context and all the awareness sessions which were normally given in schools are now online.
The theater play “ID a tua marca na NET” has also an online version, and the resources we are
developing - Digital brochures, animations and videos are all available online.

e Digital brochures for parents and teachers
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2277
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e Digital animations for parents and
teachers https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2279

e Theater Play “ID a tua marca na NET”
videos https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2278

In the context of the Safety Internet Month, Altice Portugal promoted internal awareness
sessions for colleagues and their children on “how to minimize risks online”. This initiative was
very timely and very well attended also due to the present situation in which teleworking and
online classes are becoming more and more common.

7. Please outline briefly any of your own company initiatives in media literacy and
ethical digital citizenship, designed to help children and young people to think critically
about the content consumed and created on the internet.

Comunicar em Segurang¢a “Communicating Safely” (“CS”) is an Altice Foundation program aiming
at contributing to a digital education and to a conscious, safe and responsible digital citizenship
among the younger, parents and carers - and also extended the senior population -, through its
awareness sessions, a theatre play and the promotion of relevant contents and resources in
different media.

This program was created in 2009, following the company’s social responsibility policy, as a
business volunteer initiative with the aim of raising awareness and combating illiteracy in the use
of information technologies, especially among the younger.

As already referred, as of 2016, the program is part of the Portuguese Safer Internet Center
Consortium.

Main program areas:

1. Awareness Sessions in class - Short-term actions promoted by volunteer employees. The
contents are reviewed annually and adapted to the targeted audience. The sessions reflect
various subjects (safety tips, privacy, parental control, passwords, cyber bullying, connected toys,
social networks, fake news, sexting, online addiction...), and are structured by school years,
covering all education cycles, as well as parents and carers - and senior citizens. The goal is to
promote digital education and a more informed and responsible digital citizenship.

Altice Portugal has a partnership with Policia de Seguranca Publica (“PSP”), which ensures a vast
territorial coverage. Police officers well trained by Altice Portugal in ICT opportunities and risks,
give lectures in some schools associated as part of the Comunicar em Sequranga program.
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2. Theatre play —This new play is also performed by (the same) 3 well known Portuguese actors. It
is called “ID, A tua marca na Internet” (“ID, Your presence in the internet) and focuses online
safety, virtual behaviors and their consequences. The play is aimed at the school community as
well as adults. In 2019/2020 school year, there were 40 theatre sessions reaching 7.680 students.
The action has also a social dimension, since the value of symbolic price paid per person (1 Euro)
reverts to a social cause.
The Theatre play was also adapted to the pandemic context: 25 live streaming and the publication
of a video on the SID (with 5k views).
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3. Digital resources (new topics)

* Videos and Tutorials for Children, Youth, Parents and Seniors
* Digital games

Cenas da NET
* Digital Toys
*  Fake news
*  Online addiction
* Sexting
* Password
*  Online shopping
*  Fraud
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e Social networks

Videos for Children & Youth
*  Using Internet for learning
*  Physical health
* Sharing personal data
* Installing Apps
*  Fraud, Virus
* Digital ID

Tutorials
* Malware
* Ransomware
*  Online shopping
e Passwords
*  PCsecurity
*  Public WiFi

ID a tua marca na net videos 2021/
*  Online friendship
* Info exclusion
*  Online addiction
*  False profiles
e Stalking
* Teleworking

- Minuto Seguro (“Safe Minute”) — a set of around 50 episodes with 1 minute each with "tips" on
security for educators and youngsters. Available on Comunicar em Seguran¢a website and on
SAPO Videos channel;
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Recursos Educativos

O programa Comunicar em Seguranga dispde Oe Um conjunto de recursos educativos 3daptados 3 dwersos niveis de idade
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Estes recursos Sm por objetve apcr Professonss Ou JUCICONSS QU PIRENCAM PIRRSTA OF JOVRNS DM WMa MEoe
cidadana dipital promovendo boas praticas o utilzagio dos maios online

Neste pigina. @3t50 JREpONIVES QUIGES 08 OTNNtaCio P 5953005 09 sonsitilizagdo organizados Por tema o, videos @ J0gos
organizagos preferenciaimente por escaldo de idade ou escolandade

Jogos para os 1° e 2° ciclos Videos para todos
Guides para Professores Brochuras Digitais
pon iaitais - Pai
Videos ID A TUA MARCA NA NET hifaphes Digitats < Felee

Educadores

Additional information:

Safe and Alert Internet Lines (Hotlines) — As of October 2016, the national help and reporting lines
became free (as a direct result from Altice Foundation’s joining the Safer Internet Center Portugal
Consortium).

Website — Comunicar em Seguranca website works as the contact point for schools to enroll and
also as a useful “hub” for information and tips on online safety, including its Safety Guide for
parents and Carers.

The website integrates many resources (guide with advice and tips, awareness sessions’ plans,
videos and animations).

Online tips and advice on safety (Internet, Mobile Phones and TV) + guide to parents and carers +
“agreement” parents-kids: https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980
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FUNDAGAD TECNOLOGIAS E CONHECIMENTO ACESSIBIUDADE E BEM ESTAR

P
Ll

Pais e Educadores

A seguranga online de menores & um tema cada vez mais pertinente € no qual todos devem participar no sentido de
garantir expenéncias positivas ¢ uma melhor cidadania digital

AS redes 50Ciais tOMAAM -5 MUIto populares. Os jovens tornaram-1e sofisticados Na forma como Usam 33 apps. redes
s0Ciais. sites @ Jogos, e nos diversos dispositivos que utilizam como sejam os smartphones. tablets ou consolas de jogos

Contudo, #stas novas formas de comunicacdo publica revestem-se de muitas vantagens mas tambem de alguns riscos. Nem
10d0s 05 15003 2% transformam em problemas reais, embora 29j3 aconseinavel que as Criangas conhecam oF riscos, Para que
POSSAM precaver situagdes negativas

€ fundamental dotar 03 pais ¢ educadores de conhecimentos sobre eguranca nNos Meios digitais, de forma a que possam
acompanhar melnor 05 comportamentos online dos menores. Por is50, criames um guide de boas praticas para que os Pais
© educadores possam acompanhar as criangas € jovens na utlizagdo das Noves Tecnologias. E. para facilitar a tarefs 80s pais ¢
educadores @ também &s criangas @ aos jovens, 0 Comunicar em Seguranga disponibiliza um contrato. que deve ser assinado
pelo educador & pelo jovem. que estabelece as regras que cada um deve seguir na utilizagdo dos melos onling

Guido de boas praticas online para pais e educadores
Contrato para criangas até 10 anos de idade

Contrato para criangas com mais de 10 anos de idade

CULTURA

PROCRAMA INCLUI
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A

altice

CONTRATO
PAIS &FILHOS

1. Mo vou dar os meus dados pessosis @ pessoas estranhas, serm autorizagio dos meus pais — nome

COMUNICAR
EM SEGURANCA

completo, morads, nimero de telefone, trabalhos dos pais, nome e morsda da escola.

2. %e alguma colsame Incomoddar na Internet, wou contar 20s meus pals ou 2 al gum adulto.

2. Mdo vou combinar encantros na Intarnet com pessoas gue niEo corheco, ou gue conhac apenas na
Internet,

4. se alguém pedir fotografiss mirkhas, srtes de enviarn, pergunto o8 maus osIs se posso fazdlo,

5. Se viralgumafotografia au comentdrio sobre mim, ou receber uma mensagem que me ofenda egue eu
nao goste, ndo devo responder. Tenho de pedir sjuds so0s meus pais,

G, Armes defazer alguma coisamal ne Internet a slgums pessos, tenho de perguntar: Eu gostavaqua ma
fizessem ista?

7. Aminha possword & como um cddigo secreto —nao posso partilhar com ninguém, excepto com os meus
pais.

E. Terho de ter prsswerds téceis paramim, mas dificeis dos outros descobrrem!

9. Tenho de cumprir as regras gue os meus psis definem para utilizar a Irtemet — por exemplo otilicara
internet 1 hora por dis, jogar 30 minutos, ter o computador na sala, efe.

10. Terho de estar atento a erealls estrangeiros; emolfs que pecam os meus dados pessoais ou que me
oferegam alguma coisa, Tenho de me lembrar que ringuém dé nads 3 ninguém, & gque estes emalls
poderm serfaleos.

11. Mo posso fazer o download de programas livres da Internet, Tenho sempre de pedir juds aos pais.

12. Ma Internet, devo tratar os outros como gostava de sertratado, A Intermet € igual ao mundo resl.

1%, Prometo ajudar osmeus pals a compreender e a divertirem-se com as Movas Tecnologas!

Eu concordo com todos os pontos Eu vou sjuder o meu filho & cumprir o acordg, e permito

0 usoda lnternet se ele cumpriv &s regras

IDENTIDADE DIGITAL

Cuidados a ter com a informagéo que publicamos na Internet
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Monthly Digital Brochures (10)

edes Sociais

{DAD,
Wmﬁﬁrmfp,-

p o) o003 /0133

Safety videos available also on Youtube: https://www.youtube.com/channel/UC-
zDTJVhCB93STXOrODMH8A/videos
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Q

Home

ubscriptions

O]

Uibeary

©

History

2 YouTube i Search

O
-

=
¢ Comunicar Seguranca
m 75 subscribers
- -
HOME VIDEOS PLAYLISTS CHANNELS DISCUSSION ABOUT Q >

Uploads PLAY ALL = SORTBY

1 ciclo Capuchinho Comunicar em Seguranca MALWARE SEGURANCA NO PC COMPRAS ONLINE
Vermelho pt2 Facebook 208 views - 4 years ago 839 views - 4 years ago 245 views * 4 years ago
379 views - 4 years ago 245 views + 4 years ago

pr— R = = ] 2:36
RANSOMWARE WIFI USO DA INTERNET NA PARTILHA DE DADOS
418 views + 4 years ago 245 views + 4 years ago APRENDIZAGEM PESSOAIS E FOTOGRAFIAS 286 views * 4 years ago
1.4K views + 4 years ago 3.3K views - 4 years ago

ESQUEMAS DE FRAUDE E IDENTIDADE DIGITAL PASSWORD SAUDE FiSICA

VIRUS 1.8K views - 4 years ago 919 views - 4 years ago 762 views + 4 years ago

Videos “Minuto Seguro”, available in SAPO videoshttp://videos.sapo.pt/comunicaremseguranc
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Main indicators (aggregate 2008-2021):

I N D I CAD 0 R ES: A NOSSA PRESENGA DESDE 2008

18.376 812 3.376
0 SESSOES VOLUNTARIOS ESCOLAS
604 mil
Alunos
717 84.152
TEATRO ESPECTADORES TEATRO

604.000 students

18.376 classroom sessions

3.376 schools

812 Altice volunteers

717 theatre sessions, 84.152 viewers

Solidarity campaign (1€ per person/ theatre session in Municipal Theatres reverting to social
causes): 32.514€

8. Please provide details of any advice and supports to encourage parents or teachers to
talk to their children/ pupils about the opportunities and risks arising from their use of
the internet.

Altice Portugal believes parental/ teacher guiding is crucial for minimizing online risks and
misbehavior and therefore we strongly advise parents and teachers to talk to their children/
pupils about those risks and how to behave safely (using internet and mobile phones). These
messages, including concrete tips on the risks and on “what to tell them” are widely available in
our educational material and educational and awareness initiatives, such as Comunicar em
Seguranca.

Tips and advice on the safer use of internet include:

- Keep track of child's activities on the Internet

- Limit computer use to an accessible area

- Establish clear, but realistic boundaries for the use of internet

- Alert to the dangers of talking to strangers

- Teach children to protect their image

- Opt for dialogue. Positively influence the choices of the child

- Install parental control, filters and monitoring software on the PC
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- Check if child's school network has parental control, filtering and monitoring software
- In case of abuse, seek help. Report to authorities
Examples of ways to promote dialogue and guidance:

- Extension of Comunicar em Seguranga program to parents: in school year 2013-14 we started
educational sessions to parents and more than 1.000 parents participated already (figure excludes
sessions promoted by PSP).

- Guides for parents, teachers and carers
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047
https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980

- Agreement to be signed by parents and children regarding a responsible use of internet:
Below 10 y.o.: https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980

FUNDAGAD TECNOLOGIAS E CONHECIMENTO ACESSIBIUDADE E BEM ESTAR CULTURA PROCRAMA INCLUI
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Pais e Educadores

A seguranga online de menores € um tema cada vez mais pertinente ¢ no qual todos devem participar no sentido de
garantir expenéncias positivas ¢ uma melhor cidadania digital
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Contudo, #stas novas formas de comunicacdo publica revestem-se de muitas vantagens mas tambem de alguns riscos. Nem
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€ fundamental dotar 05 pais ¢ educadores de conhecimentos so0bre seguranca nos Meios digitais, de forma a que possam
acompanhar melnor 05 comporntamentos onling dos Menores. Por iS50, Criamos um Quidc de boas Praticas para que os Pais
© educadores possam AcomMpanhar as criancas € jovens na utlizagdo das Novas Tecnologias. E. para facilitar a tarefa aos pais e
educadores ¢ tambem 4as criangas @ aos jovens, 0 Comunicar em Seguranga disponibiliza um contrato. que deve ser assinado
pelo educador & pelo jovem. que estabelece as regras que cada um deve seguir na utilizagdo dos melos onling

Cuido de boas praticas online para pais ¢ educadores

Contrato para criangas até 10 anos de idade

Contrato para criangas com mais de 10 anos de idade
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o N

altice

CONTRATO
PAIS &FILHOS

1. MEo vou dar os meus dados pessoais 8 pessoas estranhas, sem autorizagio dos meus pais — nome

COMUNICAR
EM SEGURANGA

completo, morads, nimero de telefone, trabalhos dos pais, nome e morada daescola.

Z. Sealgumacoiza me Incomodar na Internet, vou contar 208 meus pals ou 2 algum sdulta.

2. W&o vou combinar encantros na Internet com pessoas que néo conhego, ou GUE conh2ci @KEnas ha
Interret,

4. Sealguém pedir fotografise minhas, armes de anviar, pergunto aos mals pais se posso fazd-lo,

5. Seviralgumafotografia ou comentdrio sobrz mim, ou receher uma mensagem que me ofenda e gue cu
n#o gosts, no devo resporder. Tenho de pedir sjuds aos meus pais.

6. Artas defazer alguma caisamal nainternet @ slgums pecsos, tenho de pergurtar: EU Z0STava que me
fizessem ista?

7. Aminha pessword € como um cddigo secreto — n&o posso partilhar com ningugém, sxcepto com os meus
paiz.

8. Terha de ter passwords féceis paramim, mas dificeis dos outros descobrirem!

9. Terho de cumprir as regras que os meus psis definem para utilizar a Intemet — por sxemplo wilicara
internet 1 hors por dig, jogar 30 minucos, tar o computador naeala, et

10.Terha de estar atento @ ermails estrangeiros; emeils que pegam as mews dados pessoais ou que me
oferecam alguma coisa, Tenho de me lembrar gue ringuém da nads & ninguém, e gue estes emells
pocem serfalsos.

1

oy

. Nio possotfazer o downlead de programas livres da Internet, Tenho sempre de pedir sjuda 205 pais.
12. Ma Internet, devo tratar os outros como gostava de sertratado, A Intemet £ igual ac mundo resl.

13 Prometn ajudar nsmaus pais a compreender & 3 divertiram-ce com as Novas Tecnol og as!

Eu concorda com todos o5 pontas Eu vou ajudsr o meufilha a cumprir o azorde, e permita

0 usodalnternet seele cumprir as regras

Tips and advice regarding mobile phones address:
Apps, Bluetooth, value —added calls (costs), photos/ camera, unknown numbers and calls, access
and blocking PIN, protection of devices against theft.

For more detail, please see

Tips available on Fundacdo Altice website/ Comunicar em Seguranca (Safety Guide for Parents
and Carers) [direct https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=1980 ]

Tips available on the Comunciar em Seguranca website

Tips available on SAPO website: “General tips” https://ajuda.sapo.pt/dicas-gerais-8201
“Parents and educators” https://ajuda.sapo.pt/pais-e-educadores-9031

Tips available in MEO webpage

Tips are also available in video format (CS website here, in SAPO Videos here).

9. Please outline any additional activities or initiatives not detailed above that relate to
education and awareness-raising offered by your service or product.

No More Ransom! — Altice Portugal is one of the partners of this project to combat cybercrime.
Launched in July 2016 by the European Cybercrime Center (EC3) of Europol, the Dutch National
Police, Kaspersky Lab and Intel Security, No More Ransom! project aims to improve the level of
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cooperation between the police and the private sector in the fight against ransomware, a
malware that blocks computers and mobile devices by encrypting users' files and data.

Since its launch nine months ago, more and more law enforcement agencies and public and
private partners around the world are joining the initiative, allowing more victims of ransomware

to recover their files without having to pay cybercriminals.

No More Ransom! ensures a useful resource of information and decryption tools for victims of
ransomware through the portal https://www.nomoreransom.org where they can learn about
what it is, how it works and how they can protect themselves from this type of malware.

Altice Portugal’s safety webpage has a link to the project (https://www.telecom.pt/pt-pt/a-
pt/seguranca/Paginas/seguranca.aspx):

C\Gl“ce ALTICE PORTUGAL INOVAGAO SUSTENTABILIDADE MEDIA CARREIRAS  SITES ALTICE v Q

No more ransom!

Are you a victim
of ransomware?

VISITAR WEBSITE (0

CSIRT

Uma equipa dedicada a cibers

eguranga

ie Segur

SAIBA MAIS ¢

Politica de Seguranca da Informacgao
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