
Cyber Blackmail Campaign

organized by Dubai Police’s Al Ameen Service
in cooperation with the UAE's Telecommunications Regulatory Authority (TRA)



About aeCERT

• The United Arab Emirates Computer Emergency Response Team

• An initiatives of the UAE Telecommunications Regulatory 

Authority

• Aims at promoting, building and ensuring a safer and secure 

cyber environment and culture in the UAE



About aeCERT

• aeCERT constituents are:

•Government & Semi-Government Entities 

•Academic Sector

•Banking Sector

• Services provided by aeCERT:

•Monitoring and Response

•Security Quality Services

•Awareness and Education



http://wearesocial.com/special-reports/digital-in-2016



[1] http://www.bbc.co.uk/newsbeat/article/23724703/cyber-blackmail-how-to-keep-safe-and-deal-with-it
http://gulfnews.com/news/uae/courts/dubai-football-coach-accused-of-cyber-blackmailing-boy-1.1703206

Cyber Blackmail
The act of threatening to share information about a 
person to the public, their friends or family, unless a 
demand is met or money is paid.[1]



Cyber Blackmail Campaign
A collaboration between TRA and Al Ameen Service from Dubai 
Police, to address the blackmail issue



Al Ameen Service

• Al Ameen Service officially launched in September 2003. 

• It is a communication channel between public and the 

General Directorate of State Security.

• People can report any suspicious acts or behaviors in the 

region confidentially.



Al Ameen Service

• Public can reach the service through 

• toll free telephones, fax & SMS

• e-mails  & website,

• Social media

• Al Ameen mobile application







Source: Al Ameen Service

Blackmail Numbers are growing
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Causes for Cyber Blackmail

• Revealing private data

• Installing apps without reading the terms of use

• Insecure Practices



Revealing Private Data

• Attackers use personal data to choose their targets

• i.e. Sharing the location with photos

• Anything you share on the Internet, will not be yours anymore

• i.e. Saving Snapchat videos using third-party apps

• Don’t trust the other side, anything they say could be false

• i.e. They could fake their identity



Not Reading the Terms of Use

• Some apps do things you might not have expected

http://thehackernews.com/2015/03/location-sharing-apps.html



Not Reading the Terms of Use

• Some app could share/sell your data with third-parties

http://www.wsj.com/articles/SB10001424052748704694004576020083703574602



Not Reading the Terms of Use

• Terms of Use could be changed without your knowledge

• You are considered to be agreeing to them

• An example:



Insecure Practices

• Easy passwords

• Stealing personal data from accounts

• Recommendations

• Minimum of 8 characters

• A combination of letters, digits, and symbols

• password => P@$$w0rd



Insecure Practices

• Some apps upload photos and videos from the gallery by default



Insecure Practices

• Delete the data insecurely

https://blog.avast.com/2016/02/24/avast-finds-personal-data-on-phones-sold-at-pawn-shops/



How the blackmailing is done

1. Gathering information about your interests and 

those who are close to you

2. Opening a direct communication with you

3. Building a close relationship and starting video calls

4. Opening a sexually explicit dialogue or filming 

sexual practices



How the blackmailing is done

5. Asking you to do the same, and record you 

while doing that (without your knowledge)

6. Disclosure of their real gender and identity

7. Blackmailing using the recorded material

8. Threatening to send the video to your close 

people, unless you pay money



Real Example



Real Example



Real Example



http://www.telegraph.co.uk/news/uknews/crime/10245809/Teenager-commited-suicide-after-
being-blackmailed-on-Skype.html

Impact of blackmail



If you fall a victim..

• Never send money under any direct threat

• If you do so you will keep getting blackmailed.

• Report through police stations to provide a 

formal report

• They will take the legal action for either national or 

international prosecution



If you fall a victim..

• Report the attacker through the corresponding 

section at the social media website



If you fall a victim..

• Know the cyber crime laws in your country

• Example from UAE Cyber Crimes law



To protect yourself..

• Read the terms and conditions of the apps 

before installing them

• Use a strong password and enable 2-factor 

authentication

• Never upload private photos on social 

networking accounts



To protect yourself..

• Don’t add strangers to your friends list

• Avoid dating websites and applications

• They are often the starting point of enticing victims

• Remember that anything you share on the 

Internet, will not be yours anymore



To protect your children..

• Spend time and communicate more with your 

children

• Instruct the children on the dangers of the 

misuse of Internet and social media applications

• Limit the time of their usage of Internet

• Follow their accounts and try to understand 

their habits and activities on the social media



To protect your children..

• Enable parental control feature in their devices

• Use the safe mode feature in the apps they use

• Control the apps they install

• Educate them on the cyber security laws
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