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Challenges for Detection

» Attackers use low-rate and legitimate
traffic for LFA.

Target links are not in the target area.

YV V

Attackers can change target links.

A\

Prevalence of asymmetric routes.
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LinkScope

> Basic idea

= Congestions caused by LFA will result in anomalies in network path
performance.

= Conduct end-to-end active network measurements to capture the
anomalies.

= Propose new non-cooperative network measurement approaches to
measure a large amount of network paths without the need of
controlling the other end of each path.

= Combine both end-to-end and hop-by-hop measurement to locate
target links on the forward path.

> Detection process

Additional End to End paths
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Deployment Strategies
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Topology Analysis

» Persistent links with high Link-occurrence are
selected as the conditional monitor links.
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(a) Link-occurrence/rank of routes to Hong Kong (b) Link-occurrence/ rank of routes to Taiwan

» Monitor path selection.

- Paths that contain one target link will be selected.
= Minimize the number of paths having the same remote host.

= Minimize the number of paths initialized by one prober.
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Probe Approaches
» Round Trip Probing (RTP)

= Per-hop RTT, Per-hop 6..

Measurement Packets

Load Packets

TCP ACK /TCP data [TCP data

/packet 2/pal:ket l/packet 2/ Time exceeded ICMP
Packets

Time exceeded ICMP
Packets

TCP ACK
packet 1
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Probe Approaches

» Extended Two Way Probing (eTWP)

5 Packet loss, Packet reordering, RTT, RTT jitter, Backward
capacity.

Ra(l),S(Z)/ Ra(Z),s(Z)/ Ra(g),s(z) Server
P 5(0),a(0)/ P s(1),a(1) Client

» Modified Recursive Packet Train (mRPT)
: Packet loss, Packet reordering , RTT, RTT jitter, Forward

capacity. Rata),s1) Ra),st1) Server

Ps‘Ol,a‘Ol/Ps‘l[a‘l' Client




Detection

&

Q THE HONG KONG
? POLYTECHNIC UNIVERSITY

s TR

100 .
* EE
80r )
.-E; r
“E_a 60} .
5 40} +
fa = + +
+
20t +t
. + ¥ - ¢
MWPH ) = H )
Op 2000 4000 6000 8000
Measurement timestamp (s)
(3} Bejr

Packet reorder rate

+ Forward packet reorder rate

+ Reverse packet reorder rate ||

2000 4000 T B000 8000

Measurement timestamp (s)
(c) Packet reorder

25% : ; ,
+ Forward packet loss rate
@ 20% + Reverse packet loss rate|]
o +
B 5%+ .
ko] *
+ +
T 10%| R SRV
% * h ’: * ++ +
O 5% + 1-—":’:*{‘» + b
aTt tt o
P
0%
0 2000 4000 6000 8000
Measurement timestamp (s)
(b) Packet loss.
500 .
+ RTT
400} + RTT jitter|]
£ 300}
E 200 .t . .
o . oy wmhrd%m-:%
L +4*_'g+ % . ti:?ﬁ :-?'—‘++ +* *
U-h* L L e + e e
0 2000 4000 6000 8000

Measurement timestamp (s)

(d) RTT and RTT jitter.
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Implementation

» Measurement manager
= Collect basic information about the path.
= Enumerate suitable web objects in a web server.
= Schedule probing processes.
» Measurement engine
= Construct TCP connections.

= Do probes. Qf &So"é %’74@’/ \%‘& netfilter/iptahll;s
> RST packet filter > ESS S

+ IPTables. % s % —
" M0d|fy TTL ® % / \ system

/ N/ Ny >
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Evaluation in a Test Bed
>Goa| g" _______

Prober 1

= To validate whether LinkScope
can detect different kinds of LFA.

Probe trafhic
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Internet Experiments

» Goals

network paths’ performance.

> Result

False positive rate on paths to Hong Kong.

To evaluate the false positive of LinkScope and characterize

= Prober type Path a—20 | a=30 | a=40 | a=50 | o060
s0oul R Pt e vt EC2 Virginia - Hong Kong 623% | 5.03% | 384% | 318% | 278%
& EC2 Sydney - Hong Kong 526% | 3.42% | 3.02% | 2.89% | 276%
 15%k EC2 Tokyo - Hong Kong 3.92% | 3.01% | 1.96% | 15/% | 1.57%
g R - EC2 California - Hong Kong 6.07% | 422% | 3.30% | 3.17% | 3.03%
g 10% T T PL node Tokyo - Hong Kong 353% | 2.75% | 196% | 157% | 144%
N e ey PL node Amsterdam - Hong Kong 1.32% 1.19% 0.79% 0.79% 0.66%
B e s PL node Beijing - Hong Kong 195% | 1.56% | 1.30% | 1.04% | 091%
> T T T PL node South Carolina - Hong Kong 0 0 0 0 0
0%9.%0:00 12:00:00 00:00:00 12:00:00 0W0:00:00

Measurament timestamp
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Conclusion

» Propose LinkScope, a nhon-cooperative measurement
based system to detect LFA.

» LinkScope employs both end-to-end and hop-by-hop
network measurement to capture anomlies.

» Evaluate LinkScope in a test bed and through Internet.
experiments.

» Future work.
= Decide optimal deployment strategy.

= Conduct large-scale and continuous measurements.
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Backup Slides
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Locating Target Links

Web server

Server selected by bots
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Architecture

Measurement manager

Configuration:

Probing packet size, Response packet size, Max TTL (i.e., h)
for RPT, Number of load packets (i.e., N,), Size of load
packet(i.e., 5,), Size of measurement packet(i.e., Sy),
Number of RTP probes(i.e., Nirp), Number of TWP probes
(i.e., Nywe), Target URLs, ...

[ Paths scheduler ) [ Anomaly detection )

Y f

i Measurement engine

Probes scheduler J

[ RPT Module ] [ RTP Module ) [ TWP Module ]

( TCP connections manager )
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