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Path failure recovery

Fail, fail and fail again
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Internet of things’ was mobilised for Internet connection cut between Europe,
Internet outage, says Dyn Asia and Africa
Hacked devices linked to ‘sophisticated’” attack involving millions of IP
addresses "This outage is like a severed artery'
Financial Times, 2016 The Guardian, 2008
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Path failure recovery
Enter CDN - Edge Cloud
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Path failure recovery

Solutions that did not pan out

CDN - Edge Cloud

» Slow interdomain convergence

BGP » Can only detect a subset of failures
Intelligent Traffic » Most failures are sub-prefix and short lived
Engineering o Difficult to deploy using commodity switches

e Not widely deployed; requires client side support

Multipath transport | 5y helps with already established connections
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Path failure recovery

Re-examining the fundamentals

CDN - Edge Cloud

o Access to path diversity through multihoming
o End-to-end visibility of connection performance and state
e« Economic incentives to address reliability



Path failure recovery
The idea behind Connection Path Reselection (CPR)

% CDN Edge Cloud

=D)TCP instead of \(DBGP

o Access to path diversity through multihoming

o End-to-end visibility of connection performance and state
e« Economic incentives to address reliability

o Use transport layer information to drive egress routing
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What is CPR?

A high-level overview

A Linux kernel patch that

Monitors TCP connections:
Detects when the path associated
with a connection has failed:

Re-routes outbound traffic for } Path
that connection; and reselection

Impairment
detection

Measures the aggregate effects
of rerouting.
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Impairment detection

Stalls and forward progress

server

Impairment before N

establishment

client

Establishment

Healthy data exchange

Impairment after
establishment
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( reroute )

Stall
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Impairment detection

The mechanism used depends on connection lifecycle stage

server client
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Impairment detection

The mechanism used depends on connection lifecycle stage

client server

Outbound pre-establish
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Impairment detection

The mechanism used depends on connection lifecycle stage

server client

last forward progress e

retransmission

reroute
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Path reselection

Routing architecture

main servers
prefix

1.0.0.0/24
1.0.1.0/24 peers
1.0.2.0/24

223.255.255.0/24 A

routing

BGP BGP

transits daemon
prefix

routing daemon

default

defau

i
e

defau

efau
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Path reselection

Rerouting
main
prefix
1.0.0.0/24
reroute counter r : 1.0.1.0/24
: 1.0.2.0/24
connection

223.255.255.0/24

proto: tcp
local: 124.12.34.2:443

remote: 1.0.1.3:13874 transits
: prefix

default

default

ECMP(5-tuple, r)

default

default
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CPR in action

Measuring impact
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In closing...

There's much more in the paper!

« How to tune the parameters for a
production deployment « And many more contributions!
 Evaluating non-harm In the steady state . For followup questions or comments
please contact us at rlanda@fastly.com

and Isaino@fastly.com

» Evaluating benefit during stall events,
and tracking this benefit globally

e And to the NSDI organizers, audience
and every single person that helped to
shape this paper...

» Path diversity from edge cloud PoPs

» Operational considerations, including

Traffic Engineering and QUIC Thank you!
Q ©2021 Fastly, Inc.


mailto:rlanda@fastly.com
mailto:lsaino@fastly.com

