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| want to send you this super
special edition of 1984!




Send it to socks guy, he'll send
it over to me.

| want to send you this super
special edition of 1984!




They need me because the
book might get lost on the way.
Evil town doesn't like it...



In the meantime...




Haha! It was me, monster guy,
all along! I'll grab the special
edition!

--
-



Oh no!
Monster guy wins again!




MOTIVATION
WORLDWIDE TRUST

Radboud University § %

@
3
N2

Yoy



MOTIVATION
WORLDWIDE TRUST

il

fil

fil

fil

il

Radboud University § %“ﬁ

% 5
MiNet®

il

il

il



MOTIVATION
WORLDWIDE TRUST

L~

Radboud University § %ﬁ
%M‘Ne‘(&g




MOTIVATION
WORLDWIDE TRUST

Radboud University § %

@
3
N2

Yoy




MOTIVATION
WORLDWIDE TRUST

L 6B —=

Radboud University § %

@
3
N2

Yoy



MOTIVATION
WORLDWIDE TRUST

o= 5 0 -
"'k'-'m;_

Radboud University § %

@
3
N2

Yoy



MOTIVATION
WORLDWIDE TRUST

Radboud University § %E

AV
e s



MOTIVATION
WORLDWIDE TRUST

. 0
e — foRo) 57 ——
< *
0
*
)

Radboud University § %E

AV
e s



MOTIVATION
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The Daily Mirror

Server lied about
location!

Lorem ipsum dolor sit amet, elir, sed diam nonumy. Utlabore et dolore magna aliquyam
era, 00 clam voluptua. At ver 605 f accam o Justo duo coloresof e robum. Stt clta asd gubergren, no sea takimata sancus
st Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elir, sed diam nonumy eirmod tempor invidunt ut
labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebur. Stet clta kasd
qubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing e, sed diam
nonumy eimod tempor invidunt ut labore et dolore magna aliguyam erat, sed diam voluptua. At vero eos et accusam et just
dolores et ea rebum. Stet clta kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum colr st amet,
consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut abore et dolore magna aliquyam erat, sed diam voluptua. At
0 €05 6t accusam et justo duo dolores et ea rebum
Stet il kasd gubergran. 0 80 tkimata sacus st Loram fpsum dlo it amat, Loram psum dcor st amet, corstetr sadipecing
elitr, sed diam ut eral, sed diam voluptua. At vero eos et accusam et
fusto duo doores o oa rabum. Ste lta kasd gubergren.no sea takimata sanclus et Lorem fpsum dolor it ame. Lorem psum dolor st
et, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua,
Atvero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam
erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebu. Stet clita kasd gubergren, no sea takimata sanctus
est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elir, sed diam nonumy eirmod tempor invidunt ut
Iabore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd
qubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elit, sed diam
nonumy eimod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo
dolores et ea rebum. Stet cita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet,
consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At
vero eos et accusam et justo duo dolores et ea rebum. Stet cita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit
‘amet. Lorem ipsum dolor sit amet, consetetur sadipscing i, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna
aliquyam erat, sed ptua. At vero eos et accusam et ea rebum. Stet ciita kasd gubergren, no sea takimata
sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elir, sed diam nonumy eirmod tempor
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet cita
kasd gubergren,
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TODO
HOW CAN WE ACHIEVE THIS?

TODO:

1.Localize nodes (please no overhead)
2.Verify the results (prepare for trouble)
3.Decentralize all the things
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TODO 1: LOCALIZE NODES
SPEED * TIME = DISTANCE
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[ NON ) ping google.com 381

» ~ ping google.com
PING google.com (142.251.39.110): 56 data bytes
TODO 1: LOCALIZE NODES 64 bytes from 142.251.39.110: icmp_seg=0 ttl=115 time=17.655 ms

64 bytes from 142.251.39.110: icmp_seg=1 ttl=115 time=5.889 ms
* —
SPEED TIME — DISTANCE 64 bytes from 142.251.39.110: icmp_seg=2 ttl=115 time=7.468 ms
64 bytes from 142.251.39.110: icmp_seg=3 ttl=115 time=20.249 ms
64 bytes from 142.251.39.110: icmp_seg=4 ttl=115 time=5.580 ms

64 bytes from 142.251.39.110: icmp_seg=5 ttl=115 time=5.851 ms
64 bytes from 142.251.39.110: icmp_seg=6 ttl=115 time=5.735 ms
64 bytes from 142.251.39.110: icmp_seg=7 ttl=115 time=31.046 ms
64 bytes from 142.251.39.110: icmp_seg=8 ttl=115 time=78.711 ms

Q( RTT = 10ms >®

< Speed of light
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[ NON ) ping google.com 381

» ~ ping google.com
PING google.com (142.251.39.110): 56 data bytes
TODO 1: LOCAL'ZE NODES 64 bytes from 142.251.39.110: icmp_seg=0 ttl=115 time=17.655 ms
64 bytes from 142.251.39.110: icmp_seg=1 ttl=115 time=5.889 ms
SPEED * TIME — DISTANCE 64 bytes from 142.251.39.110: icmp_seg=2 ttl=115 time=7.468 ms
64 bytes from 142.251.39.110: icmp_seg=3 ttl=115 time=20.249 ms
64 bytes from 142.251.39.110: icmp_seg=4 ttl=115 time=5.580 ms

64 bytes from 142.251.39.110: icmp_seg=5 ttl=115 time=5.851 ms

d >x< t " — d " t 64 bytes from 142.251.39.110: icmp_seg=6 ttl=115 time=5.735 ms
Spee lme —— l S ance 64 bytes from 142.251.39.110: icmp_seq=7 ttl=115 time=31.046 ms
64 bytes from 142.251.39.110: icmp_seg=8 ttl=115 time=78.711 ms

Q( RTT = 10ms >®

< Speed of light
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@® @ ping google.com 381

» ~ ping google.com
PING google.com (142.251.39.110): 56 data bytes
TODO 1 . LOCALIZE NODES 64 bytes from 142.251.39.110: icmp_seg=0 ttl=115 time=17.655 ms
64 bytes from 142.251.39.110: icmp_seg=1 ttl=115 time=5.889 ms
*
SPEED TIME — DISTANCE 64 bytes from 142.251.39.110: icmp_seg=2 ttl=115 time=7.468 ms
64 bytes from 142.251.39.110: icmp_seg=3 ttl=115 time=20.249 ms

64 bytes from 142.251.39.110: icmp_seg=4 ttl=115 time=5.580 ms
64 bytes from 142.251.39.110: icmp_seg=5 ttl=115 time=5.851 ms

[ ) [ ] g _ _ . o
speed x time = distance PrEAsEa s RS iEN Ty A
b p_seq
64 bytes from 142.251.39.110: icmp_seg=8 ttl=115 time=78.711 ms
c * 10ms = 2998km

Q( RTT = 10ms >®

< Speed of light



TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION

Q ¢ % 10ms = 2998km
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION
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TODO 1: LOCALIZE NODES
TIMING-BASED LOCALIZATION

A

IE Estimate area
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TODO 2: VERIFY RESULTS
VERIFICATION AND MALICIOUS NODES

TODO:

1.Localize nodes (yes, no overhead!)
2.Verify the results (prepare for trouble)
3.Decentralize all the things
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS

Q .Claims to be here

(B Butis here

- N,
B> B
~ 7

O ®

Radboud University § %

&

E

$
Yoy



TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS

Q .Claims to be here

(B Butis here
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS

‘Claims to be here

(B’ Butis here
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS

Q ‘Claims to be here

(B Butis here
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TODO 2: VERIFY RESULTS
CLAIMING FALSE LOCATIONS

‘Claims to be here

(B But is here
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TODO 2: VERIFY RESULTS
MANIPULATE THE MEASUREMENTS

‘Claims to be here

(ﬁ) But is here
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TODO 2: VERIFY RESULTS
MANIPULATE THE MEASUREMENTS

‘Claims to be here

(ﬁ) But is here
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TODO 2: VERIFY RESULTS
MANIPULATE THE MEASUREMENTS

‘Claims to be here

(ﬁ) But is here

Slow down

v/
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TODO 2: VERIFY RESULTS
MANIPULATE THE MEASUREMENTS

.Claims to be here

(B But is here

Slow down
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TODO 2: VERIFY RESULTS
MANIPULATE THE MEASUREMENTS

.Claims to be here

(B But is here

Slow down

Detect errors
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TODO 2: VERIFY RESULTS
VERIFICATION AND MALICIOUS NODES

Done:
1.Localize: RTT measurements

2.Verify: Estimate vs. claim
3.Decentralize: Broadcast channel
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This is never going to work, real networks are

too noisy...
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PROTOTYPE
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Localization Error: 60km
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CONCLUSION
LESSONS LEARNED
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CONCLUSION
LESSONS LEARNED

Problem Statement

* Node locations matter
* You can lie

* Let’s verify the claims!
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CONCLUSION
LESSONS LEARNED

Problem Statement

Node locations matter
You can lie

Let’s verify the claims!

Goals

1. Localize: RTT and
estimated areas

2. Verify: Robust estimation
versus claim

3. Decentralize: Broadcast
channel
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CONCLUSION
LESSONS LEARNED

Problem Statement

* Node locations matter
* You can lie

* Let’s verify the claims!

|

|

Goals

. Localize: RTT and
estimated areas

. Verify: Robust estimation
versus claim

. Decentralize: Broadcast
channel

Prototype

Nym network

Verify claimed locations of
nodes

60km location error with
noisy real-world data
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